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IMAGE ENCRYPTION ALGORITHM  
BASED ON CONTROLLED CHAOTIC MAPS

V.N. Shashikhin, A.V. Turulin, S.V. Budnik
Peter the Great St. Petersburg Polytechnic University,

St. Petersburg, Russian Federation

The article reviews the problem of ensuring the security of storage, processing, and 
transmission of images based on a cryptographic method using chaotic maps. The encryption 
algorithm is based on a three-dimensional mapping. The encryption algorithm strength when 
using systems with chaotic dynamics depends on the value of the largest (positive) Lyapunov 
characteristic exponent. Therefore, the problem of increasing resistance to various kinds 
of attacks is reduced to determining the control parameters, at which the leading Lyapunov 
characteristic exponent increases. The authors propose a procedure for changing the chaotic 
map characteristics (entropy and Lyapunov characteristic exponents) based on introducing 
feedback into the system. The procedure is developed using the modal control method based 
on reducing the system to the canonical Frobenius form. The use of the proposed algorithm is 
considered on the example of the Rössler system. The test results confirmed an increase in the 
strength of the proposed encryption algorithm against statistical and differential analysis due to 
an increase in the Lyapunov characteristic exponent.

Keywords: Image encryption, chaotic maps, control of the spectrum of Lyapunov characteristic 
exponents, modal control, canonical Frobenius form.

Citation: Shashikhin V.N., Turulin A.V., Budnik S.V. Image encryption algorithm based on 
controlled chaotic maps. Computing, Telecommunications and Control, 2021, Vol. 14, No. 1,  
Pp. 7–21. DOI: 10.18721/JCSTCS.14101

This is an open access article under the CC BY-NC 4.0 license (https://creativecommons.org/
licenses/by-nc/4.0/).

АЛГОРИТМ ШИФРОВАНИЯ ИЗОБРАЖЕНИЙ  
НА ОСНОВЕ УПРАВЛЯЕМЫХ ХАОТИЧЕСКИХ ОТОБРАЖЕНИЙ

В.Н. Шашихин, А.В. Турулин, С.В. Будник
Санкт-Петербургский политехнический университет Петра Великого,

Санкт-Петербург, Российская Федерация

Рассмотрена задача обеспечения безопасности хранения, обработки и передачи изо-
бражений на основе криптографического метода с использованием хаотических отобра-
жений. Алгоритм шифрования построен на базе трехмерного отображения. Стойкость 
алгоритма шифрования при использовании систем с хаотической динамикой зависит 
от величины старшего (положительного) характеристического показателя Ляпунова. 
Поэтому задача повышения стойкости к различного рода атакам сводится к определению 
параметров управления, при котором старший характеристический показатель Ляпунова 
увеличивается. Предложена процедура изменения свойств хаотического отображения (эн-
тропии и характеристических показателей Ляпунова) на основе введения в систему обрат-
ной связи. Процедура построена на использовании метода модального управления на ос-
нове приведения системы к канонической форме Фробениуса. Рассмотрено применение 
предлагаемого алгоритма шифрования для системы Ресслера. Результаты тестирования 
подтвердили увеличение стойкости предложенного алгоритма шифрования к статистиче-

Intellectual Systems and Technologies
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скому и дифференциальному анализу за счет увеличения старшего характеристического 
показателя Ляпунова.

Ключевые слова: шифрование изображений, хаотические отображения, управление спек-
тром характеристических показателей Ляпунова, модальное управление, каноническая 
форма Фробениуса.

Ссылка при цитировании: Shashikhin V.N., Turulin A.V., Budnic S.V. Image encryption algo-
rithm based on controlled chaotic maps // Computing, Telecommunications and Control. 2021.  
Vol. 14. No. 1. Pp. 7–21. DOI: 10.18721/JCSTCS.14101

Cтатья открытого доступа, распространяемая по лицензии CC BY-NC 4.0 (https://creative-
commons.org/licenses/by-nc/4.0/).

Introduction

The problem of ensuring the security of image transmission is currently becoming more and more ur-
gent in connection with the increasing flow of information transmitted over open communication lines. 
Reliable encryption methods for storing and transmitting digital images are required in various fields: 
medical information systems, confidential video conferencing, government and military communications 
systems.

Cryptographic methods stand out among various methods of protecting information and ensuring its 
integrity. However, traditional encryption algorithms, for example, AES and DES, were developed with-
out taking into account the specific requirements for image encryption [1, 13] (a large amount of memory 
occupied, limited processing and transmission time) [2]. Therefore, it became necessary to create new 
encryption algorithms based on the use of nonlinear functions [3, 14].

One of the promising directions in modern cryptography is the development and research of data en-
cryption algorithms based on dynamic chaos [4–7, 15, 16]. Such properties of chaotic systems as the 
exponential divergence of trajectories, ergodicity, and randomization are useful in the development of 
encryption schemes for digital images [8, 17–20]. Modern approaches to encryption use various chaotic 
maps and algorithms based on the composition of two maps that implement the operation of randomiza-
tion and entanglement [9, 21, 22].

The paper considers an image encryption algorithm based on a chaotic mapping, which simultaneously 
implements the operation of randomizing and confusion. To improve the cryptographic stability of the 
algorithm, a procedure is proposed for changing the chaotic map characteristics (entropy and Lyapunov 
characteristic exponents) based on introducing feedback into the system. A procedure for changing the 
spectrum of Lyapunov characteristic exponents of a chaotic map is developed using the modal control 
method based on reducing the system to the canonical Frobenius form.

Image encryption problem statement

Mathematical model of the image. Let the raster model of the original rectangular image be represented 
by the following map:

where                    is the space of numerical dimension matrices of N × M size.
The N, M values are related to the dimensions of the pixel grid:

where       is the integer part of the number.

[ ] [ ] ( ): , , ,N MI a b c d L R ×× → (1)

( )N ML R ×

( ) [ ] [ ]{ }, : 1, , 1, ,WH i j i N W j M H∆ = = = = = (2)

[ ]*
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With the help of digitalization and quantization operations, the description of digital images is reduced 
to a set of samples, which can be represented in the form of a matrix:

whose elements are realizations on a discrete grid of continuous functions of two variables 
                                           . The elements of these matrices take integer values from the [0; 255] interval 
when coding the pixel intensity with an eight-bit code.

Mathematical model of a system with chaotic dynamics. A nonlinear differential equation with a given 
initial state is considered as an evolutionary operator for the implementation of the encryption algorithm:

where                           is the phase vector of the system; region P – phase space of the system; t – time  
function,                         – vector function with                                components.

Among the set of nonlinear dynamical systems                       we will consider systems with a chaotic  
mapping for which the following conditions are satisfied.

1.  The f map has an essential dependence on the initial data or it is sensitive (if there is such a number  
δ > 0, that for any ε > 0 and any              point there is a               and the              number such that 

                         but                                                    ).

2.  The f map p is transitive (for any U, V pair of open sets there is m ≥ 0, that                                 ).
The problem of controlling the spectrum of Lyapunov characteristic exponents. The mathematical model 

of a chaotic system in the synthesis of an encryption algorithm is a heterogeneous differential equation 
with a control

Lyapunov spectrum of the original nonlinear system (4)

consists of n various Lyapunov characteristic exponents                                                       in descending 
order.

The problem of controlling the Lyapunov spectrum is to determine the feedback from the phase vector 
of the nonlinear system:

such that the closed nonlinear system

had the following spectrum

equal to the required spectrum

( ) ( ),

, 1
I ,

N M N M
ij i j

I L R ×

=
= ∈ (3)

( ) ( )I : 0, 0,W H R⊗ →

( ) ( )( ) ( )0 0, ,x t F x t x t x= = (4)

( ) P R nx t ∈ ⊆
: R Rn nF → ( )( ), 1,if x t i n=

{ }P, ,S F=

x X′∈ x X′′∈ m M∈
( ), ,x x′ ′′ρ < ε ( ) ( ) ( ) ( )( )m mf x f x′′ ′ρ − ≥ δ

( ) ( )mf U V ≠ Ο

( ) ( )( ) ( ) ( )0 0, .x t F x t Bu t x t x= + = (5)

( ) ( ){ }, 1,iF F i nσ = χ =

( ) ( ) ( )1 2 ... nF F Fχ ≥ χ ≥ ≥ χ

( ) ( )u t K x t∗= (6)

( ) ( )( ) ( ) ( )0 0,x t F x t BK x t x t x∗= + = (7)

( ) ( ){ }, 1, ,iF BK F BK i n∗ ∗σ + = χ + = (8)
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The encryption algorithm strength when using systems with chaotic dynamics depends on the value of 
the largest (positive) Lyapunov characteristic exponent. Therefore, the problem of increasing resistance to 
various kinds of attacks is reduced to determining the control parameters (6), at which the leading Lyapu-
nov characteristic exponent (9) increases in the closed-loop system (7). Besides, the feedback factor will 
expand the “keyspace” of the encryption algorithm.

Evaluation of the encryption algorithm strength. It is necessary to build a grayscale image encryption 
algorithm based on a chaotic map and to carry out a comparative assessment of the algorithm’s strength 
with and without control action.

As a result of statistical cryptanalysis, it is necessary:
-  to assess the uniformity of the distribution of pixels by brightness values, construct a histogram of this 

distribution;
-  to calculate the pairwise correlation between two adjacent pixels horizontally, vertically, and diago-

nally;
-  to calculate informational entropy.
To assess the strength of the algorithm to differential analysis, calculate:
-  the percentage of pixels that changed the brightness value;
-  the average change in gray intensity.

Encryption algorithm based on a 3D chaotic map

Chaotic map and its properties. In the process of image encryption, a three-dimensional chaotic Rössler 
map is used as a model of a nonlinear system (4)

For a = 0.2, b = 0.2, c = 5.7 values of the parameters, this map has a spectrum of Lyapunov characte- 
ristic exponents equal to

and a trajectory in three-dimensional phase space, which has the form shown in Fig. 1.
The spectrum of Lyapunov characteristic exponents and a strange attractor indicate the presence of 

chaotic dynamics in system (10).
Encryption algorithm. The grayscale image encryption algorithm of N × M size using nonlinear map 

(10) has the following steps in one round of encryption.
Step 1. Based on the original image, a raster model of the original image (1) with a matrix of the form 

(3) is formed:

where i is the number of pixel in the vertical row; j – the number of pixel in the horizontal row; Ii, j – pixel 
with the i, j number brightness value; N – number of rows, and M – number of columns of the pixel matrix 
determined by the grid size (2).

( ) ( ){ }, 1, .iG G i nσ = χ = (9)

( )

( )

1 2 3

2 1 2

3 3 1

;
;

.

x x x
x x ax
x b x x c

 = − +


= +
 = + −







(10)

( ) ( ) ( ) ( ){ }1 2 30.1016; 0.0922; 5.6953 ,F F F Fσ = χ = χ = χ = − (11)

( ) ( ),

, 1
I R ,

N M N M
ij i j

I L ×

=
= ∈
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Fig. 1. Trajectory of the Rössler system

Step 2. For some initial state                                                          determined by the point of exit of the 
chaotic system trajectory (10) to a strange attractor, three sequences are generated:

Sequences X1 and X2 define the randomization of pixels, and the X3 sequence defines the scattering 
(brightness changes) of pixels.

Here, the elements of sequences (12) are formed according to the rule:

where                                                                                is a vector function whose components are the  

functions on the right-hand side of equations (10).
Step 3. A chaotic matrix of the encrypted image of the first round is formed using the third equation 

(13):

( ) ( ) ( ) ( )( )1 2 30 0 , 0 , 0 ,x x x x=

(12)
( ) ( ) ( ){ }
( ) ( ) ( ){ }
( ) ( ) ( ){ }

1 1 1 1 1

2 2 1 2 2

3 3 1 3 3

, ... , ... ;

, ... , ... , ;

, ... , ... .

k s

k s

k s

X x t x t x t

X x t x t x t s N M

X x t x t x t

=

= = ×

=

( ) ( )
( ) ( )
( ) ( )

( ) ( )
1 1

2 2

3 3

,

, ,

,

x t f x t

x t f x t x t F x t

x t f x t

=   
= ⇔ =      
=   



 



(13)

( ) ( ) ( ) ( )( )( )( )( )1 2 3, ,
T

F x t f x t f x t f x t=  

( )

( ) ( ) ( )

( ) ( ) ( )

( ) ( ) ( )

1 1 1
1,1 1,2 1,

1 1 1
1 2,1 2,2 2,

1 1 1
,1 ,2 ,

...

...
R ,

... ... ... ...

...

M

N MM

N N N M

e e e

e e e
E

e e e

×

 
 
 

= ∈ 
 
 
 

(14)



Computing, Telecommunications and Control                                                  Vol. 14, No. 1, 2021

12

where                                          is the intensity of gray pixel with the                                    row number and  

the                                    column number;       is the integer part of number.

Further, repeating steps 2–3 for the image (14) for p rounds, we get an encrypted image          of the 
following form:

The number of rounds is determined by the required cipher strength indicators.
Cryptanalysis of the encryption algorithm. The assessment of the algorithm strength is carried out using 

statistical and differential cryptanalysis [2]. The 512 × 512 gray-scale Lena photo is used as the source 
image.

To determine the distribution of pixels of the encrypted image          (15) in grayscale, the following 
probability is calculated:

where ms is the number of pixels eij, for the gray intensity takes on s ∈ [0; 255] values. The distribution of 
pixels by gray intensity values for the original image is shown in Fig. 2, and for the encrypted image – in 
Fig. 3.

Pairwise correlation between two adjacent pixels horizontally, vertically and diagonally of the original 
and encrypted images is calculated by the formula:

where ui, vi + 1
 – the intensity of the ith gray pixel and the pixel adjacent to it,                                                

                                             – a series of gray intensity values of pixels in the image and a series of gray in-
tensity values of neighboring pixels.

Information entropy is determined by the expression:

where P(ms) is the probability of the gray intensity belonging to the s ∈ [0; 255] level.
To assess the strength of the algorithm against the differential analysis, the following are calculated:
-  number of changing pixel rate (NPCR):
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Fig. 2. Original image histogram

Fig. 3. Encrypted image histogram

where

I
1
 – the original image, I

2
 – the original image with the gray level of one pixel being changed;

                  – the encrypted images corresponding to the I
1
, I

2
 original images;

( )
( ) ( )
( ) ( )

1 2

1 2

1, , ,
, 1, , 1, ,

0, , ,

if e i j e i j
D i j i N j M

if e i j e i j

== ∀ = ∀ =
≠

( ) ( )
1 2

ˆ ˆp pE E⋅
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                                     – the value of the gray level for the pixel with the (i, j) number in the          and 

         images;
-  unified averaged changed intensity (UACI)

The results of calculating the strength criteria after two rounds of encryption using the chaotic map with 
and without control are shown in Table 1.

Table  1
Encryption algorithm strength criteria

Chaotic 
map

Largest 
LCE Image

Correlation coefficient
Entropy NPCR, 

%
UACI,  

%Horizontal Vertical Diagonal

– – original 0.0293 0.0263 0.0653 7.55 – –

No 
control 0.1016 encrypted 0.000175 0.000192 0.000380 7.76 99.54 33.42

With 
control 0.2862 encrypted 0.000101 0.000186 0.000117 7.96 99.55 33.45

Control of Lyapunov characteristic exponent of chaotic map

To increase the strength of the proposed image encryption algorithm, a control action is introduced 
into a system with chaotic dynamics to increase the positive Lyapunov characteristic exponent and infor-
mation entropy. Control is sought in the form of linear feedback in phase coordinates.

The solution to the problem of changing the spectrum of characteristic exponents of a nonlinear system 
is based on the Grobman-Hartman theorem [11]. Any system in a neighborhood of a hyperbolic singular 
point is locally topologically equivalent to its linear approximation. Thus, the behavior of a nonlinear sys-
tem in the neighborhood of a hyperbolic singular point is similar to the behavior of a linearized system. A 
singular point is hyperbolic if the Jacobi matrix has no eigenvalues in it on the imaginary axis. A change in 
the characteristic exponents of a linearized system, which coincides with the real part of the eigenvalues of 
the Jacobi matrix, entails a change in the characteristic exponents of a nonlinear system.

Synthesis of linearized system control. It is possible to provide the desired eigenvalues of the Jacobi 
matrix of the linearized system using the method of synthesis of a modal controller based on a reduction to 
the canonical Frobenius form [12]. 

Let the equations of state of the linearized system have the form:

where y(t) ∈ Rn is the vector of state coordinates; u(t) ∈ R1 – the control action; A ∈ Rn×n – the Jacobi 
matrix of the nonlinear system (10) at the hyperbolic singular point.

It is required to determine the k = (k1, k2, ... kn)T parameters of the linear feedback control law u(t) = 
= kx(t) providing the given eigenvalues             of the matrix of the closed system Ac = A + bk. 
From the expression for the matrix of the Ac = A + bkT closed system, it is impossible to directly obtain 

( ) ( ) ( ) ( )1 2ˆ ˆ, , ,p pe i j e i j ( )
1

ˆ pE
( )
2

ˆ pE

( ) ( ) ( ), 1 2
1 2 1, 1
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N M

i j
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C E E

N M = =

−
= ×

× ∑ (20)

( ) ( ) ( ) ( )0 0, ,y t Ay t bu t y t y= + = (21)
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the values of the feedback coefficient, since the matrix is unknown. Therefore, such a change of variables 
        is used that the mathematical model of the transformed system               has the canoni-
cal Frobenius form with the A matrix and the b vector of the following form:

where ai are the coefficients of the characteristic polynomial of the matrices A and Af .
To bring the matrix of the system to the canonical form, the matrix T formed from the coefficients of 

the characteristic polynomial of the matrix A is used as follows:

The similarity transformation        uses the matrix Q = SyT, where Sy is the system controllability 
matrix. If this similarity transformation is performed in system (21):

and the following notation is introduced

then the system model will take the following form:

Considering the peculiarities of constructing the Q matrix, the matrix of the system will have the Frobe-
nius matrix form, and the b vector will be reduced to the simplest form:

where        is a matrix of n × n size, having unities over the main diagonal, and the remaining elements  
being zero; en is a unit vector of n, the nth coordinate of which is equal to unity, and the rest are equal to 
zero; a = (an, an–1

, ..., a
1
)T.

The closed-loop matrix will take the form:

For this matrix to have the required eigenvalues, the coefficients of its characteristic equation must  

correspond to the                                              vector, where        are the coefficients of the characteristic 
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polynomial of the matrices Ac and Ãc. Then            and the coefficients of the controller for line-
arized system (21) are determined by the relation:

Synthesis of a nonlinear system control. Let the Jacobian matrix equal J* at the singular point x* of  
system (4) in the absence of control, and the vector of its eigenvalues is equal to v*. Let us set the vector of  
the desired eigenvalues     of the Jacobian     of the nonlinear system (5) in the form:

where α is the coefficient selected according to the graph in Fig. 4.
For the Jacobian     of system (21) to have given eigenvalues, we choose a control in the form:

then the Jacobian of system (21) with control (24) will be equal to

where k ∈ R1×n is the feedback coefficient, which is found by the method of synthesis of modal control 
according to formula (22).

The largest Lyapunov characteristic exponent of system (5) with control (24) will differ from the largest 
Lyapunov characteristic exponent of uncontrolled nonlinear system (4). It is necessary to increase the larg-
est Lyapunov characteristic exponent to increase chaos in the system, which is achieved by the appropriate 
choice of the α coefficient in formula (23).

A graph of the dependence of the largest characteristic exponent of the nonlinear system with control 
from the α coefficient is built to select the α (see Fig. 4). Based on this graph, the α* coefficient is selected 
that satisfies the desired value of the largest characteristic exponent of the nonlinear system.

After choosing the α* coefficient, the corresponding feedback coefficient k* is substituted into formula 
(24) instead of k.

We will illustrate the control synthesis technique for the Rössler system, the model of which in dimen-
sionless variables and parameters has the following form:

The Rössler system, with the a = 0.2, b = 0.2, c = 5.7 values of the parameters, has two singular points:

and the Jacobi matrix equals:

,esta a k= − 

( ) ( )1
.T

estk Q a a
−

= − (22)

*v *J
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( )* * *Re ,i i iv v v= +α (23)
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Eigenvalues of the Jacobi matrix calculated at singular points are:

We will change the eigenvalues of the Jacobian at the hyperbolic singular point x1*. The desired eigen-
values of the Jacobian (25) of the closed system calculated at x1* point are determined by equality (23). 
Fig. 4 shows the graph of the dependence of the largest Lyapunov characteristic exponent of the nonlinear 
system (7) on α.

According to the graph shown in Fig. 4, we select the a* = 0.08 value of the coefficient at which the 
condition                        is fulfilled. Using the selected a* = 0.08 value, we calculate the required eigenval-
ue of the Jacobian, and using formula (22) we calculate the feedback coefficient in the nonlinear system:

Spectrum (8) of a nonlinear system (7) with synthesized control is equal to:

3 1

0 1 1
1 0 .

0
J a
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Fig. 4. Dependence of the largest Lyapunov characteristic exponent χ
1
 on α
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The largest indicator of a closed system is 2.82 times higher than the largest indicator of the original 
system, which indicates an increase in chaos in the system.

Properties of an encryption algorithm based on controlled chaos

The strength of the encryption algorithm based on a chaotic feedback system is estimated according to 
the same criteria of statistical and differential cryptanalysis that were used when testing the algorithm with 
no control, namely: the probability of gray intensity distribution was calculated by formula (16); correla-
tion coefficients – according to formulas (17); information entropy – according to formula (18), and the 
percentage of changed pixels and average change in gray color intensity – according to formulas (19) and 
(20), respectively. The results of testing the encryption algorithm with control are shown in Table 1.

It follows from the above test results that all the compared cryptographic strength criteria are improved 
when using an encryption algorithm with the control in comparison with an algorithm with no control.

Conclusion

An algorithm for encrypting a grayscale image based on the use of a three-dimensional chaotic map, 
which implements simultaneous randomization and scattering, is presented. To increase the cryptographic 
strength of the algorithm, a method for synthesizing feedback on the phase vector of a nonlinear system is 
proposed, which ensures an increase in the largest Lyapunov characteristic exponent responsible for the 
degree of chaos. The synthesis technique is based on the modal control method using the canonical Frobe-
nius form, which is extended to nonlinear chaotic systems.

The use of the proposed algorithm is considered using the example of the Rössler system. The test 
results confirmed an increase in the strength of the proposed encryption algorithm against statistical and 
differential analysis due to an increase in the Lyapunov characteristic exponent, which is achieved by in-
troducing feedback into the chaotic system used for encryption.

( ) { }1 2 30.2862; 0.0026; 3.8931 .F bk∗σ + = χ = χ = χ = −
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This work is devoted to some aspects of the development of planar elements of the microwave 
path, which are used in the design of low-noise LTE range amplifiers, namely inductors, for 
further employment as part of the NB-IoT transceiver. General theoretical calculations on the 
design of high-frequency inductors are given. By the example of a multilayer CMOS 90 nm 
inductor with a nominal value of 7 nH, we demonstrated the influence of the structure thickness 
obtained by replicating layers used to get the required skin layer thickness and to achieve the 
best quality factor in the LTE frequency range from 0.5 to 3.5 GHz by means of electromagnetic 
(EM) models. For a better understanding of the inductor operation, the models obtained as a 
result of the EM simulation for different values of the substrate conductivity are compared. The 
obtained data partially refute the need of increasing the maximum thickness of the inductors by 
a set of upper metals combined using multiple TSV arrays for silicon process stacks. Due to the 
increasing of the capacitive influence of the substrate on the lower metal layers of the inductor, 
the highest values of Q-factor and self-resonance frequencies are achieved by the structures 
with a minimum number of metal layers, despite the negative influence of the skin effect for low 
frequencies.
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Статья посвящена некоторым аспектам разработки планарных элементов СВЧ-тракта, 
которые используются при проектировании малошумящих усилителей LTE диапазона, а 
именно катушкам индуктивности, для дальнейшего применения в составе приемопере-
датчика NB-IoT. Даны общие теоретические выкладки по проектированию высокочастот-
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ных катушек индуктивности. На примере многослойной КМОП 90 нм катушки номина-
лом 7 нГн, при помощи электромагнитных (ЭМ) моделей, продемонстрировано влияние 
толщины структуры, полученной при помощи реплицирования слоев, для набора требуе-
мой толщины скин-слоя и достижения наилучших показателей добротности в частотном 
диапазоне LTE от 0,5 до 3,5 ГГц. Для наиболее полного представления о работе катушки 
проведено сравнение моделей, полученных в результате ЭМ симуляции для разных значе-
ний проводимости подложки. Полученные данные частично опровергают необходимость 
наращивания максимальных толщин интегральных катушек индуктивности путем набора 
верхних металлов, объединенных при помощи множественных массивов TSV, для стеков 
кремниевых процессов. Из-за увеличения емкостного влияния подложки по отношению 
к нижним слоям металлизации катушки индуктивности, наибольшие значения добротно-
сти и частот собственного резонанса достигаются на конструкциях с минимальным чис-
лом слоев металлизации вопреки негативному влиянию скин-эффекта для малых частот.

Ключевые слова: LTE, NB-IoT, катушка индуктивности, 3D-индуктор, КМОП, ЭМ анализ.

Ссылка при цитировании: Kotlyarov E.Yu., Mikhailov V.Yu., Zubov I.A., Nuykin A.V., Iljin A.F., 
Putrya M.G. CMOS inductor design features for LTE devices // Computing, Telecommunications 
and Control. 2021. Vol. 14. No. 1. Pp. 22–32. DOI: 10.18721/JCSTCS.14102

Cтатья открытого доступа, распространяемая по лицензии CC BY-NC 4.0 (https://creative-
commons.org/licenses/by-nc/4.0/).

Introduction

The rapid growth of the telecommunications industry under the auspices of the announced 5G (and 
6G in the future) communication networks has led to the new frequency bands development. At the same 
time, within the already known frequency ranges, new communication standards and protocols are emerg-
ing, forming new areas of application of microelectronic devices in telecommunication systems, such as 
the Internet-of-Things represented in 3GPP: LTE-M, EC-GSM-IoT, NB-IoT [1] for example.

To provide a competitive position in the mass segment of the telecommunications market, the proposed 
device must be cheap and technologically advanced. Currently, when designing integrated circuits (IC) for 
telecommunications, the most widely used silicon technologies are CMOS and SiGe [2], which allow us 
to provide the required parameters of the element base [3]. At a relatively low cost, silicon technologies 
allow the implementation of both digital and analog system nodes and systems for the “mixed signals” 
processing.

This work is devoted to some aspects of RFIC passive planar elements design used in the low-noise 
amplifiers of the LTE frequency bands range, namely inductance coils or inductors.

Figure 1 shows a functional diagram of a proposed NB-IoT transceiver. A homodyne receiver is used 
as a receiver.

The building blocks of the receiving (RX) channel of the transceiver device include a bandpass filter of 
the preselector (BPF), a low-noise amplifier (LNA), a quadrature demodulator (based on mixers with a 
shift of 90 degrees), automatic gain control systems (AGC-VGA) and low-pass filters (LPF). The LNA is 
one of the key circuit nodes. In terms of signal conversion and processing, the LNA is responsible for the 
sensitivity of the receiver and its dynamic range.

The transmitting (TX) channel consists of low-pass filters (LPF), buffer amplifiers (BA), a quadrature 
modulator, a high-frequency amplifier (HFA), a bandpass filter (BPF), and a power amplifier (PA). As 
shown in the Fig. 1, the antenna bandpass filters of the receiver and transmitter, and the PA

TX
 are discrete, 

while the rest of the elements are integrated.
Depending on the type of transceiver (for broadband devices or devices with multiple operating rang-

es), the LNA can determine the receiver bandwidth by providing uniform gain flatness over the operating 
range and reverse loss values. Another important thing is that in the transceiver RX channel (usually for 
communication systems), the LNA [4] is the first device that interacts with the antenna. As the result, the 
LNA input impedance is a required to match the antenna and minimize insertion loss and distortion.
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Fig. 1. Functional diagram of the NB-IoT transceiver

One of the simplest ways to design a low noise amplifier is a cascode amplifier circuit. Works [5–7] 
present the calculated data of the noise figure and the gain of the cascoded LNA models in the frequency 
domain depending on the various parameters of the inductor – the quality factor and the nominal induct-
ance. These dependencies clearly illustrate the contribution of the coil to the final parameters of the LNA 
device. Thus, one of the fundamental tasks is to ensure the maximum Q-factor of the inductor cell. Anoth-
er one is to ensure the required level of the quality factor throughout the entire operating frequency range 
[8]. These tasks are familiar to all developers of inductors and capacitors, regardless of their design (inte-
gral or lumped), but silicon processes introduce some specifics into the development of these elements.

Research and design of RF multilayer inductors

The equations calculating the inductance of flat planar inductors (1, 2 – example for octagonal induct-
ance coil) were formulated by Greenhouse [9, 10] more than 40 years ago and are relevant to date:

where C
1
…C

4
 are layout dependent coefficients from Table 1 (based on face spiral number ), n is the num-

ber of turns, μ is conductor permeability, davg is the average diameter determined as davg = 0.5(dOUT +  
+ dIN), ρ is special outer versus inner diameter ratio, which is determined as ρ = (dOUT – dIN)/(dOUT +  
+ dIN).

The integrated resonant structures are used as RLC models (Fig. 2a), as well as their adaptations for 
high-frequency circuits, “π-models” (pi-models) [11] (Fig. 2b), which describe inductors using the coef-
ficients of admittance matrices.

2
1 22

3 4ln ,
2

avgn d C CL C C
µ   

= + ρ+ ρ  ρ  
(1)

(2)
2

21.07 2.29ln 0.19 ,
2

avgn d
L

µ   
= + ρ  ρ  
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a) b)

Fig. 2. IC inductor: a – lumped circuit; b – pi-model

Table  1
Spiral inductor layout coefficients

Layout C
1

C
2

C
3

C
4

Square 1.27 2.07 0.18 0.13

Hexagonal 1.09 2.23 0.00 0.17

Octagonal 1.07 2.29 0.00 0.19

Circle 1.00 2.46 0.00 0.20

The equations for calculating the quality factor (Q) and inductance (L) are presented below (3, 4):

where Y
11

 is the input admittance from Y-parameter matrix, ω is the angular frequency given by ω = 2πf, 
Re(X) and Im(X) are the real and imaginary parts of the complex value X in the parentheses.

While developing integrated inductors and capacitors based on Si CMOS and SiGe BiCMOS techno- 
logies, the designer faces some fundamental problems. The first one is the thickness of the skin layer [12, 
13], which determines the depth of alternating current flow in the conductor surface, depending on the 
thickness and material of the conductor. Silicon processes in general are characterized by a large number 
(6 or more) of metal layers with small thickness (usually less than 1 micron). Some factories provide special 
options (so-called RF options) that expand the number of metallization layers by adding one or more up-

11 11

1 1

,
2

Im Im
Y Y

L = =
f

   
   
   
ω π

(3)

( )
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1111
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,
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Re
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 
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per layers of “thick metals” with thicknesses of 1 μm  or more. Without these additions, the developer may 
face difficulties when designing devices in the sub-GHz domain [14]. At frequencies of about 500 MHz 
(typical for the lower bands of the LTE standard), the thickness of the skin layer is about 3.5 microns which 
will directly affect the quality factor of the entire structure. Unable to achieve the required thickness in the 
upper stack of metallization layers, the developers use the replication of the inductor layers [15] in several 
metal layers located below. These layers are connected with arrays of transition holes (through-silicon vias 
– TSV arrays), like a solid metal layer conductor, thereby increasing the thickness to the desired values.  

The second problem is the proximity of the self-resonant frequency (SRF) – the point in the frequency 
domain that marks the transition from the inductive to the capacitive region of the impedance (or capa- 
citive to inductive in the case of a capacitor design). When approaching the frequency of self resonance, 
the inductance of the RF inductor begins to grow to a peak value, after which there is a sharp fall in the 
characteristic and a transition to the opposite impedance region. The higher the value of the inductor, the 
more difficult it is to achieve high self-resonance frequencies. In some cases, designers can increase the 
SRF frequency by using special patterns of slotted screens (patterned ground shield, PGS) [16] to “tune” 
the magnetic field of the inductor.

In this work, it is proposed to consider a model of a symmetrical inductor. Geometry and area are 
calculated in advance using variations of the parameters mentioned in the formulas above (1, 2). Table 2 
presents a diagram of the topology and main parameters of the inductor.

To overcome the negative effects caused by the skin-depth at low frequencies, we used a repetition of 
several upper metal layers with TSV / via-arrays. Such a constructive solution should allow reaching the 
maximum Q-factor values for a given inductor structure within a common 90 nm CMOS process. The 
operating frequency range of the device, in which the inductor cell is supposed to be used, is determined 
by the frequency bands of the NB-IoT transmitter operating in the LTE frequency range.

The specified working bandwidth of the inductor lies within 0.5 ... 3.5 GHz, therefore the most signifi-
cant parameters (L, Q) must correspond to the calculated values over the entire operating range.

Computer EM simulation using the extraction of electromagnetic parameters is an extremely costly 
operation, depending on the required time and the workstation calculating power. To optimize the deve- 
lopment process, approximations of via-arrays (thousands of individual holes were replaced by solid poly- 
gons) and cell boundary conditions (protective ring elements were replaced by ideal conductors at plane 
boundaries) were used.

Table  2
The main planar parameters of the inductor

Parameter Designation Value

Number of turns N 6

Microstrip width, um W
MS

12

Microstrip spacing, μm S
MS

10

Outer diameter, μm D
OUT

334

Inner diameter, μm D
IN

90

Calculated inductance 
value, nH L

6.9
…

7.2
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As a computer research, it is proposed to simulate and compare the inductor with different metalli-
zation thicknesses due to the different compositions of the layers involved in the structure (Fig. 3). This 
approach gives a qualitative idea of the parameters of the inductor at metallization thicknesses of ≈4.63 
microns for “Inductor_1” and ≈2.1 microns for “Inductor_2”. 

In addition, EM simulation was carried out on different silicon substrates based on different conduc-
tivities of Si-substrate: high-resistance (HR) and low-resistance (LR) silicon. The finite element method 
(FEM) was used as a mathematical solver mechanic.

The computer modeling results form S-parameters data extraction using Eqs. 3 and 4 presented in  
Fig. 4, 5 and 6 show the following matrices: the initial matrix of S-parameters obtained as a result of EM 
analysis and the matrix of Y-parameters derived from the initial S-parameters.

The triangular marker indicates the characteristics of the inductance coil with a large number of metal 
layers (Fig. 3, Inductor_1), and, accordingly, the round marker is attached to the thin structure (Induc-
tor_2). Different types of lines indicate results for substrates with different conductivity values: continuous 
for low resistance (LR) and dashed for high resistance (HR) values. A marker with a square denotes the 
model parameters based on SPICE simulation for a structure with a large number of layers (Inductor_1). 
It should be noted that the analysis of small-sized structures using the FEM is time-consuming and ex-
tremely demanding on the workstation computing power, especially on the RAM.

Figure 4 shows the S- and Y-parameters on the Smith chart of complex characteristics. The S-pa-
rameters on the left give an idea of the consistency of all the structures presented. It is shown that upon 
approaching the mutual resonance frequencies and after them, the structures are mismatched. In the Y 
diagram (admittance parameters), we can observe that the structures have a clearly defined “inductive” be-
havior range and that they are ideally symmetrical (superimposed on each other and completely repeated) 
concerning the first and second ports, i.e. Y (1,1) = Y (2,2). Thus, given the symmetry, there is no need to 
further consider the characteristics of the conductivities Y (1,1) and Y (2,2) for both ports.

A graph (Fig. 5) shows the frequency dependence of the reactance to the angular frequency, with in-
ductance from Eq. (3), for all the structures under consideration. All the presented variants of inductors 
have a similar inductance pattern up to 2 GHz, corresponding to ≈7 nH (determined by the geometry of 
the Table 2), after which, due to the proximity of the SRF, a sharp rise in the characteristic occurs, followed 
by a fall and transition to the capacitive reactance hemisphere.

Fig. 3. Layer stack profile of the inductor based on CMOS 90 nm technology
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Figure 5 shows that the structure with a smaller number of metal layers has high SRF value, while 
“Inductor_1” has a cutoff of the operating band due to the presence of self-resonance frequencies at  
≈2.915 GHz for model simulations with different substrates (HR and LR).

In addition, the frequency dependence of the “Inductor_1” structure with the number of upper metals 
equal to 7 correlates with the data obtained from the result of SPICE modeling in the range of self-res-
onance frequencies, which indicates the correctness of the model and development methodology of this 
device. The difference in peak amplitudes in this case is not so significant and is explained by the difference 
in the conductivity of the substrate.

Figure 6 illustrates Q-factor versus frequency with coil conductor thicknesses dependence from  
Eq. (4). According to the model, the Q-factor for a low-resistance substrate does not significantly differ 
when switching from a three-layer to a five-layer inductor topology, while the thin structure has a high 
Q-factor characteristic due to the delayed mutual resonance frequency (Fig. 5). The difference becomes 
much more significant when using a high-resistance (HR) substrate. The Q-factor obviously increases al-
most twice as much in both structures, while given the removal of the SRF, the thin structure “Inductor_2” 
has a flatter characteristic along with the operating frequency band (0.5 ... 3.5 GHz) with a higher ampli-
tude of up to 18.03. The SPICE model values for the first inductor generally correlate with the absolute  

Fig. 4. Smith charts: S-parameters (left) and Y-parameters (right)

Fig. 5. Frequency dependence of the reactance to the angular frequency (inductance)



E.Yu. Kotlyarov, V.Yu. Mikhailov, I.A. Zubov et al, DOI: 10.18721/JCSTCS.14102

29

Fig. 7. Inductor models comparison

Fig. 6. Quality factor in the frequency domain

Q values obtained on the LR substrate but are shifted at the peak towards the low frequencies. In contrast 
to the results obtained from the EM model, the SPICE model has several self-resonance frequencies out-
side the operating range in the surveyed area, which explains the difference in Q after the first self-reso-
nance frequency (3.038 GHz).

The results summary of the inductor models using EM FEM simulations is presented in Table 3.

Table  3
Inductor simulation results

Designation
Low resistance substrate (LR) High resistance substrate (HR)

Inductor_1 Inductor_2 Inductor_1 Inductor_2

Structure thickness (T), μm 4.63 2.1 4.63 2.1

Frequency (F), GHz 0.5 3.5 0.5 3.5 0.5 3.5 0.5 3.5

Inductance (L), nH 6.81 – 7.01 11.6 6.87 – 7.01 46.57

Quality factor (Q) 10.96 – 10.69 0.63 15.68 – 15.75 2.79
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Conclusion

Based on the simulation results, it can be concluded that “Inductor_2” exhibits better parameters 
in the frequency range with a smaller thickness, and this is despite the fact that at frequencies of about  
500 MHz, large skin layer thickness (~3.5 μm) is required. This effect is caused by the fact that the capac-
itance of the inductor (Fig. 7) to the substrate increases sharply with the use of more metal layers, and, 
conversely, for a thin inductance coil, the capacitive coupling drops so much that it exceeds the negative 
effect caused by the thickness of the skin layer.

The use of a high resistance silicon substrate (HR) gives a significant increase in figure of merit in 
relation to structures based on low resistance (LR) silicon substrates. In this case, the frequencies of the 
self-resonance point and the point of minimum values of the figure of merit do not strongly depend on the 
conductivity of the substrate.

Thus, the replication of the inductor layers to the maximum metallization thicknesses in silicon pro-
cesses can lead to a deterioration in the frequency properties of the device when operating in the LTE 
bands. A complete picture of coil behavior requires finite element EM modeling.
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An increase in the aircraft flights intensity leads to the need to improve the efficiency of the 
airfield radio equipment functioning. One of the ways to improve the accuracy of navigation 
equipment is to reduce the instrumental error. The article analyzes the methods of checking the 
instrumental error of the ADF. Is shown that the so-called “electric rotation” of the antenna 
system (AS) head used in the radio direction finders ADF-80K, ADF-80, ADF-85, “Platan”, 
DF-2000 for checking the instrumental error leads to incorrect results. The authors employed 
the linearity property of the Fourier transform in the simulation to prove the incorrectness of the 
method for determining the ADF instrumental error with the “electric rotation” of the AS head. 
The simulation results showed that in the ADF operating in the quasi-Doppler mode, the failure 
of the vibrators located along the bearing line to the radio source does not lead to the appearance 
of bearing error, while the failure of the vibrators located orthogonally to the bearing line can 
result in a bearing error reaching 3.750. The simulation results confirmed that unlike the ADF 
that use the AS head “electric rotation”, the ADF with mechanical rotation show reliable results 
of the instrumental error measurement. The paper proposes a new method for checking the 
instrumental bearing errors using the values of the AS phase non-identities which ensures the 
reliability of the measurement results.

Keywords: instrumental error, aerodrome automatic direction finders, phase non-identity, antenna 
system, electric rotation.
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Увеличение интенсивности полетов воздушных судов приводит к необходимости по-
вышения эффективности функционирования аэродромного радиотехнического обору-
дования. Одним из путей повышения точности навигационного оборудования является 
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уменьшение инструментальной погрешности. В статье проведен анализ методик проверки 
инструментальной погрешности АРП. Показано, что используемое в радиопеленгаторах 
АРП-80К, АРП-80, АРП-85, «Платан», DF-2000 для проверки инструментальной погреш-
ности, так называемое «электрическое вращение» головки антенной системы (АС), приво-
дит к получению не соответствующих действительности результатов. При моделировании, 
для доказательства некорректности методики определения инструментальной погрешно-
сти АРП, с «электрическим вращением» головки антенной системы использовано свой-
ство линейности преобразования Фурье. Результаты моделирования показали, что в АРП, 
работающем в квазидоплеровском режиме, выход из строя вибраторов, расположенных 
вдоль линии пеленга на источник радиоизлучения, не приводит к появлению ошибки пе-
ленгования, а выход из строя вибраторов, расположенных ортогонально к линии пеленга, 
приводит к появлению ошибки пеленгования, которая может достигать 3,750. Результаты 
моделирования подтвердили, что в отличие от АРП, использующих «электрическое вра-
щение» головки АС, в АРП, использующих механическое вращение, результаты замеров 
инструментальной погрешности являются достоверными. Предложена новая методика 
проверки инструментальной погрешности пеленгования с использованием значений фа-
зовых неидентичностей АС, обеспечивающая достоверность результатов измерений.

Ключевые слова: инструментальная погрешность, аэродромные автоматические радиопе-
ленгаторы, фазовая неидентичность, антенная система, электрическое вращение.
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Introduction

Qualitative and quantitative changes in aviation equipment lead to an increase in the intensity of flights, 
as a result of which there is a need to improve the efficiency of the functioning of airfield radio equipment.

One of the means of radio engineering support for flights are automatic and radio direction finders 
systems (ADF and RDF).

The use of radio direction finders for air traffic control raised requirements to their bearing accuracy of 
the ADF, which are due to economic and safety considerations [13]. This explains the appearance in recent 
years of a large number of publications on improving the accuracy of direction finding of RDFs [3–9, 11, 
12, 14–17].

As you know, in order to prevent dangerous approaches, there should be a protective space around each 
aircraft (AС), within which the presence of another AC is not allowed.

A calculation confirmed that an alignment of such routes as Moscow-St. Petersburg and Mos-
cow-Khabarovsk leads to a saving of flight time by 3-7 minutes per hour of flight, which corresponds to an 
annual saving of 100 to 200 hours per aircraft [1, 2, 13].

One of the ways to improve the accuracy of navigation equipment is to reduce the instrumental error.

Analysis of methods for measuring the instrumental error in airfield ADF

In the radio direction finders operated in the Air Force (ADF-11, ADF-11M2, ADF-AS), the meas-
urement of the instrumental error of the ADF is performed using a control and test generator by rotating 
the head of the antenna system (AS).

However, this method is inconvenient and the testing requires a lot of effort. In this regard, such RDF as 
ADF-80K, ADF-80, ADF-85, “Platan”, DF-2000, operated in civil aviation, use the “electric rotation” 
of the AS head: instead of rotating the AS head the reference signal is discretely shifted as to display the 
relative bearing to the radio source.
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Fig. 1. Explanation of the principle of determining the instrumental error of the ADF by rotating the AS head

However, in practice, there is no “electric rotation” of the antenna head, and the measurements ob-
tained in this way are unreliable.

To explain this, let us consider the principle of the ADF [13].
Figure 1a shows an ADF AS consisting of a central vibrator (CV) and sixteen ring vibrators (RV) ar-

ranged in a circle. AS RVs are driven by switching pulses (Fig. 1b).
The first vibrator is directed to the north and is activated by the first switching pulse. The reference 

signal, relative to which the bearing to the radio source is determined, is shifted 900 forward (to the left) 
relative to the first one.

In civil aviation, sixteen-vibrator wide-base antennas with a diameter of 3.2 m are used.
Figure 2 shows a sample of the phase differences between the RV and CV of the AS when the aircraft is 

flying towards vibrator 1, which are determined in accordance with the expression [2]:

where R – the AS radius; N – number of elements of the AS; λ – wavelength of the direction-finding sig-
nal; β – aircraft elevation angle; θ – bearing from the aircraft.

Figure 3 shows a sample of the phase differences between the RV and CV of the AC while taking the 
bearings of an on-board radio station operating at a frequency of 125 MHz, with bearing of 450 and eleva-
tion angle of 00 (the aircraft flies towards vibrator 3).

With the “electric rotation” of the AS, instead of the mechanical rotation of the antenna head, a dis-
crete offset of the reference signal is made relative to the sample of the phase differences of the CV and RV 
of the AS.

However, the results obtained in this way are unreliable, since the instrumental error is checked only for 
one of the points, and for the remaining points, the error of forming the phase shift of the reference voltage 
is added to this error. This is explained in Fig. 4.

In Fig. 4a, the step curve corresponds to a sample of the phase differences of the antenna array signals, 
with the bearing and the angle of location equal to 00.

The sinusoid 1 corresponds to the first harmonic of the envelope sample of the phase differences of the 
vibrators of the antenna array.

Let the first vibrator be faulty in AS (i.e. the phase difference between the first and the central vibrator 
is zero).

( )2 12 cos cos , 1, ..., ,i
iR I N
N

π − π
φ = β θ− = λ  

(1)
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Fig. 2. Sample of phase differences between RV and CV of the AS while taking the bearings  

of an on-board radio station operating at a frequency of 125 MHz, with bearing of 00 and elevation angle of 00

Fig. 3. Sample of the phase differences between the RV and CV of the AC while taking the bearings  

of an on-board radio station operating at a frequency of 125 MHz, with bearing of 450 and elevation angle of 00

This can be simulated as the appearance of a phase difference between the central and first ring vibra-
tors of interference, opposite in phase to the signal from the onboard radio station.

Pulse 2 corresponds to the phase difference between the central and first ring vibrators in the presence 
of only interference.

Sinusoid 3 corresponds to the first harmonic of the phase difference of the interference component 
between the first and central vibrators.

As you can see from the Figure, sinusoids 1 and 2 are shifted relative to each other by 1800. In this 
regard, the sum of sinusoids 1 and 2 give sinusoid 4 coinciding with sinusoid 1 in phase, but with a lower 
amplitude. Thus, the failure of the vibrator located on the line passing through the aircraft and the central 
vibrator of the antenna system does not lead to a bearing error.

This is explained by the vector diagram shown in Fig. 4c. Here, vectors 1, 3, 4 correspond to the ampli-
tudes of sinusoids 1, 3, 4 of Fig. 4a. Vector 4 is superimposed on vector 1, so, for ease of perception, vector 
4 is slightly shifted to the right.
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Fig. 4. Time and vector diagrams of the ADF AS operation

Figure 4b shows the case when the fifteenth vibrator of the antenna system is faulty. Here, as in Fig. 4a, 
sinusoid 1 corresponds to the first harmonic of the envelope of the sample of the phase differences of the 
antenna array vibrators.

Pulse 2 corresponds to the phase difference between the central and the fifteenth ring vibrators, if there 
is only interference.

Sinusoid 3 corresponds to the first harmonic of the pulse 2.
As you can see from the Figure, sinusoids 1 and 3 are shifted relative to each other by 1350. In this re-

gard, the sum of sinusoids 1 and 2 give sinusoid 4, which does not coincide with sinusoid 1 in phase, i.e. 
there is a bearing error equal to Δθ.

This is explained by a vector diagram shown in Fig. 4d.
When the head of the antenna system is mechanically rotated, for example, when it is rotated by 3150, 

vibrator 1 takes the position that vibrator 15 occupied before the rotation, which leads to a bearing error. 
Thus, when the antenna head is rotated mechanically, there is a complete simulation of the control and test 
generator (aircraft) moving around the antenna.

With the electric rotation of the antenna head, due to the fact that instead of moving the control and 
test generator or rotating the antenna head, the reference signal is discretely moved, relative to which the 
bearing is measured, the bearing error caused by the failure of the first vibrator will always be zero.

Calculation of the instrumental error caused by the failure of the AS vibrators

Let us determine the bearing error caused by the failure of the antenna system vibrator, depending on 
its position relative to the radio source. To do this, we use the linearity of the Fourier transform, according 
to which the first harmonic of the sample of the phase envelope of the antenna system is equal to the sum 
of the first harmonics of its components [10].
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Let us assume the switching pulse duration of the antenna system vibrators equals τ (for modern do-
mestic ADF, τ = 0.00144 s), and the scanning period of the AS is Т (for domestic ADF, Т = 0.023 s).

Then, the first harmonic of the Fourier series expansion of the first phase sampling pulse will be  
equal to:

The first harmonic of the ith pulse is determined by the formula,

The coefficients of the Fourier series for the ith pulse are determined by the expressions:

The sum of the first harmonics that make up the samples of the phase differences of the signals will be 
determined by the expression:

In order to determine the dependence of the bearing error on the relative position of the faulty vibrator 
and the bearing on the radio source, a computer experiment was conducted.

The simulation results showed that in quasi-Doppler ADF operating in the meter wave range, a line 
drawn through the faulty and central vibrators of the antenna system coinciding with the bearing to the ra-
dio source does not lead to a bearing error. The failure of the vibrator, located perpendicular to the bearing, 
leads to an error reaching 3.750.

When the ADF operates in the differential-phase mode, a malfunction of the vibrator located orthog-
onally to the bearing does not lead to a bearing error, but a location along the bearing leads to a maximum 
error.

It should be noted that the incorrect operation of the ADF due to the failure of the AS vibrator can be 
detected when checking the phase non-identity of the ADF AS.

Suggestions for ensuring the accuracy of ADF instrumental error measurements

One of the suggestions to ensure the accuracy of the ADF instrumental error measurements is to re-
turn to the mechanical rotation of the antenna system head, which, as noted above, is a time-consuming 
operation.

The instrumental error of the ADF mainly depends on the phase non-identity of the vibrators of  
the AS.

.tφ πτ = ω π  
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To determine the phase non-identity of the vibrators, an antenna monitoring generator is connected to 
the central vibrator of the AS, and the phase differences of the signals between the RV and CV are deter-
mined, from which the calculated values of the phase differences are subtracted.

In the ADF that have been put into operation in civil aviation in the last 20 years, the direction-finding 
information is processed in a channel micro-computer, which allows software to eliminate the drawback 
in determining the instrumental error.

For example, for a frequency of 125 MHz, for a bearing and a position angle equal to 00, phase samples 
between CV and RV are calculated (Fig. 2). The values of the phase non-identities of the vibrators of the 
antenna system are added to the phase samples. Based on the obtained values, the bearing is determined 
taking into account the instrumental error.

The ideal phase samples are calculated for another azimuth, for example, 450. The phase non-identity 
values of the corresponding vibrators are added to the new values of the phase samples. Based on the ob-
tained sample, the bearing is calculated taking into account the instrumental error.

The differences between the specified bearing values and the calculated path found will be the instru-
mental errors of the ADF for the corresponding azimuths.

Results analysis

In radio direction finders operated in the Air Force (ADF-11, ADF-11M2, ADF-AS), the measure-
ment of the instrumental error of the ADF is performed using a control and test generator by rotating the 
head of the antenna system. Due to the fact that this method is inconvenient and labor intensive, such 
RDFs as ADF-80K, ADF-80, ADF-85, “Platan”, DF-2000, intended for operation in civil aviation, use 
the so-called “electric rotation” of the antenna system head, according to which, instead of rotating the 
AS head the reference signal is discretely shifted as to display the relative bearing to the radio source. The 
paper shows that this method gives unreliable measurement results. With this method, the instrumental 
bearing error is determined by one of the points and the error of forming the reference signal is added to it.

By modeling, it is shown that the failure of any AS vibrator leads to the appearance of an instrumental 
error, which can reach 3.750.

A method for eliminating the disadvantage of determining the instrumental error by a software method 
using the results of measuring the phase non-identity of the vibrators of the antenna system of the radio 
direction finder is proposed.

Conclusion

The paper shows that the method of determining the instrumental error based on the so-called “electric 
rotation” of the antenna system used in the radio direction finders ADF-80K, ADF-80, ADF-85, “Pla-
tan”, DF-2000 does not give reliable results.

A method is proposed to eliminate the disadvantage by a software method using the results of measuring 
the phase non-identity of the antenna system of the radio direction finder.
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The work is devoted to the study of the location determination algorithm for an arbitrary 
number of receiving stations using the differential-rangefinder method. The algorithm uses all 
possible Time Differences of Arrival (TDOAs) of the signal from the radio emission source to 
the receiving stations. In this case, the concept of a “reference” receiving station is excluded, 
relative to which the range differences are estimated in the classical method, and the signal 
TDOAs from the source between all possible pairs of receiving stations are used. It is shown that 
for a given number of receiving stations, the transition from the algorithm with one “reference” 
station to the proposed algorithm can significantly increase the accuracy of determining the 
location. Moreover, with an increase in the number of receiving stations, the efficiency of such 
a transition increases. In addition, for both methods, it has been demonstrated that adding a 
new receiving station improves positioning accuracy, but the gain decreases with the increasing 
number of stations. The work can find application in various monitoring systems, since it can 
significantly increase the accuracy of location determination only through algorithmic solutions, 
without costly replacement of equipment.
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АЛГОРИТМ ПАССИВНОЙ РАДИОЛОКАЦИИ 
ПОВЫШЕННОЙ ТОЧНОСТИ

В.А. Варгаузин, Д.И. Николаев
Санкт-Петербургский политехнический университет Петра Великого,

Санкт-Петербург, Российская Федерация

Работа посвящена исследованию алгоритма определения местоположения (ОМП) для 
произвольного числа приемных станций (ПС) разностно-дальномерным методом (РДМ). 
Алгоритм использует все возможные разности времени прихода сигнала от источника ра-
диоизлучения (ИРИ) до ПС. При этом исключается понятие «опорная» ПС, относительно 
которой в классическом РДМ оцениваются разности дальностей, и используются разно-
сти времен прихода сигнала от ИРИ между всеми возможными парами ПС. Продемон-
стрировано, что при заданном числе ПС переход от алгоритма с одной «опорной» ПС к 
предлагаемому алгоритму позволяет существенно повысить точность ОМП. При этом с 
ростом числа ПС эффективность такого перехода возрастает. Кроме того, для обоих ме-
тодов продемонстрировано, что добавление новой ПС повышает точность ОПМ, однако 
с ростом числа ПС выигрыш уменьшается. Работа может найти применение в различных 
системах мониторинга, поскольку позволяет существенно повысить точность ОМП лишь 
за счет алгоритмических решений, без дорогостоящей замены оборудования.

Ключевые слова: определение местоположения объекта, приемная станция, разность вре-
мен прихода, источник радиоизлучения, точность позиционирования.
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Introduction

Classical methods of location determination (LD) of a radio emission source (RES) are based on 
the use of minimal necessary number of time differences of the signal arrival (TDoA) from the RES to 
various receiving stations (RSs). At the same time, it is possible to improve the LD by means of using a 
redundant number of TDOAs.

Let us consider a passive system that employs the differential-rangefinder method (RDM) for the 
LD. With a classical approach, there are 3 RSs and one signal processing point used a in such a system 
for the LD in a plane [1]. One RS is a reference one relative to which the TDOAs are computed. Using 
the TDOAs obtained, we can construct lines of position with their junction point applied to estimate the 
location determination. Increasing the number of the RS facilitates formation of new TDOAs, and as a 
consequence induces the appearance of new information on the positioning. The use of such informa-
tion can essentially lead to an improvement of the RES LD. However, either a possibility of increasing 
the number of RSs, as a rule, is not considered at all [1, 2], or a method of an arbitrary number of RSs 
is considered which is based on calculating TDOAs relative to one reference RS [3, 6, 8–10, 12–14]. 
Publications [4, 5] consider a method with a greater number of RS based on splitting a set of RS into 3 
RSs for each of which, however, there is a reference RS assigned.

Paper [11] is devoted to the application of RDM in maritime navigation and considers a possibility 
of using 3–4 mobile RSs. I presents a method which evaluates the influence of the mutual positioning of 
the RSs on the precision of the LD.

Articles [15, 16] consider a possibility of combining RDM with the angle-of-arrival (AOA) method 
to obtain more accurate results. The proposed method uses 3 RSs.

Works [17–21] generalized an RDM algorithm for the three-dimensional space. For this purpose, 
the 4th RS was added to the system. One of the RSs is chosen as the reference receiving station.

The above listed methods do not take into account all available TDOAs which makes the algorithm 
insufficiently complete. These papers present no study of the possibility of increasing the number of the 
RSs. 

The purpose of the paper consists in the development and research of the LD method for an arbitrary 
number of RSs which employs all possible TDoAs from RES to RS.

Algorithm

The proposed method is a generalization of the method considered in publications [3, 6]. According 
to this method, in addition to the use of a set [τ12, τ13, ..., τ1k] (where k is the number of RSs) from n = 
= k – 1 (method 1) TDOAs between the reference station (which is denoted by number 1) and the rest of 
the stations, we also account for the TDOAs between any two stations, i.e. the τij TDOAs. The additional 
TDOAs are obtained as a result of a cross-correlation analysis of the realizations of input signals of the 
respective RSs. However, “mirror” τij TDOAs are not taken into account. As a result, we obtain a vector 
of the TDOA measurements the elements of which include the measurements between all possible com-
binations of the RS pairs, excluding the “mirror” pairs. The number of the elements not excluding the 
“mirror” pairs is obviously equal to the number of the combinations from k by 2. Therefore, the meas-
urements vector has n = k (k – 1) / 2 elements (method 2). By multiplying this vector by the radiation 
(light) speed, we obtain a measurement vector of the range difference R.
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Let us construct an LD algorithm. For this, consider a hypothesis that a RES has coordinates x, y. 
Introduce a conditional range vector (column) Rhip(x, y), provided that the hypothesis that the RES has 
coordinates x, y is true, in the plane:

where                                                                                                        is the range difference from a point  

with the x, y to the RSs with the numbers i and j. Then, in compliance with the criterion of the min-
imum sum of disparity squares [5, 6] between the vectors Rhip and R, we clearly need to minimize the 
following function:

With this, the estimation of the RES LD lies in the coordinates             which satisfy an equation

We need to highlight that both for the proposed algorithm and the algorithm with one reference RS 
[3, 6], one and the same function (2) and Eq. (3) are applied. The difference consists in the n number 
of vectors Rhip and R.

We can find a solution to nonlinear Eq. (3) via various approaches. One of them would obviously be 
a brute-force search of all possible values within the projected area of the RES location which however 
is very complex computationally. We could employ the simplex Nelder – Mead method of finding the 
minimum as a more efficient approach [7].

Modeling

Let us note that the measurement results of the TDOAs (range differences) are not independent ran-
dom variables, which with other conditions being equal impairs the LD effectiveness. Thus, to verify the 
initial assumptions of the effectiveness of the proposed algorithm we constructed a model, the purpose 
of which essentially consists in a demonstration of weak influence of the correlation and, consequently, 
a significant increase in the LD effectiveness when using additional k (k – 1) / 2 – (k – 1) TDOAs in the 
algorithm at a fixed k number of RSs.

Assuming that the signal-to-noise ratio (SNR) at the RS output does not depend on the serial num-
ber of the RS (although, in practice individual RSs can have a SNR that differs from all others), we  

evaluate a relation           between the LD root-mean-square error (RMSE) σLD and the range difference  

RMSE σr. Since the range difference RMSE σr is defined by the SNR, it does not depend on the serial 
number of the RS as well.

At the fixed number of the RS, we employed the modeling method to study the           in the center  

of a circle of a unit radius. The RSs were located on the circle with their polar coordinates described in 
the following way:
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T

hip ij k kR x y R x y R x y R x y R x y−
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The RS input signals were modeled in several steps. First, in the observation interval, we generated 
a RES signal of a given duration and form. Then, for each RS, we formed a signal delayed for the time 
equal to the time of propagation of the signal from the RES to the respective RS. Then we added noise to 
the delayed signals. The obtained signals present the result of modeling the realizations of the RS input 
signals. 

After that, we calculated the cross-correlations between the input signals of each pair of the RSs (ex-
cluding the “mirror” pairs). Maximum arguments of the obtained cross-correlations are the estimates 
of the TDOAs to the RSs. We multiplied them by the speed of light and obtained vector R. This vector is 
further used in the RES LD algorithm and estimation of σLD.

After multiple statistical tests we obtained an estimate of the           relation for the RES located in the  

center of the circle. The modeling results are presented in Fig. 1.
It follows from the Figure, that Method 2 using k (k – 1) / 2 TDOAs leads to a considerable reduction  

of the           value in comparison with the use of k – 1 TDOAs relative to one reference RS. For example,  

with 8 RS           decreases by more than 50%. We can also see that with the growth of the number of RS, 

a transition from Method 1 to Method 2 becomes more and more feasible.
Let us additionally note that for both methods, adding a new RS reduces the           value. However,  

with the increase in the number of RS, the gain decreases. 

Conclusion 

An algorithm using n = k – 1 TDOAs relative to one reference station is much less efficient than the 
one that uses all available n = k (k – 1) / 2 TDOAs. In this respect, we can consider the algorithm with 
n = k (k – 1) / 2 TDOAs to be a high precision passive radar algorithm.
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Fig. 1. Dependence of           on the number of RSs for Method 1 and Method 2
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Denial of Service (DoS) attacks try to deplete system resources by consuming bandwidth. In 
this paper the application using Software-Defined Networking (SDN) principles for DoS attack 
mitigation based on traffic monitoring in a network is proposed. The most important details 
about the programming aspects of the application using OpenDaylight (ODL) are explained. The 
application generates both proactive and reactive rules that should be installed in the network 
devices. Therefore, it is possible to have statistics of the flows and track possible anomalies such 
as an unexpected increase of the throughput in one or more of the flows. This allows to detect a 
DoS attack and mitigate it, installing the appropriate rules. Simulation results obtained with the 
application when using virtual switches in a network with a linear topology are presented.
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ПРОГРАММИРОВАНИЕ ПРИЛОЖЕНИЯ ДЛЯ СНИЖЕНИЯ 
ВЛИЯНИЯ АТАКИ ТИПА ОТКАЗ В ОБСЛУЖИВАНИИ  

С ИСПОЛЬЗОВАНИЕМ КОНТРОЛЛЕРА OPENDAYLIGHT 
В ПРОГРАММНО-ОПРЕДЕЛЯЕМЫХ СЕТЯХ
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Санкт-Петербургский политехнический университет Петра Великого,
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Атаки типа «отказ в обслуживании» (Denial of Service, DoS) нацелены на истощение 
системных ресурсов за счет генерации большого количества запросов. В данной работе 
представлено приложение, использующее принципы программно-определяемых сетей 
для снижения влияния DoS-атаки, основанное на мониторинге трафика в сети. Приведе-
но объяснение наиболее важных аспектов программирования приложения с использова-
нием платформы OpenDaylight. Предлагаемое в работе приложение создает как проактив-
ные, так и реактивные правила, которые могут быть установлены в сетевых устройствах. 
Это позволяет реализовать сбор статистики о потоках в сети и отслеживание аномалий, 
таких, например, как неожиданное увеличение трафика в одном или нескольких пото-
ках. Таким образом, становится возможным обнаружить DoS-атаку и снизить ее влияние 
на функционирование сети, установив соответствующие правила. Результаты моделиро-
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вания разработанного приложения при использовании виртуальных коммутаторов пред-
ставлены для сети с линейной топологией.

Ключевые слова: DoS атака, программно-определяемые сети, OpenDaylight, контроллер, 
проактивные правила, реактивные правила, пропускная способность.
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Introduction

Software-Defined Networking (SDN) is a recent networking paradigm that has modified the way to 
work and study networks [1]. SDN implementsthe decoupling of the data and control planes. The for-
warding decisions are taken by a centralized controller instead of the switches in traditional networks. Due 
to the switches do not perform the intelligence of the network, they can be cheaper and on the side of the 
controller this centralization allows to make better network decisions [2].

Despite the main SDNs advantages, there are still security attacks in this kind of network. One of the 
most popular kinds of such attacks is Denial of Service (DoS) [3]. This paper presents the steps of pro-
gramming an application that can detect and mitigate DoS attack exploiting ICMP drop using the Open-
Daylight controller.

There are several ideas developed below to mitigate DoS attacks in SDN. In the paper [3] B.H. Lawal 
and A.T. Nuray proposed an SDN application that collects information using sFlow software system, so 
that the controller handles the network decisions according to this software. In the case of adaptability, 
the controller must not depend on other network software to make decisions (or at least has minimal de-
pendence), an exception to the OpenFlow switches. So, the idea is that the own controller can estimate 
the throughput of the traffic flows of the network. Another implementation is presented in [4] by R. Kan-
doi and M. Antikainen. They proposed a configuration and tuning of parameters of the rules such as the 
timeout value. This idea will help to defend against the DoS attack. But if the attack can vary or be carried 
out from different sources, the bandwidth can still be compromised and overwhelmed. Also, this solution 
may require to repeatedly request rules for previously known flows adding overflow in the communication 
between the controller and the switches.

We propose a solution based only on the use of controller capabilities. The basic idea is to track flows 
in the SDN network and estimate the throughput of each flow, installing rules that help make such estima-
tion. If a flow is higher than a threshold, the application detects that and mitigates this possible DoS attack. 
The basic notions of the application and tests of its functionality are described in [5]. This paper focuses on 
the key aspects of programming the application and tests the refreshing time that it takes to estimate the 
throughputs of the flows and detect a possible DoS attack.

Software-Defined Networking

As mentioned before, SDN is a networking architecture that makes the split of the control and switch-
ing planes [1]. The switches and routers must be extremely efficient at switching and must reduce their 
intelligence to a minimum. The management of the control plane is done in a device called controller 
(Fig. 1).

The controller executes software modules and bundles that establish the network’s functionality and 
assemble the rules that must be installed on them. The controller uses protocols (e.g. OpenFlow) to com-
municate with the switches.
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Fig. 1. SDN architecture

OpenDaylight

OpenDaylight (ODL) is a modular open-source platform that customizes and automates networks of 
any size and scale [6]. One of the most common uses of ODL is software-defined networking. The main 
layers of the OpenDaylight architecture are the Controller Platform Layer and the Service Abstraction 
Layer (SAL) that are shown in Fig. 2. As shown in Fig. 2, southbound (SB) plugins communicate with 
network devices and northbound (NB) plugins allow communication with applications that use the con-
troller.

Controller Platform Layer contains the modules that provide essential functionalities. The modules of 
this layer define the operation of a network according to which of they are selected by the controller. Our 
application to mitigate the DoS attack resides in this layer.

Model Driven Service Abstraction Layer (MD-SAL) uses the idea of data providers and data consumers 
in the modules. MD-SAL connects consumers to providers and supports data adaptation between them. 
This allows modules to communicate with each other without minding which protocols are being used by 
the controller and network devices [7]. OpenDaylight uses OGSI system architecture which uses the MD-
SAL [8]. MD-SAL is a shared layer for the northbound and the southbound APIs and the data structures 
used in different modules and components of an SDN controller. MD-SAL achieves the communication 
between different plugins from different modules regardless of the layer (NB or SB) due to a common layer 
[9]. The data structures and the creation of plugins implemented in applications are modeled using Yang 
language [10]. The generation of the module API is carried out after the compilation of the Yang models. 
MD-SAL ensures the framework to support:

•  Subscriptions to publish and listen notifications. Service that is generated in providers when data in 
the data store is changed.
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•  Datastore. The providers and consumers use the data store of the MD-SAL to store data. This stor-
ing enables the exchange of data between providers and consumers. This data store can be split into clusters 
[11].

•  Remote Procedure Call (RPC). It is a procedure that is used when a consumer receives notifications 
to get data from providers.

The proposed application to mitigate the DoS uses the DataBrokerService, so a simple Yang model 
was developed to interact with the data store using reading and writing transactions, and the following 
notification services:

•  PacketProcessingService: used to process arriving packets at the controller.
•  Ipv4PacketListener: used to process and decode the arriving IP packets at the controller.
•  OpenDaylightInventoryListener: used to get related information about the OpenFlow switches.

Programming the application

The proposed application is deployed as an ODL plugin that sends a set of rules to the OpenFlow 
switches [12] so that they forward every IP packet to the controller and the destination port. The installa-
tion of both proactive and reactive rules is carried out to monitoring the flows that are in the network. A 
rule in SDN is a primitive that establishes how a packet that ingress to the switch is handled. A rule has a 
key that is used as an identifier. Besides, the rule saves information about how many packets (or bytes) have 
matched the rule. So, with the information of the key and the number of bytes, it is possible to estimate the 
throughput of each flow at a certain time. The proactive rules are generated when the controller populates 
them in the flow table before any packets arrived. These rules are usually installed when the notification 
about the connection between the controller and the switches is established. The switches do not know the 
location of the hosts at the beginning of the communication. So it is necessary to install these proactive 
rules at the beginning to avoid the loss of the first packets. These proactive rules will make flooding consid-
ering the functionality of a switch. On the other hand, the reactive rules are installed when the first packets 
arrive to the switch. The firsts packets in the controller allow knowing the location of the hosts with their 
respective IP address and input port. Therefore, it is possible to install a reactive rule to make forwarding 
of data without generating flood and sending data only to the respective output port.

The following classes from the SDN Hub Project [13] were reused while implementing the application:

Fig. 2. OpenDaylight architecture
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•  InventoryUtils: This class possesses methods to decode the headers of the packets received at the 
controller. Also, this class allows getting values relative to the information of the packets such as Datapath 
ID, input ports and output ports.

•  GenericTransactionUtils: This class has methods to interact with the data store using reading and 
writing transactions.

There were additional files added to the base project [13]. After that Maven was used [14]. To add 
services such as RPC, access to the datastore and subscription to notifications several pom.xml files were 
modified. Files added to the project:

•  PacketParsingUtils.java: This file contains the classes with methods for extracting information from 
the packet headers such as the value of source or destination IP addresses.

•  rules.java: In this file, the actions corresponding to establish the proactive and reactive rules are 
implemented.

•  application.java: In this file, the proposed application to detect and mitigate DoS is deployed, be-
sides, the rules to drop flows that are attacking the network.

Key ideas to generate reactive and proactive rules. Both proactive and reactive rules are generated ac-
cording to [6]. The basis is to use the same ideas that both rules allow the forwarding of the data in the 
network considering the functionalities of the two-layer switch. Once the application starts, it registers 
itself to receive notifications. The OnNodeUpdated notification is invoked when every switch registers to 
the controller. This notification has information about the switch that is registered to the controller, e.g. 
ID of the switch, ports, etc. With the information of this notification, the install_proactive_rules method is 
invoked. The idea is to make flooding for, as discussed previously, hosts’ identification in a network. The 
matching conditions of the proactive rules are established considering only input forwarding ports and the 
IP protocol. In the output actions the method install_proactive_rules takes each forwarding port as input 
and the other forwarding ports as output for every port of the switches in every switch, e.g. if the switch has 
five forwarding ports, the method install_proactive_rules will install five proactive rules.

The idea of reactive rules is to track the flows of the network and reduce the overhead that flooding 
implies. These rules are generated when the firsts IP packets arrive at the controller. The idea is to save the 
input port and the source IP address in a map called IP_table. When other packets arrive at the controller, 
the input port and the source IP address are matched for every element of the IP_table. If there is no co-
incidence, these elements are saved in the IP_table. Considering the destination IP address of the packet, 
this element is searched in the map IP_table. If the element is found, it is possible to know the output port 
and the reactive rule can be created. The matching fields will be the IP protocol, input port, source IP ad-
dress, destination IP address. The output actions are to send the packet to the corresponding output port. 
It is necessary to consider that the reactive rules will have higher priority than the proactive rules.

Key ideas to detect and mitigate DoS attacks. The idea to detect a DoS attack is considering the scenar-
io where both proactive and reactive rules are installed in every switch. Once the application is initialized, 
an object time of the class Timer is created. The method schedule is configured in the object time. This 
method has the following prototype: public void schedule(TimerTask task, long delay, long period), where 
the argument task is the process to detect and mitigate DoS attack, the delay will be set to 0 and the period 
is initialized with the value of the variable refreshing_time. It means that this process will be executed every 
refreshing_time seconds. After, that object data is created. This object is an instance created by the meth-
od Runtime.getRunTime().exec(“sudo ovs-ofctl dump-flows -OOpenFlow13 S1”) execution. The object data 
allows writing the command sudo ovs-ofctl dump-flows -OOpenFlow13 S1 in the controller. This command 
allows getting all the rules installed in the switch S1. Where:

ovs-ofctl: Command line to monitor OpenFlow switches
dump-flows: Print of all rules of the switch
-OOpenFlow13: Protocol OpenFlow 1.3
S1: Switch ID S1
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Fig. 3. Example of a rule

An example of the results of the following command is presented in Fig. 3.
Where:
cookie: Identifier of the rule
duration: Time that the rule has been installed
table: Identifier of the table where the rules are saved 
n_packets: Number of packets that were matched the rule
n_bytes: Number of bytes that were matched the rule
priority: Value that shows the urgency to apply a rule. Higher values imply more priority
ip: Match field –IP protocol
in_port: Match field – input port
nw_src: Match field – source IP address
nw_dst: Match field – destination IP address
actions: Forwarding the packets to the output. 
The idea is to save in every switch the values of the cookie to know if the rules belong to the devel-

oped application (reactive rules). The fields of in_port, nw_src, nw_dst are gotten from the object data 
and saved in an object called identifier. This object is useful to know the kind of flow. Besides, the value 
n_bytes can be gotten from the object data. This value is necessary to know the current number of bytes 
that matching the packets. The values of identifier and n_bytes are saved as a tuple. This process is done 
for every rule in the list of the application reactive rules in every switch. The n_bytes is updated accord-
ing the expression n_bytes = n_bytes – n_bytesi, where n_bytesi is the number of bytes of the previously 
saved tuple.

Therefore, the value of n_bytes/refreshing_time is the throughput of each flow. All these values are saved 
in an array called rules_number_bytes. Then every element of the array is compared to the value of the 
variable threshold (value that can be set by the programmer). If the value is higher than the threshold, the 
method install_drop_rules is invoked.

Key ideas to generate drop rules. The basis of these rules is to drop the packets that belong to flows 
whose throughput is higher than the threshold. The matching fields of the drop rules are the input port, the 
source IP address, destination IP address and the IP protocol. The output actions are to drop the packets.

The flow diagram of the whole application is shown in Fig. 4.

Experimental Results

The network shown in Fig. 5 was tested in Mininet emulator [15]. Functionality tests of the appli-
cation are presented in [5]. The results provided in this section are the performance of the application 
while changing one of its critical value, the refreshing_time. The bandwidth of each link is 1 Mbps and the 
threshold was set to 500 Kbps. The idea is to change the refresh time in different scenarios to check perfor-
mance values such as throughput, time to establish an optimal threshold that can detect a DoS attack. The 
attacker will be the host 00:00:00:00:04, and it will attack the host 00:00:00:00:03. The results of the values 
were calculated in the switch openflow:3.

As can be seen from the Table 1, the maximum value of the threshold is close to the value of the refresh-
ing_time. This is explained by the fact the application checks the value of the throughput of each flow at 
each time interval, set by the value of refreshing_time. So, the maximum time to detect a DoS attack will 
be when the DoS attack begins as soon as the interval of refreshing_time begins.The throughput during the 
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Fig. 4. Flow diagram of the whole application

Table  1
Performance changes owing to refreshing time variations

Refreshing time, s Throughput during 
the DoS attack, Kbps

Average time of processing 
ICMP packets, ms

Average time of processing 
ICMP packets, ms

1 900.6 405.5 1.8

2 910.5 276.1 2.4

5 925.4 268.4 4.8

8 940.3 211.1 7.8

15 967.5 181.1 14.7

30 980.4 130.0 29.6

DoS attack is quite uniform, there is not a high difference and it has sense because this value is the maxi-
mum capacity of each link of the network.

It is possible to see the difference in the average time of processing ICMP packets. This occurs 
because with the small values of the refreshing_time a complete saturation is achieved due to the DoS 
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attack. At higher values of refreshing_time, due to some ICMP packets are discharged, the average time 
is reduced.

Conclusion

In this article, the approach to program an application that can detect and mitigate the DoS flood 
attack has been proposed. The application was emulated on the SDN network using the OpenDaylight 
controller. The main ideas about the programming were to implement classes which describe and install 
proactive and reactive rules. These rules give the application an ability to function as a two-layer switch, 
track each flow and save statistics of each flow such as the number of bytes. This information will be used at 
each time interval to estimate the throughput and compare it to a threshold value to decide if there is a DoS 
attack. If an attack is detected the rules installation is performed to drop the flows whose throughputs are 
higher than the threshold. Tests to collect information about the performance changes due to the variation 
of refreshing time interval to detect a DoS attack were carried out.

Fig. 5. Network topology tested in mininet
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The problem posed is a very general case of optimal control of a dynamic, potentially 
stochastic, and partially observable system for which a model is not necessarily available. We 
analyze  the disadvantages of classical approaches of the control theory and present a new 
modified numerical reinforcement learning rule of machine learning algorithm. Control theory 
is a field that has been studied for a very long time and which deals with the behavior of dynamic 
systems and how to influence it. Among the best-known examples are LQG (Linear Quadratic 
Gaussian) or PID (Proportional Integral Derivative) controllers. Most of the existing approaches 
presuppose (analytical) knowledge of the dynamic system, and one of the constraints is the need 
to be able to free oneself from a priori models. We focus on modified reinforcement learning 
approach to adaptive control policy as perspective area of control of complex dynamical system 
under uncertainty.
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УСИЛЕНИЕ ОБУЧЕНИЯ ДЛЯ СИСТЕМЫ УПРАВЛЕНИЯ 
ПРОМЫШЛЕННЫМ ПРОИЗВОДСТВОМ

Я.М. Ханафи, В.П. Шкодырев
Санкт-Петербургский политехнический университет Петра Великого,
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Поставленная задача представляет общий случай оптимального управления динамиче-
ской, потенциально стохастической и частично наблюдаемой системой, для которой мо-
дель не обязательно доступна. В статье представлен анализ недостатков классических под-
ходов теории управления и предлагается новый модифицированный алгоритм машинного 
обучения с подкреплением. Теория управления – область, которая изучалась очень долгое 
время и которая касается поведения динамических систем и того, как на нее влиять. Среди 
наиболее известных примеров – LQG (Линейно-квадратичное гауссовское управление) 
или ПИД-контроллеры. Большинство существующих подходов предполагают (аналити-
ческое) знание динамической системы, и одним из ограничений является необходимость 
иметь возможность освободиться от априорных моделей. Мы концентрируем внимание 
на преимуществах использования моделей машинного обучения с подкреплением как 
перспективной стратегии управления сложными динамическими системами в условиях 
неопределенности.

Ключевые слова: усиление обучения, мультиагентная система, нефтепереработка, уравне-
ния Беллмана, динамическое программирование.
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Introduction

Reinforcement learning is the digital learning environment’s solution to the problem of optimal con-
trol. In this paradigm, IT agents learn to control an environment by interacting with it [1, 2]. They regu-
larly receive local information about the quality of the control carried out in the form of a digital reward (or 
reinforcement signal), and their objective is to maximize a cumulative function of these rewards over the 
long term, generally modelled by a so-called value “reward function”. The choice of actions applied to the 
environment according to its configuration is called a policy, and the value function therefore quantifies 
the quality of that policy [3]. Generally speaking, the agent does not have a model (neither physical nor 
statistical for example) of its environment, nor of the reward function that defines the optimality of the 
control [4, 5]. However, a common assumption we make is that the environment is Markovian, i.e., the 
effect of the application of an action depends only on the current configuration of the environment, not on 
the path taken to reach it [6]. This standard is very general and makes it possible to focus on a large number 
of applications. However, its practical application can be difficult. First of all, when the description of the 
environment to be controlled is too large, an accurate representation of the value (or policy) function is 
not possible [7]. In this case, the problem of generalization arises (or function approximation): on the one 
hand, it is necessary to design algorithms whose algorithmic complexity is not too great, and on the other 
hand they should be capable of inferring the behavior to be followed for an unknown environment config-
uration when similar situations have already been experienced. Another problem lies in the fact that, in the 
most general case, the agent learns to control the environment while at the same time controlling it [8]. 
This often results in successive phases of quality assessment of a policy and its improvement. From a learn-
ing perspective, this induces non-stationarity (we evaluate the quality of a policy that is constantly mod-
ified), a problem rarely addressed in the literature as such. This interweaving of learning and control also 
causes a problem known as the dilemma between exploration and exploitation. For each action it chooses, 
the agent must decide between an action it considers optimal in relation to his imperfect knowledge of the 
world and another action, considered sub-optimal, aimed at improving this knowledge. To deal with this 
problem effectively, it should be possible to estimate confidence that the agents have in their estimates. If 
these different difficulties are known, the methods of the literature generally treat them separately. Thus, a 
thought-out method for dealing with the dilemma between exploration and exploitation will not necessar-
ily adapt to the problem of generalization, and vice versa.

Background

There are several approaches to deal with the reinforcement learning paradigm. However, an important 
part of the literature is based on dynamic programming and it is with this view that we approach it.

Dynamic programming. Dynamic programming can be defined in a very general way as a set of algorith-
mic techniques whose principle is to determine the optimal solution of a problem from an optimal solution 
of a sub-problem. In our context, these are all the methods that allow the exact (or approximate) solution 
of the Bellman equation, without any learning component [9].

Bellman equations. The objective of dynamic programming is to discover one of the policies whose val-
ue function is maximal for the set of states [10]. Noting                              where        is the cardinal of the
state space, or in other words that the value function can be seen as a vector with as many components as 
there are states, it is possible to equip the value functions with a partial order relation [11]:

( ) SS → ⊂  S
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A partial order can be defined based on the policies, via the associated value functions:

The objective is therefore to determine the optimal policy π* defined by:

However, it is possible to define the value function recursively:

The value of a state is therefore the average (according to the transition probabilities) of the sum of the 
reward obtained following the application of the action specified by the policy we wish to evaluate and the 
value of the state towards which the system transits, weighted by the discount factor [12]. This equation, 
called the Bellman evaluation equation, defines a linear system of        equations with        unknowns to
determine the value function of a given policy and thus quantify its quality [13].

Another equation, this one being non-linear, allows us to directly determine the function of optimal  
value                    Given the state s, assume the optimal value function known in the states s' to which the
system can transit. The optimal value function in state s' maximizes (weighted by the transition probabil-
ities) the immediate reward plus the optimal value in state s' to which the system transits, weighted by the
discount factor. This is the Bellman optimality equation [11, 13]:

This defines a non-linear system with      equations and      unknowns. If the optimal value function 
is known, it is easy to deduce the optimal policy, which is greedy with respect to the latter, i.e., it verifies:

We summarize these important equations for the following, defining in passing the corresponding op-
erators T π and T *.

Bellman’s evaluation equation is used to determine the value function of a given policy π:

( ) ( )1 2 2, .V V s S V s V s≤ ⇔∀ ∈ ≤ (1)

1 2
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The Bellman optimality equation is used to determine the optimal value function V *:

Moreover, the Bellman operators T π and T * are infinite norm contractions.

Method Notation

We focus on two methods whose ideas are used extensively in reinforcement learning, namely the policy 
iteration and value iteration algorithms.

Policy Iteration. The first approach we present is policy iteration. The algorithm (see Listing 1) is ini-
tialized with any policy. Its principle is to evaluate the value function of the current policy (which we call 
policy evaluation), and then improve this policy by considering the greedy policy with respect to the pre-
viously calculated value function. In other words, in a given state, the action chosen is the one that leads 
(on average) to the greatest accumulation of rewards. It is important to note that this is not necessarily the 
action chosen by the policy, unless the policy is optimal [10–12, 14]. More formally, if at iteration i the 
policy πi is evaluated, the improved policy πi+1

 is defined by:

With this improvement scheme, it can be shown that there is policy improvement, i.e. πi+1
 ≥ πi. If one 

has equality, then Bellman’s optimality equation is verified, and the algorithm has converged. Moreover, 
since the number of policies is finite, this algorithm converges in a finite number of iterations (this num-
ber of iterations being empirically much smaller than the cardinal of the policy space). It should be noted 
that the evaluation of the policy is equivalent to solving a linear system, the complexity of this evaluation 

is therefore in                  The existence of a solution to this system is guaranteed by the Banach fixed point  

theorem (Vi is the fixed point of the contraction       ). The computation of the associated greedy policy  

is in                       The complexity of this algorithm is therefore in                                per iteration. The  

ideas of this algorithm, i.e., evaluation of a policy followed by improvement, are widely used in the ideas of 
this algorithm, i.e., policy evaluation followed by improvement, are widely used in reinforcement learning 
algorithms [14, 15].

Value Iteration. The second approach we present, based on Bellman’s optimality equation, aims at di-
rectly determining the optimal value function V *. Since the Bellman operator T * is a contraction and V * is 
its unique fixed point, the Algorithm 02 has a finite number of iterations, which is why a stopping criterion 
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is introduced. This allows the error to be limited. Indeed, it can be shown that if the stopping criterion is  

verified at iteration i, then                                  However, this bound does not guarantee the quality of the 

associated greedy policy (see Listing 2).

Case studies and experimental results

Our case studies are based on real oil manufacturing production data. Oil manufacturing production is 
a complex process that has a hierarchy structure and many complex sub-systems.

Every manufacturing is based on a sequence of processes, each of those processes has its inputs and 
outputs. Depending on its structure, each process can have one or more outputs, which in turn become 
the inputs of the next process or the final products. Each process can be controlled by a set of factors, that 
can interfere with the outputs. Each of those processes can be composed by a sub-process so at the end of 
the structure of the factories we will have a hierarchy structure the base of this structure is the key to opti-
mal control of the manufacturing system. We describe objective control of a complex technical system as 
a network of interest in a manufacturing subsystem. Every manufacture aims for high profit from its prod-

* 2 .
1iV V γ

− ≤ ε
− γ

Fig. 1. Technological process of oil manufacturing

Fig. 2. Technological process of a desalination unit in oil manufacturing
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ucts, and the oil manufacturing is not different. It is critical for oil manufacturing to have good quality of 
their production and that will be the top objective of the manufacturing alongside with the quantity of the 
production which is the second objective of the manufacturing to highly benefits from the production. The 
quality and the productivity are mostly the top objective on every manufacturing alongside other objective 
depends on the type of the manufacturing. So generally, there are always two or more objectives which 
makes us categorize this problem as a multi objective problem [16, 17].

Multi Objective Optimization: is an area of multiple criteria decisions making, that is concerned with 
mathematical optimization problems involving more than one objective function to be optimized simul-
taneously.

The vector x is a vector of n decision variables                                              and          is the lower and up- 
per bounds of variable xi, respectively. These variables define decision space or research space D. General-
ly, an element of the research space is called a possible or potential solution. The terms gj (x) and hk (x) are 
the constrained functions. Inequality constraints are treated as “superior or equal” type constraints since 
“inferior or equal” type constraints can be treated as duality. A solution x that does not satisfy all (J + K) 
constraints is said to be an unfeasible solution. The set of feasible solutions constitutes a feasible region.  
The vector                                                                is the objective vector. Each of the M objective functions 
is either maximizing or minimizing which depends on the problem addressed. Using the principle of dual-
ity, a problem of maximization can be reduced to a problem of minimization by multiplying the objective 
function by –1 [18, 19].

Multi agent parallelization system. The oil manufacturing environment has a distributed and complex 
hierarchy. For that, we need to use a multi agent parallelization system as it deals with a large control pro-
cess that controls multiple components.

As the Approximate Policy iterates with Value and Policy Networks, the standards scheme for approx-
imation space value E involves using a cost function approximation     of J (the optimal cost function). At 
a given state x that will minimize (or maximize) the approximation E, which forms as an expected value 
involved in the cost of the first stage g(x, u, w) and the future costs which sufficiently reduced, in that we  
can note this as the approximate     factor corresponding to a pair (x, u), that minimizing the Q factors 
overall and that gives you a control that it used in state X [20].

where E is the approximation, g(x, u, w) is the first stage,                               is the optimal cost approxi-
mation (future stage).

One of the issues emerging is how to approximate the policies. The solution of that is to introduce a 
family of policies μ(x, r), a parametric family that depends on a parameter r [21].

Figures 3 and 4 show that each sub-system is a system environment having its own agent that controls 
it depending on the state of the environment itself. By applying the reinforcement learning to our system, 
we can describe its characteristics as:

•  Environment: the process itself is the environment of the agent, which has every value that the agents 
need to take actions.
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Fig. 3. Optimization and training over parametric family of policies

Fig. 4. Reinforcement Learning Loop

•  State: is it the actual situation for the agent, which it retains if the result is satisfactory and there are 
no problems, or there are no changes in the environment or task from other agents.

•  Reward: the agent’s reward depends on the output goals, in the start of the learning the reward can 
be a failure, but over time, it learns the best configuration that can be used.

•  Discount Factor: as the process advances, the agents put new goals to follow (increasing the produc-
tivity and the quality).

•  Policy: our agents use dynamic policy to achieve the optimal goals, after a certain time of learning 
the agents stick to a certain policy that gives the best results.

•  Value: as those processes have limitation, an agent calculates a future value (best value to obtain) 
and tries to achieve it; if it achieves it over time, the agent determines a new value for future achievement.

•  Q-Value: the agents take extra action in case of unknown configuration, in case a configuration ex-
ceeds a limit, or a hazard is detected.

•  Action: depending on all the above parameters, the agents act by changing the control values of the 
process.

Figure 5 presents the sequence of an agent process control by updating its own value and policy leading 
to optimal control.

As the agent has an objective to maximize quality and productivity, Fig. 5 (1–6) shows that each time it 
developed a new policy and determined a new value to reach the objective depending on the environment. 
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Fig. 5. Agent’s policy and value updating results

The red line represents the agent’s optimal value that it reaches (Pareto values), and the green line is the 
new value that the agent is trying to reach (The Pareto Front).

Conclusion

The field of reinforcement learning has exploded in recent years. Ever since the impressive breakthrough 
on the ImageNet classification challenge in 2012, the successes of supervised deep learning have continued 
to pile up and people from many different backgrounds have started using deep neural networks to solve 
a wide range of new tasks including the ways of learning intelligent behavior in complex dynamic envi-
ronments. In this article, we took the advantage of the reinforcement learning, which consists in the fact 
that the agent can adapt to its environment by updating the policy it is using and the value it determines to 
reach an optimal control. The results obtained in this article not only show an optimal configuration, but 
can also prevent an error leading to enormous risks and losses as the agent can understand the limitation 
of the environment, take an extra action depending on an unknown configuration, and prevent the human 
errors in the manufacturing.
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