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INFORMATION MODELING FOR CULTURAL PRESERVATION: 
PORTICO OF THE NEW HERMITAGE AND ATLAS SCULPTURES. 

PART 1: BASIC APPROACHES AND АPPROBATION RESULTS

A.A. Fedotov1, T.V. Prazdnikova2, V.L. Badenko1, V.K. Yadykin1

1 Peter the Great St. Petersburg Polytechnic University,
St. Petersburg, Russian Federation;

2 The State Hermitage Museum,
St. Petersburg, Russian Federation

This article presents the results of interaction between Peter the Great St. Petersburg 
Polytechnic University and the State Hermitage in a promising direction of using the latest 
achievements in the field of information technology in solving the problems of preserving 
cultural heritage. The authors use information modeling of the portico of the New Hermitage 
building and Atlas sculptures based on laser scanning data as an example. An overview of modern 
technologies currently used to preserve historical sites is presented. The main advantages 
obtained through the use of new technologies and the capabilities of modern software systems 
focused on working with information models are demonstrated. Digital representations of the 
building structures calculation results of the portico of the New Hermitage are analyzed. In 
addition, on the basis of the study of the stress-strain state of the entire structure, the reasons for 
the formation of cracks on the wrists and ankles of the granite Atlas sculptures were analyzed. 
The possibility of using the created model for reproducing an object using modern technologies 
of three-dimensional printing is shown.

Keywords: BIM, HBIM, laser scanning, cultural heritage, Historical Building Information 
Modeling.

Citation: Fedotov A.A., Prazdnikova T.V., Badenko V.L., Yadykin V.K. Information modeling 
for cultural preservation: Portico of the New Hermitage and Atlas sculptures. Part 1: Basic 
approaches and approbation results. Computing, Telecommunications and Control, 2020,  
Vol. 13, No. 3, Pp. 7–16. DOI: 10.18721/JCSTCS.13301

This is an open access article under the CC BY-NC 4.0 license (https://creativecommons.org/
licenses/by-nc/4.0/).

ИНФОРМАЦИОННОЕ МОДЕЛИРОВАНИЕ ДЛЯ СОХРАНЕНИЯ 
КУЛЬТУРНОГО НАСЛЕДИЯ: ПОРТИК ЗДАНИЯ НОВОГО 

ЭРМИТАЖА И СКУЛЬПТУРЫ АТЛАНТОВ. ЧАСТЬ 1: 
БАЗОВЫЕ ПОДХОДЫ И РЕЗУЛЬТАТЫ АПРОБАЦИИ

А.А. Федотов1, Т.В. Праздникова2, В.Л. Баденко1, В.К. Ядыкин1

1 Санкт-Петербургский политехнический университет Петра Великого,
Санкт-Петербург, Российская Федерация;

2 Государственный Эрмитаж,
Санкт-Петербург, Российская Федерация

Представлены результаты взаимодействия СПбПУ и Государственного Эрмитажа в 
перспективном направлении использования последних достижений в области инфор-
мационных технологий при решении задач сохранения культурного наследия на при-
мере информационного моделирования портика здания Нового Эрмитажа и скульптур 
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атлантов на основе данных лазерного сканирования. Представлен обзор современных 
технологий, применяемых в настоящее время для сохранения исторических объектов 
культурного наследия. Продемонстрированы основные преимущества, получаемые 
за счет применения новых технологий, и возможности современных программных 
комплексов, ориентированных на работу с информационными моделями. Проанали-
зированы цифровые представления результатов расчетов строительных конструкций 
портика Нового Эрмитажа. При этом на основе исследования напряженно-деформи-
рованного состояния всего сооружения проанализированы причины образования тре-
щин на запястьях и щиколотках гранитных скульптур атлантов. Показана возможность 
использования созданной модели для воспроизведения объекта при помощи совре-
менных технологий трехмерной печати.

Ключевые слова: информационное моделирование, лазерное сканирование, культурное 
наследие, Эрмитаж, расчетная модель.

Ссылка при цитировании: Федотов А.А., Праздникова Т.В., Баденко В.Л., Ядыкин В.К. 
Информационное моделирование для сохранения культурного наследия: портик здания 
Нового Эрмитажа и скульптуры атлантов. Часть 1: Базовые подходы и результаты апроба-
ции // Computing, Telecommunications and Control. 2020. Т. 13. № 3. С. 7–16. DOI: 10.18721/
JCSTCS.13301

Cтатья открытого доступа, распространяемая по лицензии CC BY-NC 4.0 (https://creative-
commons.org/licenses/by-nc/4.0/).

Information modeling technologies for the preservation of cultural heritage

Modern computer technologies are widely used in the modern world and the construction industry is 
not an exception. More and more projects on the domestic construction market successfully implement 
the concept of building information modeling (BIM technologies). A BIM building model is a precise 
three-dimensional geometry filled with all kinds of information about its constituent structures, materials, 
construction work and more. BIM technologies allow ensuring the integrity of information at all stages of 
the life cycle of a structure: from concept to reconstruction [1].

For cultural heritage objects, the concept of HBIM (Historical Building Information Modeling) was 
proposed, which involves the use of BIM-modeling with all its advantages in the preservation and recon-
struction of historical buildings [2]. HBIM is a reliable basis for decision-making, restoration, renovation 
and energy efficiency of a cultural heritage building [3]. Moreover, HBIM allows to create a common 
environment for the free exchange and competent use of information by specialists of different profiles: 
art historians, designers, maintenance specialists, etc. [4]. The HBIM model of a historic building is an 
extensive database in which the geometric model is associated with attributive information of a wide variety 
of nature, reflecting the individual characteristics of the building [5]. HBIM can be used both as an archive 
and an information resource, and act as a management tool capable of providing adequate service to the 
facility [6]. In summary, we can say that HBIM has the following advantages:

1. Storage of historical attributive and graphical information about building components;
2. Providing clear and reliable visual display, including using virtual and augmented reality tech-

nologies;
3. The ability to carry out strength, heat engineering and other calculations based on the reflection of 

a set of structural details in the model;
4. Automation of documentation development;
5. Creation of an environment for adequate maintenance of the cultural heritage object to ensure its 

safety.
Below is a list of some successful examples of HBIM applications in the UK [7]:
1. Waverly railway station in Edinburgh, Scotland. The project is an example of the organization of 

joint work during the modeling of complex geometry and unique elements of the ticket hall dome. The 
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resulting model was further used not only in the maintenance of the building, but also for visual display on 
the website.

2. Woodsit Hall Mansion, Staffordshire, England. The model of the dilapidated mansion was filled 
with valuable descriptive and historical information, and was also used to establish automatic generation 
of construction documents such as blueprints for plans and facades.

3. The building of the former post office in Dundee, Scotland. HBIM as a communication tool be-
came a collaboration solution and enabled modeling and rendering of unique architectural elements, in-
cluding sculpture. The model contains design information about all the elements and was the basis for the 
automatic creation of drawings.

This article presents the final results of interaction between SPbPU and the State Hermitage in the 
promising direction of using the latest achievements in the field of information technology to solve the 
most important tasks of preserving cultural heritage. The article is focused primarily on cultural workers 
and allows them to understand the new opportunities that open up before them. Therefore, technical de-
tails are omitted, they will be the topic of the next publication in the journal and are partially presented in 
previous publications of the authors [3, 9, 15]. Thus, the objective of this article is to determine the pros-
pects of information modeling for the preservation of cultural heritage.

Portico of the New Hermitage building

Ten monolithic Atlas figures, carved out of stone, have been decorating the portico of the New Her-
mitage building for over one hundred and seventy years, being its symbol and at the same time one of the 
visiting cards of St. Petersburg. The Atlas sculptures were carved from Serdobol granite by Russian stone-
cutters under the direction of sculptor A.I. Terebenev, and installed at the pylons of the portico of the New 
Hermitage in 1848.

The sculptures do not carry any load, except their own weight. At the same time, they are rigidly con-
nected with the structure of the portico and their condition directly depends on the condition of the por-
tico. First cracks in the walls of the building and in the Serdobol granite of the figures were recorded at the 
end of the 19th century. In 1909, the St. Petersburg Palace Administration appointed a special commis-
sion, which recommended “... in no case to start permanent sealing without establishing the exact cause of 
the destruction and not taking measures to eliminate them”.

Until the revolutionary events of 1917, inspections were carried out every two years. In the late 1920s 
and early 1930s, the survey and partial restorations were carried out under the supervision of sculptor-re-
storer I.V. Krestovsky. He was the first to suggest that, in addition to deformations of the foundations, 
cracks appear due to the figures not being able to support their own enormous weight. Copper collars were 
installed on the two corner sculptures with the most open cracks, fixed from the back of the sculptures 
through hinged anchors to the pylons of the portico. 

On December 29, 1941, an artillery shell hit the slab of the portico. Two previously intact Atlas figures 
displayed cracks on the arms and key plates between the arms.

In 1994, a research was carried out under the guidance of Doctor of Mineralogical Sciences, Professor 
of the St. Petersburg State Mining Institute R.E. Dashko. There was an engineering and geodetic moni-
toring carried out, on the basis of which it was concluded that the heterogeneity of the foundation under 
the building and the influence of unstable soils with an incessant process of microbiological damage are 
the factors that contribute to uneven precipitation of the New Hermitage building and the appearance of 
microcracks in the Atlas figures. 

The study of the Atlas figures was carried out in late 2009 and early 2010 by scientists of the Scientific 
and Technical Center of the JSC “Radioavionics”, which were tasked with clarifying the structures and the 
state of preservation of the Atlases’ mountings. The study was carried out using the method of ultra-broad-
band radar sounding.
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In the period from 2000 to 2016, protective measures were taken several times to preserve the “living” 
cracks of the Atlases with plastic compounds that prevent the ingress of moisture and foreign objects.

A set of scientific studies has shown that the opening of cracks is seasonal. The sculptures of the Atlases, 
the portico and the building of the New Hermitage itself are a single organism, and issues related to the 
preservation of sculptures must be resolved in a comprehensive manner, in conjunction with the problems 
of the building.

Despite the large volume of research carried out, the stress-strain state of the portico with the Atlas 
figures as a discrete element of the New Hermitage building remains completely incomprehensible. The 
creation of a 3D model as a basis for further monitoring of the of portico’s state will become the basis for 
further research, modeling the stress-strain states of the structures of the monument and developing solu-
tions to stabilize its condition.

The results of modelling the Atlas sculptures and the portico of the New Hermitage building

If we are talking about large objects such as buildings and structures, then the best way to transfer the 
geometry of the real world to the virtual one is laser scanning. A laser scanner emits hundreds of thousands 
of beams per second in all directions around it and registers their return after being reflected from hard 
surfaces. Thus, the result of laser scanning is a massive and dense 3D point cloud containing hundreds of 
millions of points. Information about coordinates (X, Y, Z) and its color (R, G, B) is stored for each point 
in the cloud. Thus, such a cloud of points accurately enough (up to 1-2 mm) reproduces the external ap-
pearance of the scanned object [8, 9].

When examining the structure and sculptures of the portico of the New Hermitage, the decisive role 
was played by the accuracy of measurements and the ability to quickly obtain data in conditions of a dense 
flow of tourists. That is why the Leica BLK360 laser scanner was chosen as the main tool. The closest 
attention was paid to the granite statues of Atlas, whose height, together with the pedestal, reaches 6.5 m.  
A portable lift was used to access the upper elements of the sculptures (Fig. 1).

Fig. 1. Laser scanning process
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Fig. 2. Point cloud

Fig. 3. Information model

The resulting cloud contains 160 million points. In this case, the points are automatically colored de-
pending on the material of the surface that reflected the ray. For example, in Fig. 2, stone surfaces are red, 
plaster is yellow, and the green shadows below are people. Information about what material the object is 
made of is very important for further processing of the obtained data (Fig. 2).

Geometry alone is not enough for BIM. In fact, the information model of an existing building is its 
digital representation in the virtual world, which is created on the basis of a wide variety of data: geometry, 
materials, operating conditions, structural features and much more. In mechanical engineering, such ob-
jects are commonly referred to as digital twins [10]. All this together makes it possible not only to have a 
three-dimensional model in order to display it, for example, on a computer screen, but also to perform a 
complex analysis of the structure [11–13].

In the process of generating the information model of the New Hermitage portico, 12 categories of 
unique structural elements of a historical object were formed on the basis of the point cloud: windows, 
columns, pilasters, capitals, pedestals, Atlas statues, etc. All these objects in the information model are 
logically and structurally related (Fig. 3).
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Thanks to modern software systems focused on working with information models, we have the oppor-
tunity not to build a new mathematical model for calculating a building structure, but to analyze its digital 
representation directly. This approach makes it possible to predict how a building will behave even in ex-
treme conditions [14–16].

When analyzing the structure of the portico of the New Hermitage, first of all, the reasons for the 
formation of cracks on the wrists and ankles of the granite sculptures of the Atlas were analyzed. For this, 
during the study, the strength and deformation characteristics (stress-strain state) of the entire structure 
were studied (Fig. 4).

The high level of detail of the model allows it to be used not only as an engineering analysis tool, but also 
as a demonstration model for the general public. Opportunities appear to create a digital asset of a cultural 
heritage object [17].

Fig. 4. Analysis result

Fig. 5. A copy of the portico of the New Hermitage, printed on a 3D printer
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The very first results of the analysis of the three-dimensional Atlas models showed that the figures are 
practically identical, the discrepancies in the geometric parameters are no more than 1-2 mm, and occur 
very rarely. This once again confirms the professionalism of A.I. Terebenev and the Russian stonecutters 
working under his leadership.

With textures overlaid, the image takes on a photorealistic look. Such three-dimensional models are 
used in educational, cultural and entertainment spheres, virtual and augmented reality technology used 
as well [18–20]. Modern 3D editors make it possible for a person to come face to face with the object of 
their interest and provide all the necessary information in an interactive form, be it a historical reference, 
strength parameters or a manual for maintenance and support. In particular, within the framework of the 
described project, a hard copy of the portico of the New Hermitage was printed on a 3D printer (Fig. 5).

Conclusions

Modern methods of obtaining and processing digital information have great potential for application in 
all fields of science and technology. In particular, when it comes to computer analysis of scenes and obtain-
ing digital 3D models from them [1, 9, 21, 22]. Laser scanning makes it possible to obtain highly adequate 
3D point clouds representing real objects of a rather complex shape, for example, objects of cultural and 
historical heritage. Existing computer technologies, specialized software allows these data to be efficiently 
processed and used to build information models of the scanned objects. Correct collection and processing 
of information is the key to accurately predict the behavior of objects over time.

Cultural heritage sites require particularly careful and responsible maintenance throughout their entire 
service life. The cost of miscalculation or neglect of the structural features of a historic building, even with 
minor renovations, can be too high. It is in our power and interest to apply the best world practices for 
the preservation and restoration of cultural heritage. Only in this way will we preserve the history of our 
country for future generations.

The model of the portico of the New Hermitage building formed in the course of the presented HBIM 
study allows making conclusions on the geometric characteristics of the object, which is very important 
from a cultural and historical point of view, as well as on the behavior of the building structures of the object 
under various conditions that can change over time, for example, hydrogeological conditions associated 
with climate change. Among the results obtained, of particular interest is the discovered fact that the fig-
ures of the Atlas are absolutely identical, which only confirms the professionalism of A. Terebenev and the 
Russian stonecutters working under his leadership. 

In conclusion, it should be noted that now the full potential of the HBIM technology remains unre-
vealed. Until now, many processes have been performed manually and relied on the experience of the spe-
cialists. In the future, technology will not only expand, mastering new functions and areas of application, 
but also deepen, increasing its own efficiency and the degree of automation. 
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In order to rapidly construct a visual model of rice leaf cells, the authors employed modeling 
tools of computer aided geometric design (CAGD): curve and surface. Rice mesophyll cells are 
an object of the study. In virtue of the Bernstein basis function properties and convex combination 
optimization, this work reconstructs the computation graph of the de Casteljau algorithm to 
model rice leaf cells, and C++ programming language and OpenGL rendering library are used 
to establish the visual model of cells. The theoretical results indicate that the control variables 
of curve and surface shape can be increased by revising affine combination coefficient through 
the polynomial space of the Bernstein basis function expansion. In addition, the results suggest 
that the convex combination optimization approach reduces the calculated time complexity of 
cytoskeleton interpolation points from O(n2) to O(n). The experimental results show that the 
convex combination algorithm has a significant advantage in terms of computation speed over 
the de Casteljau algorithm for each 200 interpolation points of the cytoskeleton. In view of the 
characteristics of close arrangement, regular shape, and large quantity of plant cells, the method 
proposed in this study has the ability to provide a feasible technical route and a rapid expression 
for visual modeling of plant cells.
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БЫСТРЫЙ АЛГОРИТМ ВИЗУАЛЬНОГО 
МОДЕЛИРОВАНИЯ КЛЕТОК РИСОВЫХ ЛИСТЬЕВ

В. И, И. Чжао
Jiangxi Agricultural University,

Nanchang, China

Для быстрого построения визуальной модели клеток рисового листа используют-
ся инструменты компьютерного геометрического проектирования (Computer Aided 
Geometric Design, CAGD) – «кривые» и «поверхности». В качестве объекта исследова-
ния взяты клетки мезофилла риса. На основании свойств базисной функции Бернштей-
на и оптимизации выпуклых комбинаций создаётся вычислительный граф алгоритма 
де Кастельжо для моделирования клеток рисового листа, а для построения визуальной 
модели клеток используется язык программирования C++ с библиотекой рендеринга 
OpenGL. Теоретические результаты показывают, что управляющие переменные кривой 
и формы поверхности могут быть увеличены путем пересмотра коэффициента аффин-
ной комбинации через полиномиальное пространство разложения базисной функции 
Бернштейна. Кроме того, полученные результаты свидетельствуют о том, что подход оп-
тимизации выпуклой комбинации позволяет уменьшить время сложного расчета точек 
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интерполяции цитоскелета с O(n2) до O(n). Экспериментальные результаты демонстри-
руют, что алгоритм выпуклой комбинации имеет значительное преимущество с точки 
зрения скорости вычислений по сравнению с алгоритмом де Кастельжо для каждых 200 
точек интерполяции цитоскелета. Учитывая особенности близкого расположения, пра-
вильной формы и большого количества растительных клеток, предложенный в данном 
исследовании метод способен обеспечить технологическую схему и быстрое выражение 
для визуального моделирования растительных клеток.

Ключевые слова: клетки рисовых листьев, быстрый алгоритм, визуализация, CAGD, кри-
вая параметров.
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Introduction

The leaves are the main vegetative organs that perform crucial functions, such as photosynthesis and 
water transpiration, etc. Therefore, exploring the leaf morphology not only provides scientific guidance 
for improving the leaf’s external morphology and increasing the internal functioning efficiency, but also 
has important research significance for improving the rice yield and quality. The research community has 
studied the rice leaf morphology by using genetic breeding technique, and discovered the gene that affects 
the leaf width, angle of inclination, and degree of curling. However, these studies mainly focus on a single 
gene regulation. Currently, it is still unclear whether all the genes affecting the whole rice leaf morphology 
formation are discovered and if there are any interactions between gene regulation networks [1]. This 
forms the basis of obstacles in leaf morphology modeling based on the gene regulation network.

In addition, few studies show that the cell morphology and quantity are the major factors that influence 
the formation of plant leaves, and the effect of mechanical force on cells is the main cause of the morphology 
formation [2–6]. On the basis of this theory, in this paper, we attempt to take the cell as the smallest 
research unit and use visualization technology to perform computer modeling for leaf local cells. This is 
done to provide computer aided design (CAD) support for rice leaf 3D morphology formation research.

Relevant works

The CAD technology can simulate a biological test which is either expensive or not easy to realize on 
computer platforms. It is an effective quantitative biological research method [7–12]. The interior of a rice 
leaf is observed using an optical microscope. It has plenty of cells: epidermis, mesophyll and vascular. The 
epidermis cells are closely arranged in a long geometrical shape. A mesophyll cell is a regular polygon with 
a thin wall and large intercell spaces. The vascular cells are in a slender geometrical shape [13]. It is known 
that the geometrical shapes of plant leaf cells are simple, and rapidly reconstructing the visual model is the 
research key of the CAD technology. 

In computer aided geometric design (CAGD), the main research focus is to use the curve parameter 
equation to describe the object’s skeleton morphological information [14–16], which has two aspects. One 
is using simple and low-order curve to approximate smooth and graceful curve according to the object’s 
geometrical characteristics. The other is using numerical calculations and algorithm optimization to 
improve the rendering speed of the geometric model. The relevant studies in the first aspect are as follows. 
Some researchers adopted the Möbius transform to construct a quartic rational parabolic Pythagorean-
Hodograph (PH) curve to satisfy C2 continuous CAD design [17, 18]. In an attempt to satisfy a flexible 
design of curve inflection points, Lu et al. proposed indirect PH method to guarantee G1 continuous Hermite 
interpolation according to the geometrical characteristics of Bessel control polygon [19]. Khan et al. used 
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the convergent Lupaş Bernstein operators proved by Korovkin theorem to control the free deformation 
of the curve and the surfaces [20]. Kirmani et al. searched for the parameters that satisfy spline 3rd-order 
polynomial on the basis of Caputo fractional derivative factors, and thus fits the object’s geometrical shape 
[21]. Asghar and Mustafa proposed a general formula for tensor product surfaces subdivision of one and 
two variables in order to reconstruct high order continuity and realistic vision of the object’s geometrical 
model [22].

In recent years, the advancement in the applications of visualization technology imposes higher 
requirements for the calculation efficiency of geometric modeling. For example, Nuntawisuttiwong and 
Dejdumrong reduced the interpolation computing time by transforming Newton-Lagrange polynomials 
calculation into a linear algorithm [23]. Beccari and Casciola solved the curve that satisfied C1 continuity 
by using the integral recursion method. This algorithm is beneficial for improving the storage efficiency of 
the vector diagram [24]. As the robustness of the integral recursion method is not clear, in order to break 
through the calculation dependence, Toshiiwal et al. constructed a space curve crossing the entirety of 
multiple order splines. This method realizes multiple order basis function splines by using the existing 
B spline [25]. As for subdivision algorithm, Hussain et al. generated a 5 points approximate subdivision 
mode through variable parameters, and introduced a shape parameter to construct different geometric 
graphs [26]. In addition, few scholars executed a binary subdivision algorithm after estimating the depth of 
curve and surface using a data algorithm. The research presented by Shahzad et al. shows that this method 
provides a significant improvement [27]. Besides, some studies inherited the advantages of endpoints and 
convex combination of the Bernstein basis function. Woźny and Chudy presented a recursive algorithm to 
reduce the time complexity of curve solution to linearity [28]. In this work, the second aspect is regarded 
as foundation, and geometric modeling of rice mesophyll cells as an example. The authors studied rapid 
solution algorithm of cell’s geometric skeleton to improve the visual expression speed of leaf cells.

Materials and methods

The authors selected hybrid rice seed “Gangyou 6366”. First, the seed is soaked in water for 10 min. 
Secondly, 100 plump seeds are selected and placed evenly on the double absorbent paper in a sprouting 
box, and water is added until the absorbent paper is fully saturated. Finally, the sprouting box is placed in 
a manual climatic box (MGC-250Hp, Shanghai Yiheng) to accelerate germination. The environmental 
parameters are: 25 °C temperature, 50 % humidity, 16 hours of light per day. After five days of the 
experiment, a rice leaf is randomly selected to be transacted at the middle segment. Since leaf epidermis 
and mesophyll cells are thin and allow the transmission of light, the contours of cells are not clear. Hence, 
the leaf segment to be observed is placed into absolute ethyl alcohol and heated to 70 °C for 1 hour. Then, 
Motic BA210 Digital Microscope (100x objective lens, 3-million-pixel charge coupled device (CCD)) is 
used to shoot the mesophyll cells of this leaf material. Three mesophyll cells are taken as visual modeling 
objects, with the shapes as shown in Fig. 1. Each closed full line frame is a mesophyll cytoskeleton, and 
dotted points are prepared curve control points.

The morphological structural changes are difficult to observe to the naked eye from microcosmic 
perspective, therefore computer simulation technology is used to express cell evolution and group 
competition [29]. Rational Bézier curve and surface geometric modeling technology is widely applied 
in CAGD [30]. However, as compared to rigid body objects, the plant leaf cells are large in quantity. 
Moreover, the cells are deformed due to biophysical mechanical effects. The rapid reconstruction and 
correct expression of a geometric shape model for a plant cell are the key points of visual simulation. 
On this basis, three research steps are presented in this work. As shown in Fig. 2, first, rational Bézier 
geometric modeling computation graph and designing algorithms of de Casteljau recursion and convex 
combination optimization are proposed, respectively. Secondly, both classes are compared on the basis 
of computational efficiency, and the faster algorithm is selected to establish a shape mesh model of a rice 
mesophyll cell. Finally, C++ and OpenGL graphics rendering library are adopted to establish a cell’s 
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Fig. 1. Geometry of the discolored mesophyll cells

Fig. 2. Main methods and technical roadmap

visual model to estimate the algorithm time complexity. In the aforementioned steps, the rapid geometric 
modeling algorithm of cells is the main issue to be studied.

The CAGD object modeling is transformed to the evaluation of object geometric data points for control 
points set { p

i
 ∈    | i = 0, 1, .., n} and the corresponding weights set {ω

i
 ∈    | i = 0, 1, ..., n}. The rational 

Bézier curve calculation is presented in (1) and (2):
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Where (2) extends to the nth order rational function space βn = span{      | i = 0, 1, .., i}, and       
satisfies the following properties:

(i) Non-negativity: for arbitrary ω
i
 > 0 and t ∈ [0, 1], it has:            ≥ 0;

(ii) Unit decomposability:                            ; and

(iii) Endpoint property:            ,           , in which δ is Kronecker symbol.
Proof: As this space is based on classic Bernstein basis function      , according to the non-negativity 

of Bernstein basis function, when curve control vertex weight ω
i
 > 0, it is evident that       ≥ 0.

As the denominator i in (2) is irrelevant to the numerator, when the numerator adds the same sum 
operation, the cancellation of numerator with denominator is 1.

According to endpoint properties of      , it can test that when t = 0 and i = 0,    =1; and when t =  
= 1 and i = n,       =1, respectively.

To sum up, the rational basis function       satisfies the properties (i)-(iii).
Assuming that quartic rational Bézier curve’s control vertex and weights set { p

i
 ; ω

i
 | i = 0, 1, 2, 3} 

denote the local geometric information of the cytoskeleton, we obtain the curve’s polynomial according 
to (1)-(2):

where 

Assuming                ,                  ,                  , and          

The above polynomial coefficient          The aforementioned relation shows that 
when the given fixed point t ∈ (0, 1), the data point r3(t) on the quartic rational Bézier curve is obtained 
by the affine combination of control points set { p

i
 }. λ is the combination coefficient, and the data point 

is inside the polygon enclosed by the control points set. When t = 0 or 1,    satisfies the endpoint property 
r3(0) = p

0
, and r3(1) = p

3
.

According to (3), denominator ω expression uses the function of affine combination L(t) = an(1 – t) + bnt, 
that is, ω = l

1
(t) l

2
(t)… l

n 
(t), in which an and bn represent the adjacent combinations’ coefficients     and  

    , respectively. The aforementioned process can be expressed as the following computation graph, as 
shown in Fig. 3.

The computation graph displays the data point calculation process of the rational Bézier curve based 
on de Casteljau recursive algorithm. In a similar way, (3) is generalized to the nth order rational Bézie curve 
for solution. The recursive calculation is shown below:

where k = 1, 2, …, n; i = 0, 1, …, n–k. The recursive process of the cytoskeleton data point algorithm is 
presented in Listing 1.
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Fig. 3. Computation graph of rational curve modeling based on de Casteljau recursive algorithm

According to curve control vertex convex combinations of curves and surfaces, the research idea is re-
written [28]. The de Casteljau recursive computation graph of cytoskeleton evaluation can be rewritten as 
the optimized convex combination form as shown in Fig. 4.

Thus, the local geometric shape of cytoskeleton can be rewritten as another form sk, which satisfies the 
recursive convex combination of (5):

Listing 1. Calculate points of cytoskeleton based on de Casteljau recursive algorithm (Algorithm 1)

where k ∈ [0, 1, …, n], 
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Fig. 4. Computation graph of rational curve modeling based on convex combination optimization

Proof: According to (1), the k-order rational basis function expression can be obtained as follows:

When k = 0, dk = 1.
When k > 0, (6) can be written as

According to (1), (2), and basis function property (ii), (7) is substituted into the control vertex and 

summation formula to obtain: 
n = k and n = k–1 are substituted into (2), respectively. (8) and (9) are obtained as
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(9) is substituted into (8), and (10) is obtained as

When 0 < k ≤ n, Bernstein basis function is used to expand (10), and we get

Thus, (5) is proved.
The convex combination algorithm of cytoskeleton data point evaluation is expressed as presented  

in Listing 2.

Experimental results

In this work, the configuration parameters of computer hardware include Intel(R) Core(TM)i5-8400 
CPU @2.80GHz 2.80GHz, 8G memory, 64-bit Windows 10 Pro, and Intel(R)UHD Graphics 630 NVIDIA 
GeForce GTX 1050 GPU. The authors used C++ programming design language and OpenGL 2.2 graph-
ics rendering library. The geometric modeling involves processes of CPU and GPU calculations. In view of 
CPU operations, firstly C++ is adopted to realize the geometric shape mesh point evaluation of Algorithm 1 
and Algorithm 2. Then, these values are successively bound to Vertex Buffer Object (VBO), Element Buffer 
Object (EBO), and Vertex Array Object (VAO), and then imported to the OpenGL graphics rendering library 
for GPU operations. Finally, after the processing of vertex and fragment shaders, a visual model is displayed 
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Listing 2. Calculate points of cytoskeleton based on convex combination optimization (Algorithm 2)
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on the computer screen. In order to verify the modeling efficiency of Algorithm 1 and Algorithm 2 in CAGD, 
we perform modeling experiments on the curve and the surface in terms of the two algorithms. As presented 
in Table 1 and Table 2, the position vector of curve control vertices and the position matrix of surface control 
vertices are provided. 

Table  1
Control points of curve modeling, cm

p
0

p
1

p
2

p
3

[0.0, 3.0, 0.0] [2.0, 7.0, 0.0] [4.0, 7.0, 0.0] [6.0, 3.0, 0.0]

Table  2 
Control vertices of surface modeling, cm

p
ij

0 1 2 3

0 [0.0, 0.0, 2.0] [0.0, 1.0, 2.0] [0.0, 2.0, 2.0] [0.0, 3.0, 2.0]

1 [2.0, 0.0, 0.0] [2.0, 1.0, 0.0] [2.0, 2.0, 0.0] [2.0, 3.0, 0.0]

2 [4.0, 0.0, 0.0] [4.0, 1.0, 0.0] [4.0, 2.0, 0.0] [4.0, 3.0, 0.0]

3 [6.0, 0.0, 2.0] [6.0, 1.0, 2.0] [6.0, 2.0, 2.0] [6.0, 3.0, 2.0]

Without loss of generality, the value of interpolation points t is 40, and ω
i
 = 1. The geometric shape 

visual results of Algorithm 1 and Algorithm 2 are shown in Fig. 5. The control polygon of Algorithm 2 is 
obtained by the convex combination of Algorithm 1. The curves and surface shapes of the desired values 
are similar. However, the geometric curvature obtained by Algorithm 2 is larger than the geometric shape 
of Algorithm 1.

The theoretical time complexities of two aforementioned algorithms are O(n2) and O(n). As the num-
ber of interpolation points in geometric modeling tasks is small, the calculation of the modeling results is 
completed within 1 ms. In order to further test the calculation efficiencies of two algorithms in rice leaf 
cells modeling, the three adjacent mesophyll cells marked in Fig. 1 are selected in this study. For each cell, 

Fig. 5. Geometric modeling of the two algorithms: a – curves; b – surface

a) b)
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we adopt C0 continuous curve combination. In the process of this experiment, it sets 48,000 rendering 
points of cell contour. The achieved results are presented in Fig. 6.

Fig. 6 a, b presents visual images of three cells when all the given control vertexes’ weights ω
i
 =1. When 

the control vertexes adjacent to cells are assigned with different weights, the cells deform. The correspond-
ing results are shown in Fig. 6 c, d. The computational time comparison of two algorithms on the geometric 
modeling of three adjacent rice mesophyll cells indicates that Algorithm 2 is 8 ms faster than Algorithm 1.

Discussions

The study on cell morphology by quantitative method needs to be supported by high-precision and 
high-tech devices. The development and application of biological microscopy enable the researchers to 
collect the geometric information of the microscale objects. A cell is the smallest living system with rel-
atively “short” growth cycle. Traditional biological tests often use biochemistry and genetic methods to 
study some profiles of the cell living system to obtain the relevant information of cell growth. However, we 
are challenged with a comprehensive information integration problem, which is to study the operation of 
cell systems through the integration of multiple systems’ profile knowledge. The virtualization and visual-
ization technologies aim at establishing algorithms and models on computer platform to simulate and ob-
serve the real-world objects as well as to predict the evolution. In addition, it also helps researchers to build 
up the cell growth information models at the biochemical, physical and presentation layers. Moreover, it 
effectively integrates each layer’s cell growth information [2, 4].

CAGD usually uses polynomial to approximate the curve and the surface. The space formed by these 
polynomials is obtained by the affine combination l

n
 of the Bernstein basis function, i.e., l

n
 = a

n
(1 – t) + 

+ b
n
t. Therefore, in view of Bézier type curve and surface, the improved algorithms are classified into two 

types. The first type introduces new combination coefficient variables to increase the degree of shape con-
trol freedom. For example, the combination coefficient (a

n
 , b

n
) is replaced with (λ

n
a

n
 , λ

n
b

n
). The other 

type uses convex combination properties to change the combination ways of polynomials, thus reducing 
the computations [28]. The plant cell walls make the cells with the same type connect closely [31]. In 
this work, the rice mesophyll cells are taken as example, and the studies of two aspects are integrated. In 
addition, this work also discusses the visualization technology of plant call at presentation layer. Moreo-
ver, it studies a set of rapid expression methods in view of plant cell visual modeling. This method designs 
the affine combination algorithm of rational shape control factor λ, and emphatically analyses the time 
complexities of these two algorithms. The modeling calculation time of cell parameter curve and surface 
is shown in Fig. 7.

In the process of cell visualization based on curve modeling, as shown in Fig. 7 a, for every 200 inter-
polation points, the execution time of Algorithm 1 and that of Algorithm 2 are 6.551724 millisecond and 
2.711598746 millisecond, respectively. The execution speed of Algorithm 2 is more significant in terms 
of statistics than that of Algorithm 1. In addition, the p-value of the t-test result of the two groups of data 
is 2.5117e-06 (significantly smaller than 0.01). However, in the process of surface modeling, as shown in 
Fig. 7 b, for the same interpolation points, the execution speed of Algorithm 2 is faster than that of Al-

Fig. 6. Simulated results of cells: a – cytoskeleton; b – Filled color cells;  

c – cells deformation on weight changes; d – Filled color of cells deformation

a) b) c) d)
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In the modern world of IT technologies, there is a trend of ever-increasing flow of network 
traffic, network connections and, consequently, a growing number of vulnerabilities of centralized 
and decentralized systems. The urgency of the research lies in the necessity to modernize and 
improve existing mechanisms for better malicious traffic detection and enhanced security of the 
entire network infrastructure. The paper presents a new approach to network traffic research. The 
advantages of the proposed techniques are given in comparison with modern intrusion detection 
system based on standard algorithms and intelligent methods. The article indicates the direction 
in the area of modernization and improvement of algorithms for detection of network anomalies 
and network intrusions. The main features of the network traffic classification subsystem and 
the logic of work of each stage are displayed, the results of the system research and testing are 
presented, recommendations on the application and practical significance of the developed 
algorithm are described.
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МЕТОДИКА ГИБРИДИЗАЦИИ ИНТЕЛЛЕКТУАЛЬНЫХ 
МЕТОДОВ ДЛЯ РАСПОЗНАВАНИЯ ЗЛОВРЕДНОГО ТРАФИКА

В.Е. Чумаков
Донской государственный технический университет,

Ростов-на-Дону, Российская Федерация

В современном мире IT-технологий наблюдается тенденция постоянно растущего 
потока сетевого трафика, сетевых подключений и соответственно постоянно растущего 
количества уязвимостей централизованных и децентрализованных систем. Актуальность 
темы заключается в необходимости модернизации и усовершенствования уже существу-
ющих механизмов для более точного распознавания зловредного трафика и повыше-
ния уровня защищенности всей сетевой инфраструктуры. Представлен новый подход 
к исследованию сетевого трафика. Описаны преимущества предлагаемой методики по 
сравнению с современными системами обнаружения вторжений, основанными на стан-
дартных алгоритмах и интеллектуальных методах. Обозначены направления в области 
модернизации и усовершенствования алгоритмов по обнаружению сетевых аномалий и 
сетевых вторжений. Отображены основные моменты работы подсистемы классифика-
ции сетевого трафика и логика работы каждого этапа, представлены результаты исследо-
вания и тестирования системы, описаны рекомендации по применению и практической 
значимости разработанного алгоритма.
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Introduction

At present, the quality of commercial information provides the required economic benefits for any line 
of business of modern company, so it becomes important to find methods to protect mission-critical data 
from malfeasance. This allows companies to compete successfully in the labor market.

However, the methods applied in modern systems are not sufficiently effective and use outdated al-
gorithms, provided that the exact characteristics of the attacks are known [2–5, 11–15]. Consequently, 
network attacks are constantly changing, and network traffic has become imperfect information, which 
includes data that is not completely reliable, inaccurate, or uncertain.

In view of this, it can be concluded that nowadays to provide an adequate level of network security the 
use of intrusion and anomaly detection systems (IDS/ADS) is a priority in the construction of network 
infrastructure of any company.

The aim of the developed method is to increase the efficiency of the IDSs through the proposed tech-
niques for hybridization of intelligent methods.

Scientific novelty lies in the developed method of combined attack detection with the help of a two- 
level algorithm for detecting contention mechanisms when classifying mixed network traffic and the possi-
bility of assigning arbitrary nesting of data about a network connection, thereby making it possible to work 
with “raw” data rather than using a well-structured signature base structure, which means that hardware 
attachment disappears when network anomalies are detected.

Existing methods of operation with the IDS/ADS

Modern IDS and ADS are modular architectures and typically consist of three modules, as follows:
1) The information gathering subsystem module, which serves to accumulate primary information on 

the network infrastructure portion protected and collects information both on the circulating network flow 
of the enterprise and on the services in operation, and software on protected workstations [1].

2) The module of the analysis subsystem assumes all the functions of detecting intrusion into the net-
work infrastructure by using the existing analyzers which at the system output either confirm the fact of a 
host being hacked or a penetration into the enterprise network occurring, or disprove the existence of these 
actions by detecting the response of several types, such as false positive or false negative discoveries. As a 
rule, such a module works according to the Bayesian statistics rule, using the following common formula:

where I is responsible for detected intrusions, A
1
, …, A

n
 is a recorded sequence of events, while each indi-

vidual event of Am is a feature accumulation for calculating the estimate of the protected infrastructure, 
and P (I | A

1
, A

2
, ..., A

n
) is the empirical probability of the intrusion into the network infrastructure.

3) The event alert subsystem module which is recorded by the IDS/ADS, in some cases with the possi-
bility of access rights differentiation as several information security officers responsible for monitoring the 
various parts of the network infrastructure often work in the same enterprise.
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Fig. 1. Standard criteria selection algorithm

In addition to the conventional and constantly modernized IDSs, there are also developments similar 
to the system proposed by the author based on the use of neural networks or fuzzy logic [2–5] used. In the 
next section, we will present the advantages of the proposed system as compared to the IDS/ADS and the 
systems being developed based on intelligent methods.

Advantages of the proposed system

After analysis and empirical research, it can be concluded that the existing IDSs have the malfunction 
module algorithm shown in Fig. 1 and the following drawbacks.

Modern IDS/ADS work on the principle of previously developed antivirus solutions, but to detect in-
trusions instead of malicious section of the code, the malicious section of the record in the header of the 
resulting frame is used, which is compared with the available IDS/IPS signature base. Thus, all the above 

Beginning
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mentioned solutions start their activities when a section of the network infrastructure has already become 
contaminated. The signature base must be constantly updated as well, otherwise the system can miss mali-
cious traffic due to outdated information. Thus, the flow of network traffic is exposed to zero-day attacks.

Existing systems based on the use of intelligent methods have other disadvantages. The systems devel-
oped on the basis of neural networks are not used in the branch under consideration due to the prolonged 
model training and the inflexible structure of work. This causes some difficulties in operation with network 
traffic, due to the constantly updated protocols, services and service quality elements (QoS) [6]. Systems 
developed on the basis of fuzzy logic have a very complex business logic of the work of the whole system, 
due to the constantly upgradable mathematical model of the system operation, which in its turn increases 
the malicious traffic detection time, and have a rule base too large to trigger the activation function, there-
by increasing the number of false-negative responses [7].

The hybridization method proposed by the author is primarily aimed at work with input traffic. The 
first step of the proposed system is to pre-process raw data through the machine-learning algorithms. This 
reduces the load on the fuzzy logic module and the number of rules in the rule base by a several-fold factor, 
thereby reducing the operating time of the accumulative apparatus of the activation function triggering.

Research methodology

Currently, network traffic is standardized under different protocols of the common OSI model, which 
consists of seven levels and allows different network devices to interact with each other [8]. However, for 
an intelligent IDS, the input network flow is raw data and a heap about incoming frame, with introductory 
information such as flags, window sizes, packet length and various headers.

The empirical investigation involved the Friday_DDos array, which contains a classified set of weekly 
network traffic with a number of attacks of different type [9]. The array used consists of 80 columns indi-
cating criteria and 215000 rows indicating the number of network connections received. 

As discussed earlier, the standard criteria selection methods have very complex business logic, consist-
ing of different triggers for a positive response to one of the parameters, such as whether the last packet is 
used in a session, whether the batch total is correct, which protocol is used. Therefore, all these parameters 
slow down the system, which in its turn destabilizes the flexibility, modularity and the operating principle 
of the system in real time. 

The method of using machine-learning algorithms proposed by the author makes it possible to correct 
the deficiencies described above. Thus, machine-learning algorithms to recognize already classified at-
tacks in the Friday_DDos set were compared, the results of comparisons are presented in Table 1.

Table  1
Results of comparison of machine-learning algorithms

Accuracy, %

Principal Components Analysis (PCA) 76

Logistic regression 99.7

Support vector machine (SVM) 99.2

K-mean method 99.5

Feedforward neural networks (FF) 89

Decision trees 99

Based on the above table, it can be concluded that four algorithms have shown the highest recognition 
accuracy, but only one algorithm, namely the decision tree algorithm, allows for the informative visualiza-
tion of distribution of the recognition weights. This algorithm was chosen, because the visualization gives 
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the information security officer a great idea of the stability of the recognition system and the absence of 
false positive and negative responses. 

Because the data set used consists of multiple features, the task of identifying the main attribute that will 
be located in the root tree is a complex process. To solve this problem, the algorithm uses several additional 
operations. Consider each of them.

Entropy is used as a definition of the coefficient dimensionality of the information to be analyzed. It is 
worth noting that the higher the indicator, the more difficult it is to draw conclusions when collecting data. 
This parameter is defined by the formula:

where T shows the state of the object, X describes the selected criterion, c is one of the notations in the term 
set, and E is the probability of the object belonging to a process. 

IG is a process that reduces the value of entropy, which is calculated by the following formula:

where (before) is a state of the dataset before the partition, (j, after) is respectively a state after partition, K 
is a number of criteria that are generated for the further partition. 

Gini is a specialized index that determines the value of each element in which the dataset is divided. It 
is calculated by the formula:

where c is also one of the elements of the state and p is defined by the target variable of success.
GR is defined by a gain factor that helps to solve the problem of data increase during the dataset par-

tition, taking into account the number of branches that will grow as the most significant coefficients are 
determined. The formula is as follows:

where (before) is a dataset before the partition by criteria, k is a number of the selected parameters for the 
partition, (j, after) is a subset obtained after the partition of the dataset.

As a result of the operation of the selected algorithm of 80 indicators, the input data is reduced to 4, 
as shown in Fig. 2. Thus, we have 3 levels of immersion and only 4 indicators by which we can classify the 
traffic as malicious, by means of the following piece of code shown in Listing 1.

After an analytical review of the existing classification methods, it can be concluded that modern solu-
tions have a number of shortcomings, namely:

- The input data of such systems is a crisp set like {X, µ*A (x)}, where µ*A (x) is an ownership function, 
which in its turn forces the systems to standardize their solutions to a certain traffic array, thereby skipping 
and not identifying zero-day threats. 
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dot_data = StringIO()

dt_feature_names = list(X)

export_graphviz(clf, out_file=dot_data,

filled=True, rounded=True,

special_characters=True,class_names=['Benign','Ddos'],max_depth=3, 

feature_names=dt_feature_names)

graph = pydotplus.graph_from_dot_data(dot_data.getvalue())

Image(graph.create_png())

Listing 1. Start of the Decision Trees algorithm

Fig. 2. Result of the algorithm operation

- As an activation function, a condition of compliance with a signature base within the standard solu-
tions and a set of several activation functions with fuzzy logic to partition a strongly expanding rule base 
are used.

- The size of the rule base is hundreds of thousands of conditions for different protocols, various levels 
of interaction, and distinct scenarios of potential penetrations into the network infrastructure.

The solution for hybridization of machine-learning algorithms and fuzzy logic proposed by the author 
makes it possible to eliminate the listed disadvantages. It is proposed to use the Mamdani architecture as 
a fuzzy logic model, which in our case consists of 4 input functions obtained after the operation of the 
machine-learning algorithm, the module of calculation and activation of the activation function, and 1 
output function, which is responsible for the classification of traffic as legitimized, malicious or mixed. 
The structure of this model is shown in Fig. 3.

As an activation function, we use a triangular function that has three points (a, b, c), two of which 
determine the position on the X-axis and one which is the vertex of the triangular function determining 
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Fig. 3. Mamdani model structure

the position on the Y-axis [10]. According to this function, its value F (x) is calculated by the following 
formula:

( )

( )

1 , ,

F x 1 , ,

0, ; .

b x a x b
b a
x b b x c
c b
x a d

−
− ≤ ≤

−
−= − ≤ ≤
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∉

(6)

After processing raw data as incoming network traffic and identifying markers through machine-learn-
ing algorithms, fuzzy logic model identification and activation function construction, direct recognition 
of incoming network connections is carried out in several steps, namely:

1. The first step is a procedure of fuzzification. At this stage, the degree of ownership of the function 
for the extremities of each input variable was determined. To do this, the following code fragment, shown 
in Listing 2, must be executed:

Fwd_lo = fuzz.trimf(Fwd_Packet_Length_Max, [0, 0, 21])

Fwd_md = fuzz.trimf(Fwd_Packet_Length_Max, [17, 20, 25])

Fwd_hi = fuzz.trimf(Fwd_Packet_Length_Max, [22, 27, 27])

Total_lo = fuzz.trimf(Total_Length_of_Fwd_Packets, [0, 0, 19])

Total_md = fuzz.trimf(Total_Length_of_Fwd_Packets, [10, 18, 22])

Total_hi = fuzz.trimf(Total_Length_of_Fwd_Packets, [21, 27, 27])

Init_lo=fuzz.trimf(Init_Win_bytes_forward,[0,0,255])

Init_md=fuzz.trimf(Init_Win_bytes_forward,[220,250,300])

Init_hi=fuzz.trimf(Init_Win_bytes_forward,[260,300,300])

Bwd_lo = fuzz.trimf(Bwd_Packet_Length_Min,[0,0,1180])

Bwd_md=fuzz.trimf(Bwd_Packet_Length_Min,[900,1180,1300])
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Listing 2. Start of the procedure of fuzzification

Listing 3. Start of the cut off procedure

Listing 4. Start of the accumulation procedure of the truncated functions

Listing 5. Start of the defuzzification procedure

Bwd_hi=fuzz.trimf(Bwd_Packet_Length_Min,[1190,1300,1300])

tip_lo = fuzz.trimf(x_tip, [0, 0.2, 0.5])

tip_md = fuzz.trimf(x_tip, [0.5, 0.65, 0.79])

tip_hi = fuzz.trimf(x_tip, [0.8, 0.89, 1])

tip_activation_lo = np.fmin(active_rule6, tip_lo)

tip_activation_md = np.fmin(serv_level_md, tip_md)

tip_activation_hi = np.fmin(active_rule7, tip_hi)

active_rule1 = np.fmax(qual_level_lo, serv_level_lo)

active_rule4=np.fmax(active_rule1,Init_level_lo)

active_rule6=np.fmax(active_rule4,bwd_level_lo)

active_rule3 = np.fmax(qual_level_hi, serv_level_hi)

active_rule5=np.fmax(active_rule3,Init_level_hi)

active_rule7=np.fmax(active_rule5,bwd_level_hi)

aggregated = np.fmax(tip_activation_lo,

                 np.fmax(tip_activation_md, tip_activation_hi))

tip = fuzz.defuzz(x_tip, aggregated, 'centroid')

tip_activation = fuzz.interp_membership(x_tip, aggregated, tip)

2. This was followed by a cut off procedure for one part of a separate rule and ownership function. To 
do this, the following code fragment shown in Listing 3 must be executed:

3. Then the truncations of the function obtained at the second stage were accumulated by calculating 
the maximum value from the presented fuzzy sets. To do this, the following code fragment shown in List-
ing 4 must be executed:

4. The final step is a defuzzification procedure. That is, at this stage, fuzzy procedures were brought 
to crisp sets in order to obtain a crisp classification of traffic according to one of the indicators contained 
in the term set. The centroid method and the following fragment of the code shown in Listing 5 were used 
for defuzzification:

After the completed stages, the system was tested for recognition of the legitimacy of traffic, potential 
attack, zero-day attack and the actual state of the system during the penetration.

Thus, when the values of the attributes selected by the machine-learning algorithm are like presented 
in the figure below the operation of the algorithm is tested.
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Fig. 4. Recognition testing on the potential penetration into the network infrastructure

Fig. 5. System testing to classify network legitimate traffic

Fig. 6. Recognition testing on zero-day vulnerability
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Fig. 7. System testing for current attack recognition

After a series of experiments, it can be concluded that the system performs its task and classifies net-
work traffic as a potential attack (Fig. 4), legitimate traffic (Fig. 5), a zero-day attack (Fig. 6) or a current 
attack (Fig.7).

Conclusion

In conclusion we can say that the developed technique for hybridization of intelligent methods based 
on the preprocessing of network traffic, through the machine-learning algorithm and subsystem operation 
of fuzzy logic for recognition of malicious traffic, enables a reduction of a number of false responses and 
improves the efficiency of detecting network anomalies by an average of 15-17 % compared to the standard 
methods in the field under consideration.

The advantages of the developed technique include the possibility to reduce the rule base for fuzzy logic 
subsystem by 16 % compared to the existing IDS developments based on fuzzy logic, due to the preproc-
essing of raw data and reducing key parameters by a several-fold factor, on the basis of which the network 
traffic classification is carried out. As a result of system testing for 215000 connections after data preproc-
essing, only 4 parameters have been selected and the rule base has only 6 rules. 

Thus, a technique for combined searching of attacks based on the detecting of abuse and network 
anomalies has been developed during the study. A new approach to network traffic processing is presented, 
which consists in predicting the target variable value on the basis of several variables at the input rather than 
on the use of known signature bases. The advantages of the proposed anomaly detection system architec-
ture are shown and the results of the testing on weekly network traffic are given. 

It can be concluded that the developed approach completely fulfils the given tasks and can be used both 
to detect the known, previously encountered attacks and to detect the new ones. The algorithm makes it 
possible to reduce the number of questionable and controversial responses and can also be used in the de-
velopment of new solutions for detecting network anomalies and malicious network traffic.
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Development of the industrial Internet concept dictates the need for identification and 
improvement of approaches, models, and methods for analyzing the state of the Internet of 
Things. Implementation of modern industrial, social, and household systems is impossible 
without the use of artificial intelligence methods in the machine-to-machine communication 
of individual elements, automatic data collection, analysis, and storage. The paper presents an 
approach to identifying the state of devices based on the application of classification technology, 
which implements compositions of independently trained algorithms processing time series, 
reflecting the functioning of elements during the implementation of processes. The application 
of the proposed solution allows parallel processing of information received from the device, 
which enables scaling. The developed approach was tested on time series sequences, obtained 
experimentally in different operating conditions, and processed by a sequence of classifiers. 
The paper presents the results of the probability estimate of erroneously classified states. The 
main advantages of the proposed solution are relatively small requirements to computational 
resources, simplicity of implementation, and the ability to scale by adding new classification 
algorithms.
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Развитие концепции промышленного Интернета обусловливает необходимость 
поиска и совершенствования подходов, моделей и методов анализа состояния элемен-
тов Интернета Вещей. Реализация современных индустриальных, промышленных, со-
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циальных и бытовых систем невозможна без применения методов искусственного ин-
теллекта межмашинного обмена отдельных элементов, автоматического сбора, анализа, 
хранения данных. В статье представлен подход к идентификации состояния устройств, 
основанный на использовании технологии классификации, реализующей композиции 
независимо обученных алгоритмов, обрабатывающих временные ряды, отражающих 
функционирование элементов во время выполнения процессов. Применение предла-
гаемого решения позволяет осуществлять параллельную обработку поступающей от 
устройства информации, что дает возможность масштабирования. Разработанный под-
ход протестирован на последовательностях временных рядов, полученных экспери-
ментальным путем в различных условиях функционирования, обработанных последо-
вательностью классификаторов. Приведены результаты оценки вероятности ошибочно 
классифицированных состояний. Основными достоинствами предложенного решения 
являются относительно небольшие требования к вычислительным ресурсам, простота 
реализации, возможности по масштабированию путем добавления новых классифици-
рующих алгоритмов.

Ключевые слова: анализ состояния, Интернет Вещей, дискриминантный анализ, мо-
ниторинг состояния, алгоритм классификации, байесовский классификатор, деревья 
решений.
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Introduction

Rapid development of the Internet of Things (IoT) concept based on wireless technologies, cloud com-
puting, and distributed systems is a fundamental trend for information and cyber-physical systems. Imple-
mentation of modern industrial, social, and household systems is impossible without the use of artificial 
intelligence methods in the machine-to-machine communication of individual elements, automatic data 
collection, analysis, and storage. The common usage of various sensing elements and networks is focused 
on the solution of a large number of industrial and household tasks as well as social needs with minimum 
human participation. It brings undeniable advantages, on one hand, and determines the necessity to solve 
problems of state analysis and reveal functioning anomalies connected with failures, malfunctions, and 
incorrect process execution, on the other hand.

Interaction of IoT components with each other through the external environment predetermines the 
need to create various condition monitoring systems, which provide secure machine-to-machine com-
munication, network access, data transfer, routing, intelligent data processing, etc. At the same time, it is 
necessary to take into account the dynamic development of information systems, assuming simultaneous 
use of both “old” and “new” devices of various developers, a large number of exchange protocols, and data 
processing in conditions of constant addition of new segments. 

Production processes of typification and unification of separate computing elements, lack of proper 
physical security of the IoT elements that results from being outside the controlled zone of devices, the 
possibility of situations related to firmware upgrades, software updates, information collection, and access 
to standard devices allow the use of reverse engineering methods to improve condition monitoring in var-
ious operating modes.

Thus, the task of the condition monitoring system development for IoT devices appears where one of 
the directions presents the development of algorithms, models, methods of processing and analysis of the 
side channels data containing information about the ongoing process, as is proven in papers [5–8].
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Execution of instructions and predefined sequences of actions is put in correspondence with the per-
missible values of functioning parameters that are registered through various channels. Detectable values 
form time series on the basis of which, with the use of methods of machine learning and statistical analysis, 
templates are determined, and normal and abnormal states are calculated.

Available approaches

During the operation of IoT devices, collisions may arise both at the level of the information system and 
a stand-alone device. For example, the introduction of software and hardware firmware upgrades, contain-
ing errors in the manufacture of household devices, such as routers, printers, and webcams, was associated 
with a number of situations that resulted in the loading of channels. Such loading limited the processes of 
receiving and transmitting information, as demonstrated in works [10–12].

To prevent such incidents, improvement and adaptation of models and methods of condition moni-
toring aimed at evaluating functionality and performance take place. These are based on the principles 
of statistical analysis, cause-effect analysis, transitions, and formation of precedent and event models, as 
described in papers [5–9].

Models based on statistics accumulate information about the functioning parameters in different modes 
and states, and later, with the purpose of the abnormal situation detection with the help of methods of neu-
ral networks, Markov models, machine learning, and others, tuples of features are processed, according to 
monograph [13] and paper [14].

For the detection of internal failures and malfunctions of functioning devices, monitoring programs 
are used that monitor execution of code segments and destabilizing situations such as buffer overflow, as 
demonstrated in works [8, 12–16].

Another direction is the processing of side channels, where the state is analyzed using time series of 
parameters reflecting changes in CPU utilization, internal memory usage, and intensity of message ex-
change, according to monograph [17] and papers [18–20].

The variety of IoT elements, a large number of objects, interaction protocols, data processing technol-
ogies, heterogeneity of formats, constantly changing architecture, and configuration changes may lead to 
various failures and malfunctions affecting the functioning parameters. Analysis of values of side channels 
(for example, electromagnetic and acoustic radiations, voltage, and power consumption) during the exe-
cution of various operations and instructions by the device makes it possible to implement external, rela-
tively independent, not consuming computing resources of the IoT devices for the condition monitoring 
system [21–23].

Research objective 

The development of IoT devices, software, and hardware is carried out using standard microchips and 
standard libraries of different manufacturers and developers. Methods of rapid development of software 
and hardware parts, which make it possible to use ready-made components of different manufacturers, 
lead to the devices starting to represent a “black box”.

IoT devices do not have vast computational resources and have a limited set of executable instructions, 
which permits consideration and identification of a relatively small number of states and their transitions. 

During operation, the processes of IoT devices run in the dynamics, while many parameters are changed 
simultaneously.

The state of the external environment u(t), caused by the receipt of control instructions to the device, 
reception and transmission of messages, and the element functioning, determined by the internal situa-
tions of data processing and implementation of computational algorithms, characterized by the transient 
characteristics h(t), makes it possible to consider the device as a dynamic system. There are q inputs and 
d outputs, according to manual [11]; a control instruction and the values of the environment variables are 
supplied to the input. Then signals S(t) (for example, indicating the resource load) appear at the output. 
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These signals are recorded by different sensors. The values of signals received through external channels 
contain the values of the noise component ν(t), determined by the properties of the measuring device, 
characteristics of the received signal, etc.

The state model of the IoT device is determined by the ratio presented in paper [12]:

0 0
1 1 1

( ) ( ) ( ( ), ( )) ,
q d dt t

i ij j j
i j j

u t h t d f s t t d
= = =

− τ τ = − τ ν − τ τ∑∑ ∑∫ ∫ (1)

where q is the number of source channels; h are transient responses of the i-th channel for the j-th channel, 
registering sensor values received through the channel; f is the function of measured values.

At discrete instants of time of device operation t
0
, t

1
, …, t

n
, registration of vectors of numerical sequenc-

es takes place. Values X(t) reflect data received from the sensors, containing a mixture of wanted signal S(t) 
and the noise expressed by the parameter ν(t):

where vector X represents the result of mixed, mutually independent signals S(t) with distortion of the 
noise component ν(t). Vector X represents a time series of values received from recording devices.

Vectors X
1
, X

2
, …, X

n
 reflect the process behavior in multidimensional coordinate space and define a set 

of states Z. The states are separated by a set of classes C, where the subsets are divided into dangerous C
1 

and safe C
2
 states.

Thus, there is a labeled finite training set:

It is necessary to build a classification algorithm a of an input vector X
i
 for the representation Z → С.

Proposed approach

The labeled training set contains values of time series from recording devices in predefined states and 
modes of operation. The known states {z

1
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} ∈ Z are defined only for the objects of the observed se-

quences {(x
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From the investigated IoT device, a random vector function X(t) = f(S(t), v(t)) is observed in the inter-

val t
0
 ≤ t ≤ T, where time series x

i
 = X(t

i
) is registered at discrete instants of time t

0
, t

1
, …, t

k
.

A set of state classes C = {c
0
, c

1
, ..., c

n
} has been determined, in one of which at the discrete instant of 

time t
j
 the system can be located.

There are k classifiers a
i
, I = 1, …, k trained independently of each other; X – a variety of feature  

sets; a
i
(x

i
) → c

j
 ∈ C – response of the i-th classifier;               – a posteriori probability for the i-th  

classifier after training;        – weighting factors;                          – the general classifier.

Such models can be trained independently of each other, which makes it possible to parallelize process-
es. The proposed approach to state identification distinguishes itself by the use of the classification tech-
nology, which implements compositions of independently trained algorithms. These algorithms process 
time series and reflect the functioning of the device during the process execution. It makes it possible to 
determine the device state without increasing the volume of the stored information.

Experiment

The analysis of the above approach was carried out based on the experiment, during which the state de-
termined by the data processing algorithm of the computational node was identified. Time series reflecting 
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computational resource load recorded by the monitoring program were used as input data. The schematic 
course of the experiment is presented in Fig. 1.

Various algorithms were run on the computing device. Only background processes were functioning in the 
state Z

1
. In the second case, node C acted as a transit node, transmitting the incoming information without 

processing (state Z
2
). In the third situation (state Z

3
), besides the processes of receiving and transmitting, pro-

cesses of searching for predetermined information were additionally carried out (Fig. 2–5).
In the course of the experiment, the classification algorithms a

j
 of the input vector X

i
 for the representa-

tion Z → C were considered. Operating classifiers {a
1
, a

2
, ..., a

k
} ∈ k = 4 (Naive Bayes classifier, decision 

trees, discriminant mining, and k-nearest neighbor algorithm), trained independently of each other, pro-
duced sequences of results 

The resulting class c
i
 of the state z

i
 predicted by each model is determined by averaging the values of the 

calculated probabilities:

Fig. 1. Schematic course of the experiment

Fig. 2. Example of a sample of resource loading, expressed in percent  

(from top to bottom – network and processor, respectively), from time samples 

(time reports from 0 to 140) for the state Z
1

0 0 0 01 1 1 1
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Fig. 3. Example of a sample of resource loading, expressed in percent  

(from top to bottom – network and processor, respectively), from time samples 

(time reports from 0 to 140) for the state Z
2

Fig. 4. Example of a sample of resource loading, expressed in percent  

(from top to bottom – network and processor, respectively), from time samples 

(time reports from 0 to 140) for the state Z
3

Table 1 presents the probabilities of erroneous classification obtained as the result of applying several 
“weak” classifiers trained in advance on the labeled sample of classifiers   : the Naive Bayes classifier, 
decision trees, discriminant mining, and k-nearest neighbor algorithm.

Table  1
Probability of erroneously classified sample values

Classifiers Cluster 1 Cluster 2 Cluster 3 Total for sample

Naive Bayes classifier 0.18 0.02 0.02 0.07

Discriminant mining 0.16 0.02 0.02 0.07

Decision tree 0.08 0.04 0.04 0.05

k-nearest neighbor algorithm 0.2 0.08 0.06 0.11

ica
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Fig. 5. Results of states on two-dimensional coordinate axes

Fig. 6. Probabilities of erroneous classification

k

B

Fig. 6 presents a visualization of the probability estimate of erroneous classification.
The overall accuracy of the approach on the obtained experimental data for the case of full classifi-

cation amounted to 0.93. At the same time, it should be noted that the data were not pre-processed or 
cleaned from noise, and the sampling rate of the obtained values was relatively low.

Thus, the proposed approach allows us to determine the class of the current state. The presented solu-
tion can be used as a theoretical basis for the integration of machine learning methods in the state analysis 
of the information security of IoT devices.

Conclusions 

Analysis of a large number of different dynamically changing indicators in order to determine the states 
of IoT devices represents a time-consuming process that requires automation.

The heterogeneous characteristics of sequences received from recording devices in different modes 
of operation are unbalanced, and they have “emissions” that cannot always be separately identified by 
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different classifiers in a correct manner. Application of a sequence of different classifiers has an impact 
on the results of the method and makes it possible to avoid detailed analysis of possible hidden patterns, 
deregulation, and correlation of sequences.

The proposed approach is focused on using several classifiers, which produce a response independently 
from each other and average the error by “collective voting”.

The use of classifiers in a parallel mode of processing of incoming sequences allows to reduce the pro-
cessing time when determining the current state class.

The main limitation of the proposed approach is the necessity to select synchronized time series from 
recording devices, and in case of averaging – the lengths of the considered intervals. 

The main advantages of the proposed approach are relatively small requirements to computational re-
sources, simplicity of its implementation, and the possibility of scaling by adding new classifiers.
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Digital-to-analog converter (DAC) is widely used in modern integrated electronics, 
converting digital signals into analog ones. This paper considers an R-2R structure DAC, its 
operation principle and static characteristics: integral non-linearity (INL) and differential non-
linearity (DNL). For the accuracy of this DAC conversion, it is important that the element 
resistance ratio is maintained for the entire circuit. The authors considered the influence of 
random and systematic errors of DAC elements resistances on the transfer function and static 
characteristics of DAC, as well as the use of special DAC element placements to compensate for 
systematic errors. Systematic errors are presented as three types of gradients: linear, quadratic 
and central quadratic. These gradients were modeled in MATLAB. Using the MATLAB script, 
the authors calculated the static characteristics of the R-2R DAC for two resistor placements: 
regular and common centroid, taking into account the impact of three different gradients. These 
placements were compared based on the modeling and calculation results.
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МОДЕЛИРОВАНИЕ ВОЗДЕЙСТВИЯ ТЕХНОЛОГИЧЕСКОГО 
РАЗБРОСА НОМИНАЛОВ ЭЛЕМЕНТОВ  

НА СТАТИЧЕСКИЕ ХАРАКТЕРИСТИКИ ЦАП ТИПА R-2R
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ЦАП широко используются в современной интегральной электронике, осущест-
вляя преобразование цифрового сигнала в аналоговый. В статье рассматривается ЦАП 
структуры R-2R, его принцип работы и статические характеристики: интегральная 
нелинейность (INL) и дифференциальная нелинейность (DNL). Для точности преоб-
разования данного ЦАП важно, чтобы соотношение сопротивлений элементов сохра-
нялось для всей схемы. Изучено влияние случайных и систематических погрешностей  
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номиналов резисторов на выходную и статические характеристики ЦАП, а также исполь-
зование специальных расстановок элементов ЦАП для компенсации систематических 
погрешностей. Систематические ошибки представлены в виде трех типов градиентов: 
линейного, квадратичного и центрального квадратичного. Выполнено моделирование 
данных градиентов в MATLAB. С помощью скрипта MATLAB сделан расчет статических 
характеристик ЦАП R-2R с учетом воздействия трех различных градиентов при двух рас-
становках резисторов: «обычная» и «с общим центром». По результатам моделирования 
и расчета выполнено сравнение данных расстановок.

Ключевые слова: цифро-аналоговый преобразователь, R-2R, линейный градиент, ква-
дратичный градиент, MATLAB, расстановка с общим центром.
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Introduction

Digital-to-analog converters (DAC) are widely used in modern complex mixed-signal integrated cir-
cuits, performing a conversion of a digital signal into an analog one. There are various types of DACs, 
which convert input signals with different resolutions into the output analog voltage or current. All digi-
tal-to-analog converters can be divided into the two main groups: serial and parallel DACs [1].

A DAC based on resistive matrix R-2R belongs to the parallel DACs of the binary architecture, since 
the output signal is formed by summing the voltages from the switched weighting elements [2]. In general, 
the weighting elements are resistances and, according to the weighting method, they are formed as a resis-
tive ladder [1]. The schematic of an ideal 8-bit R-2R DAC is shown in Fig. 1.

As a rule, DAC converts an input signal from the digital binary code to the output continuous voltage. 
The output analog signal formed as a sum of the voltages at the DAC inputs is multiplied by the appro-
priate weighting coefficients. In the ideal case, when manufacturing DACs, there is no weight element 
ratio error, so the resistor ratios from the R-2R ladder are precisely matched and the DAC weights can be  
2(–(N – i + 1)), where “N” is the DAC resolution, “i” is the bit number [3]. In reality, there are always random 
and systematic errors due to imperfectly matched resistors from the R-2R ladder [4]. To minimize DAC 
conversion error, it is necessary to maintain a certain ratio between R and 2R resistances [5–6]. 

Random errors are the component (e.g. weighting components – resistors) errors that occur during 
chip production. They can be calculated within the normal distribution with the manufacturer’s specified 
variation. Systematic errors are the errors caused by external factors affecting all weighting elements simul-
taneously and depending on the placement of each element on the chip [7].

Fig. 1. Schematic of an ideal R-2R DAC based on a resistive ladder
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The problem of systematic errors

In this paper, we will consider systematic errors affecting R-2R resistances. To reduce random errors, 
geometric dimensions of the weighting components can be increased [8–10]. Therefore, random errors 
become insignificant and the impact of systematic errors increases. Thus, the impact of a systematic error 
typically prevails over that of a random error.

Under certain assumptions, systematic errors can be represented with some accuracy in the form of a 
linear or quadratic gradient [11–13] describing the deviation of the weight elements (resistances) placed 
on a chip. In order to solve the problem of the negative impact of these gradients, which leads to increased 
DAC integral and differential non-linearities, designers widely use gradient-compensated placement for 
the weighting elements where gradient is compensated and the matched resistance ratio for all elements is 
preserved [14].

On the one hand, the optimal placement of DAC array elements in terms of minimizing the area oc-
cupied on the chip and the absence of parasitic capacitances implies simplification of the connection and 
reduction of parasitic capacitances [1]. However, this placement can be susceptible to various systematic 
errors which have a negative impact on DAC characteristics [15]. 

Simulation by MATLAB script

In order to find a compromise between gradient compensation and connection simplification, it is 
necessary to evaluate DAC characteristics (in particular, integral and differential non-linearity) for the 
given placement of the weighting elements (resistors). The MATLAB script used in this paper can simulate 
horizontal and vertical gradients on the weighting elements placed on the chip. The script allows to model 
three types of the gradient: linear, quadratic and central quadratic (Fig. 2).

The script also calculates the actual weighting coefficients and the DAC transfer characteristic taking 
into account the non-idealities of the resistance values. The R-2R array element placement is formed as 
a number matrix with the element numeration strictly ordered as shown in Fig. 3. The proposed script is 

Fig. 2. The gradient map simulation: a – linear; b – quadratic; c – central quadratic

a)

c)

b)
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Fig. 3. R-2R weighting elements

suitable for any number of the weighting elements on a chip, as well as for any DAC resolution; the calcu-
lation of integral nonlinearity (INL) and differential nonlinearity (DNL) is also included in the MATLAB 
script.

Comparison of the various ways of placing R-2R array elements on a chip is studied and static DAC 
characteristics are evaluated (in particular, INL and DNL) for a given type of gradient and the placement 
of DAC weighting elements on the chip. The script produces the following graphs:

1. Transfer characteristic – relationship between the value of the output voltage V
out

 and the given DAC 
input code.

2. DNL – deviation of an output step from the ideal analog LSB value scaled to the value of conversion 
step (LSB).

3. INL – deviation of the actual transfer characteristic from the ideal transfer curve for each output 
level scaled to the value of conversion step (LSB) [16].

Comparison of two placements

In this paper, we consider two choices for the placement of the 8-bit DAC weighting elements: with 
a common center (“common-centroid”) and without compensation for distortion (“regular”). The first 
one was designed to achieve full compensation of the linear gradient and the second one was chosen as the 
simplest in terms of connections and the area on the chip.

The “common centroid” placement is an example of a linear gradient compensation layout, but it 
occupies a large area on a chip and it is difficult to connect the elements with each other due to the signifi-
cant distance between them and possible connection crossings [17]. The “regular” layout without gradient 
compensation was chosen as the smallest placement area with the simplest connection of elements. Script 
examples with these placements are shown in Fig. 4. Numbers from 0 to 16 in the matrix denote R-2R 

Fig. 4. Code example of the weighting elements matrix:  

a – “common centroid” placement; b – “regular” placement

a)
b)
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matrix elements according to the numeration in Fig. 3, which includes the resistance of the given weighting 
element. The number “–1” denotes an empty cell.

Three types of gradients were simulated separately: linear, quadratic and central quadratic. The max-
imum gradients value was limited to 20 %. Each gradient was set on both axes. Taking the gradients into 
account, DAC output characteristics were calculated for two placements (“common centroid” and “re- 
gular”), as well as DNL and INL, scaled to the value of the minimum step of the transfer characteristic, 
which is LSB (least significant bit). The results of the modeling are given in Table 1.

Table  1
Simulation results

Gradient type
Maximum value of DNL, LSB Maximum value of INL, LSB

“regular” layout “common 
centroid” layout “regular” layout “common 

centroid” layout

Linear –6.894 ~10-14 13.590 ~10-14

Quadratic –3.027 –0.901 6.234 2.174

Central quadratic 0.742 –3.553 0.910 8.191

For the linear gradient, the best placement was of the “common centroid” type. According to the 
modeling result, it allows INL of the order of 10-14 LSB, which is comparable to the accuracy of MATLAB 
calculations.

For the quadratic gradient, the “common centroid” placement is less suitable than for a linear gradi-
ent, as INL in this case reaches 2.174 LSB. This value is higher than acceptable (INL can be considered 
acceptable if not higher than ±1 LSB, acceptable DNL does not exceed ±0.5 LSB). However, compared 
to the “regular” placement, the “common centroid” placement result was better.

For the central quadratic gradient, the best placement was the “regular” one. It gives the maximum 
DNL = 0.742 LSB and INL = 0.910 LSB, while in the “common centroid” arrangement these values are 
–3.553 LSB and 8.191 LSB, respectively. INL plots for this gradient are shown in Fig. 5.

Conclusion

This paper considered the non-linearities in the R-2R DAC static characteristics caused by systematic 
errors of the weighting elements (resistances). A MATLAB script was developed to simulate these errors 

Fig. 5. INL plots for the central quadratic gradient simulation:  

a – “common centroid” placement; b – “regular” placement

a) b)
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in the form of matrix gradients and to calculate the static DAC characteristics taking into account these 
gradients for different weighting elements placement. INL and DNL were estimated for three types of 
gradients (linear, quadratic, central quadratic) and for two types of placements (“regular” and “common 
centroid”). The result shows that the “common centroid” placement is better for both linear and quad-
ratic gradients. On the other hand, the “regular” placement is better for the central quadratic gradient. In 
addition, the MATLAB script written in the process of the research can be further used to model gradient 
impact on various R-2R DAC weighting element placements and DAC static characteristics.
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The article describes the device for telemetry and control of the technical state of chemical 
current sources. The controlled parameters are the residual capacity, voltage, discharge current, 
temperature of current sources. The article presents a functional scheme of the device, its feature 
being galvanic isolation of the current source circuit and the monitoring device. To provide 
galvanic isolation, the authors propose a circuit solution for non-contact current measurement 
in order to reduce the error in measuring currents of various magnitudes. An asynchronous 
parallel-serial data transfer interface is used for the exchange with the upper-level system. The 
article describes the algorithm of telemetry device operation, which is implemented for the 
1887VE4U microcontroller. When developing the device, the main difficulty was the need to 
ensure the minimum weight and dimensions and use only domestic-made electronic components 
to comply with the import substitution strategy in the Russian economy.
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УСТРОЙСТВО ТЕЛЕМЕТРИИ И КОНТРОЛЯ ТЕХНИЧЕСКОГО 
СОСТОЯНИЯ ХИМИЧЕСКИХ ИСТОЧНИКОВ ТОКА

И.Г. Балабан, А.Л. Балабан, А.А. Ховпачев, Е.В. Шилин
Южно-Российский государственный политехнический университет 

(НПИ) им. М.И. Платова, г. Новочеркасск, Российская Федерация

Описано устройство телеметрии и контроля технического состояния химических 
источников тока. Контролируемыми параметрами являются остаточная ёмкость, на-
пряжение, разрядный ток, температура источников тока. Приведена функциональная 
схема устройства, особенностью которой является обеспечение гальванической раз-
вязки цепи источника тока и устройства контроля. Для обеспечения гальванической 
развязки предложено использовать схемотехническое решение для бесконтактно-
го измерения тока с целью снижения погрешности при измерении токов различной 
величины. Для обмена с системой верхнего уровня использован асинхронный па-
раллельно-последовательный интерфейс передачи данных. Описан алгоритм работы 
устройства телеметрии, который реализован для микроконтроллера 1887ВЕ4У. При 
разработке устройства основная трудность заключалась в необходимости обеспечить 
минимальные массогабаритные параметры и использовать электронные компоненты 
только отечественного производства в рамках реализации стратегии импортозамеще-
ния в экономике России.

Information, Control and Measurement Systems
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Introduction

Chemical current sources (CСS) are widely used in everyday human life (uninterruptible power sup-
plies, cars, household appliances, etc.) and in various industries (for autonomous power supply of civilian, 
military, space and other specialized equipment). 

When supplying power to industrial facilities, two types of CСS are used: primary batteries and second-
ary batteries. The most common batteries are saline, alkaline, lithium. Lithium cells and batteries from the 
listed are the most energy-intensive and capable of delivering powerful current pulses.

The problem of diagnosing the state of CСS and the possibility of predicting their performance is one 
of the central problems of the production and operation of current sources [1]. According to the require-
ments for the operation of lithium CСS for long-term and high-quality operation, as well as their timely 
replacement, it is necessary to ensure control of the main parameters – residual capacity, voltage and 
discharge current. 

There is a term “smart” CСS [2]. It is a current source, which contains a parameter monitoring device 
and sends information about the current state of the battery, discharge current, voltage, capacity and tem-
perature of the battery to the monitoring system in real time. Such control devices must have minimum 
weight and dimensions.

Reducing the influence of the human factor, labor intensity of maintenance and the need for remote 
diagnostics during battery operation is an important task and requires introducing monitoring and diag-
nostics devices into the electric power facilities [3–10]. In addition, one of the problems arising during 
the operation of lithium batteries is the absence or insufficient number of effective methods and devices 
for non-destructive and continuous monitoring of parameters in all operating modes, including during 
operation [11].

There are many methods for determining capacity. These can be methods based on measurements of 
the open circuit voltage [12], discharge voltage [13–19], internal resistance of a CСS [20–23], as well as 
density, optical refractive index, dielectric constant of the electrolyte, intensity of infrared radiation emit-
ted by the outer surface of the CСS [24, 25].

For lithium power sources, the number of successfully tested methods is limited due to the peculiarities 
of such power sources. These methods include: impedance measurement, fluctuation of the discharge 
voltage, assessment of the discharge current at constant and pulse current, microcalorimetry [1].

The method of potentiostatic diagnostics of the capacity of an active electrode of a nickel-cadmium 
battery, which is based on the relationship between the current arising during potentiostatic polarization of 
a nickel oxide electrode, and the residual capacity is given in [26]. However, this method for determining 
capacity is only intended for a nickel-cadmium battery.

Devices for monitoring the state of CСS are proposed in [27–32]. A device for measuring direct cur-
rent with galvanic isolation was proposed in [33]. The disadvantage of these devices is that they do not 
simultaneously measure the voltage, discharge current, residual capacity and temperature of the CСS. In 
addition, the overall dimensions of the devices are not indicated.
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A computer system for monitoring the parameters of power supplies consisting of CСS is proposed in 
[34]. The monitored parameters include voltage, current and discharge time. However, the system does 
not take into account the residual capacity of the CСS, and also has large weight and size characteristics.

The known devices for monitoring the parameters of the CСS do not meet all the necessary require-
ments for the quantity and quality of the monitored parameters, permissible weight and dimensions, and 
the possibility of information communication with upper-level systems.

The authors have developed a device that allows continuous monitoring of the CСS parameters. The 
introduction of a telemetry and parameter control device into the CСS makes it possible to create a 
“smart” battery and to simplify obtaining objective information about the current state of the battery. The 
information obtained will make it possible to analyze the operation of batteries in order to increase their 
reliability, determine ways to improve equipment and establish the causes of its failures.

Within the framework of the implementation of the import substitution strategy in the Russian econo-
my, only domestic-made electronic components were used in the development of the device.

Functional scheme of the device

The developed device consists of the following functional units: non-contact current measurement 
unit, voltage measurement unit, temperature measurement unit, microcontroller (MC), power supply.

The functional scheme of the current measurement unit is shown in Fig. 1.

Fig. 1. Functional scheme of the current measurement unit
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The non-contact current measurement unit implements the circuit design developed by the authors 
for the contactless current measurement, in which three current measurement subranges are used in order 
to reduce the error. Contactless measurement is implemented using a compensation current sensor of 
our own production, since the existing current sensors either cannot be used in terms of design, weight or 
dimensions, or are not produced in the Russian Federation (for example, manufactured by LEM [35]).

The current sensor consists of a toroidal ferromagnetic core, a compensation coil L1, consisting of 
10,000 turns, and a Hall sensor U1 PKHE61A1 [36], which is installed in the gap of the core with a wound 
compensation winding. 

The proposed circuitry principles of non-contact current measurement make it possible to galvanically 
isolate the battery circuits and control circuits in order to prevent the destruction of the controlled battery 
in the event of the control device malfunction.

The amplified voltage from the Hall sensor is used in the compensation type sensors to generate a com-
pensation current I

c
 in the secondary winding. As a result, a magnetic flux is created, which compensates 

for the magnetic flux created by the primary current I
d
. If the magnetic flux is fully compensated (equal to 

zero), then the magnetic potential of the two windings is identical [37].
The Hall sensor is powered by a current stabilizer. One of the parameters of the Hall sensor is the resid-

ual voltage, so the device is included in the circuit to compensate for the residual voltage. 
The measured current creates a magnetic flux in the magnetic circuit, which induces an electromotive 

force (EMF) in the Hall sensor, proportional to the discharge current. The EMF signal from the terminals 
of the converter is amplified by the measuring amplifier (MA) and fed to one of the inputs of the differen-
tial amplifier. 

A signal from a digital-to-analog converter (DAC) is fed to the second input of the differential amplifier 
through a repeater. The digital-to-analog converter is controlled through a shift register to save discrete 
pins of the microcontroller. 

This is necessary to compensate for the offset voltage at the output of the instrumentation amplifier 
and the possible uncompensated residual voltage of the Hall sensor at the input of the measuring amplifier.

The signal goes to the compensation winding L1 from the output of the measuring amplifier and, then, 
goes to the load resistors (shunts) R

L1
, R

L2
 or R

L3
, which are earthed  by means of switching devices con-

trolled by the MC. The current flowing through the winding and one of the load resistors creates a mag-
netic flux in the opposite direction in the magnetic circuit.

Thus, a negative feedback magnetic system is created. In this case, the following equality must be sat-
isfied 

Id · Wd = Ic · Wc,

where I
d
 is a discharge current; W

d
 is the number of conductors through which current flows I

d
 (W

d
 = 1); 

I
c
 is a compensation current flowing through the coil; W

c
 is the number of turns of the compensation coil.

The sensor operates at almost zero magnetic flux, which eliminates the temperature drift of the sen-
sor’s conversion factor. Thus, the resulting compensation current I

c
 flowing through the coil accurately 

represents the discharge current I
d
 to be measured. A voltage proportional to the primary current I

d
 can be 

obtained by a series connection with the secondary winding of the load resistor-shunt.
The use of three different size load resistors-shunts allows changing the range of current measurement 

and allows you to reduce the error when measuring currents of different magnitude. The voltage drop 
across resistors R

L1
, R

L2
 or R

L3
, created by the compensation current, is converted by the normalizing am-

plifiers into a normalized signal, which passes through a low-pass filter (LPF) and then is transmitted to 
the input of an analog-to-digital converter (ADC) built into the microcontroller.

The voltage measuring unit must be galvanically isolated from the rest of the circuit of the parameter 
monitoring device in order to exclude the failure of the developed device in the event of a malfunction of 
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the controlled object. In this regard, a DC/DC converter is used to power the voltage measuring unit, which 
is controlled from the MC through a galvanic isolation and a switching device. In addition, the controlled 
voltage of the CСS is also supplied through the switching device not to constantly load and discharge the 
battery.

Since the value of the monitored voltage can reach +40 V, there is a voltage divider at the input helping 
to adjust the input resistance of the voltage measuring unit and reduce the voltage to be applied to the input 
of the measuring amplifier. The MA amplifies the voltage and transmits it to the input of the low-pass filter, 
from the output of which, through the repeater, the voltage signal is fed to the input of the ADC unit with a 
built-in Serial Peripheral Interface (SPI). The ADC unit is exchanged through galvanic isolation with the 
microcontroller and digitally transmits the measured voltage value using the SPI interface.

The temperature measuring unit contains a resistive temperature sensor built into one of the arms of the 
bridge measuring circuit. The bridge is powered by a voltage stabilizer connected to one of the diagonals 
of the measuring bridge. The voltage signal from the other diagonal of the bridge is fed to the input of the 
measuring amplifier, amplified and fed to the input of the low-pass filter and transmitted to the ADC built 
into the microcontroller.

The microcontroller is one of the central blocks of the device. It is designed to collect and process in-
formation about the magnitude of current, voltage, solve computational problems, including the problem 
of calculating the residual capacity of the battery, communication and data exchange with the upper-level 
system and the control panel.

The data on the discharge current, capacity of the monitored battery and voltage will be transmitted via 
the asynchronous parallel-serial data interface. The array returned by the device will consist of 48 bits and 
6 eight-bit words (8 digits for markers of discharge current, voltage and temperature, and 16 digits for ca-
pacity). The first word is a marker for the beginning of the information transfer. The second word contains 
information about the current of discharge. The third and fourth words contain information about the 
capacity of the monitored battery. The fifth word contains voltage information. The sixth word contains 
information about the temperature of the battery.

Algorithm

The operation algorithm of the telemetry device and control of the technical state of chemical current 
sources is shown in Fig. 2.

At the first stage, the MC modules are initialized (interrupt controller, analog-to-digital converter, 
watchdog timer, input-output ports, interfaces and others). After that, the device proceeds to the cyclic 
measurement of the monitored parameters: discharge current I

d
, voltage and residual capacity of the CСS. 

The discharge current measurement subroutine is responsible for current measurement (Fig. 3), the 
voltage measurement subroutine is responsible for voltage measurement.

If the value of the discharge current I
d
 is in the range from 40 to 120 A then the discharge current I

d1
 is 

assumed equal to I
d
 and the subroutine ends.

In the opposite case, a more accurate determination of the current is required. For this, the load R
L1

 is 
disconnected and it is determined whether the measured value of the discharge current I

d
 belongs to the 

range from 5 to 40 A. If it does, then the R
L2

 load is switched with the control signal from the MC and the 
voltage is measured at the ADC2 input. After that, the value of the discharge current I

d2
 is determined and 

the subroutine ends. The magnitude of the current corresponds to the voltage signal fed to the ADC2.
If the measured value of the discharge current I

d
 does not belong to the range from 5 to 40 A then the 

readings are in the range from 0 to 5 A. Similar to the previous steps: the load R
L3

 is switched, the voltage is 
measured at the input of ADC3 and the value of the discharge current I

d3
 is determined, which corresponds 

to the voltage signal received by the ADC3. Then the subroutine ends.
The residual capacity of the CСS is calculated at the next stage by the measured value of the discharge 

current as the difference between the nominal value of the capacity Q
nom

 and the capacity of the discharge Q
d
.
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Fig. 2. Algorithm of the telemetry device and control of the technical state of chemical current sources

Fig. 3. Algorithm of the current discharge measurement subroutine



I.G. Balaban, A.L. Balaban, A.A. Khovpachev, E.V. Shilin, DOI: 10.18721/JCSTCS.13306

69

Fig. 4. Three-dimensional model of the device for telemetry and con-

trol of the technical state of chemical current sources

10

,
t n

SC nom d nom d nom d i
i

Q Q Q Q I dt Q I t
=

= − = − = − ∆∑∫

where Q
nom

 is the nominal value of the controlled CСS capacity (technical datasheet value); Q
d
 is the value 

of the capacity for which the CСS was discharged; I
c
 is the current value of discharge current; Δt

i
 is the 

time elapsed since the last measurement of the discharge current.
The device exchanges data (discharge current I

d
, voltage, residual capacity and temperature of the 

CСS) with the upper-level system by means of telemetry after each measurement cycle. When a control 
panel is connected, the measured values are transmitted to it. It can be used to configure the device.

The algorithm is implemented in software using the 1887VE4U microcontroller [38]. The program 
is written in a high-level language C (ISO/IEC 9899:1999) in a software development environment Keil 
µVision. It consists of a head module and subroutines [39].

Conclusion

The device for telemetry and control of the technical state of chemical current sources developed by the 
authors allows analyzing the operation of both batteries and autonomous devices in order to increase their 
reliability, determine ways to improve equipment and establish the causes of its failures. 

A three-dimensional model of the developed device for telemetry and control of the technical state of 
chemical current sources is shown in Fig. 4. 

Device characteristics: voltage measurement range from 0 to +40 V, current from 0 to 120 A, capacity 
from 0 to 511 A/h and temperatures from 0 to +100 ºC.

The error in measuring current and capacity does not exceed 5 %, in voltage and temperature is not 
more than 1 %. The values of the discharge current, voltage and capacity are transmitted to the upper-level 
system via an asynchronous parallel-serial interface; it is possible to connect a control panel. Operating 
temperature range varies from 0 to +50 ºC, relative humidity 60 % at a temperature of +25 ºC.

It should be noted that in connection with the state policy of import substitution and the development 
of the production of a domestic electronic component base, the device includes domestic components only.
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Electrohydrodynamic phenomena are effective in various applications of electric fields when 
controlling volumes, jets and flows of dielectric liquid. Nowadays, one of the most important 
issues in this area is the implementation of gas saving technologies as well as incensement of 
their efficiency. It is possible to raise the accuracy of current flowmeters of variable pressure 
drop on narrowing devices (ND) (which occupy around 70-80 % of the whole world market) 
by applying innovative compensatory flowmeters with electrohydrodynamic (EH) pressure 
compensation. At the same time negative inverse connection covers all the signal conversion 
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ДИНАМИЧЕСКОЕ КОНСТРУИРОВАНИЕ 
ВЫСОКОТОЧНЫХ РАСХОДОМЕРОВ ГАЗА

А.И. Нагорный, В.Н. Тисенко
Санкт-Петербургский политехнический университет Петра Великого,

Санкт-Петербург, Российская Федерация

Электрогидродинамические явления эффективны в различных приложениях элек-
трических полей при управлении объёмами, струями и потоками диэлектрических 
жидкостей. Повысить точность наиболее распространенных в мире расходомеров пере-
менного перепада давлений можно в разработанных принципиально новых компенсаци-
онных расходомерах с электрогидродинамической (ЭГД) компенсацией по давлению с 
использованием электрогидродинамических обратных преобразователей с двухфазным 
диэлектриком – ЭГОП-2Ф. При этом отрицательной обратной связью охватывается вся 
прямая цепь преобразования сигналов после сужающего устройства (СУ), что позволяет 
исключить погрешность всех звеньев после СУ расходомера. В статье рассмотрены (с 
использованием методов динамического конструирования и применением электро-вы-
числительных машин) этапы разработки инновационных компенсационных по давле-
нию ЭГД расходомеров газа с ЭГОП-2Ф, конкурентоспособных на рынке по показате-
лям точности, быстродействия и чувствительности к перепаду давлений на СУ.

Ключевые слова: расходомеры газа, точность, компенсационные схемы, компенсация по 
давлению, электрогидродинамические обратные преобразователи, динамическое кон-
струирование.
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Introduction

Papers [1–17, 20, 21] show effective use of electrohydrodynamic phenomena in various applications of 
electric fields when controlling volumes, jets and flows of dielectric fields.

Nowadays, one of the most important issues in this area is the implementation of gas saving techno- 
logies as well as incensement of their efficiency [1, 18, 19]. It is possible to raise the accuracy of current 
flowmeters of variable pressure drop on narrowing devices (ND) (which have around 70-80 % of the whole 
worldwide market) by applying innovative compensatory flowmeters with electrohydrodynamic (EH)  
[1, 2, 20] pressure compensation. At the same time negative inverse connection covers all the signal conver-
sion chain, which makes it possible to exclude an error of each link inside the conversion chain after ND.

The fact is that at the moment, there are compensating flowmeters of variable pressure differential de-
veloped and implemented, in which the error of the “displacement-electrical signal” conversion (displace-
ment compensation schemes) and the “force-displacement” conversion (force compensation schemes) 
is eliminated, while the “pressure-force” conversion remains not covered by the reverse compensation 
connection. The principles of pressure compensation are described in [22, pp. 13–17], and the principles 
of force compensation are described in [23, pp. 28–42]. The principle of pressure compensation, that is, 
as mentioned earlier, the coverage of the entire signal transformation chain by compensatory respond, has 
not yet been implemented and studied.

This article describes the stages of development of fundamentally new electrohydrodynamic pressure 
compensation gas flowmeters with electrohydrodynamic inverters (EHI-2F) by using dynamic design (de-
sign of the controlled equipment and selection parameters of the control system to ensure the required dy-
namic indicators) and computer methods [7, 12]. They are competitive on the market in terms of accuracy, 
speed and sensitivity to pressure drop on the ND.

Further we will consider only the signal conversion chain after the narrowing device of the electrohy-
drodynamic gas flowmeter in more detail. Fig. 1 shows the following symbols:

W
1
 (s) is the transfer function of the link “differential pressure change on the narrowing device (ND) 

and on the the EH inventer with a two-phase dielectric (EHI-2F) ‒ movement of the working dielectric 
fluid between the coverings of the capacitive undercompensation sensor (CUS)”

Fig. 1. Structural diagram of the compensation electrohydrodynamic flowmeter  

with EHI-2F (electrohydrodynamic inverter-2F)
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W
2
(s) is the transfer function of the dynamic element “movement of the working fluid between the 

coverings of the capacitive undercompensation sensor ‒ change in the capacitance of the capacitive under-
compensation sensor”

W
3
(s) is the transfer function of the element “change in capacitance-voltage at the output of CUS (ca-

pacitive undercompensation sensor)”

W
4
(s) is the transfer function of a high voltage amplifier

W
5
(s) is the transfer function of the element “voltage on the electrodes of an EHI – pressure in a fluid 

at the output of an EHI”

here, k
i
 and T

j
 are the transfer coefficients and time constants of the corresponding dynamic elements.

Selection of design parameters of the electrohydrodynamic gas flowmeter  
using dynamic design and computer methods 

Further increase in the accuracy and speed of compensatory EH flowmeters can be achieved by select-
ing transfer coefficients and time constants of elements within the framework of the dynamic formation 
technology [12], but with a stable compesation scheme.

Let us demonstrate this by the example of choosing the parameters of the element “differential pressure 
change on the narrowing device (ND) and on the the EH inventer with a two-phase dielectric (EHI-2F) 
– movement of the working dielectric fluid between the coverings of the capacitive undercompensation 
sensor (CUS)”. 

Determination of stability boundaries of the electrohydrodynamic  
compensation system in the plane of unknown parameters T

1
2 – k

1
 

We find the stability region of the compensation circuit in the plane of the variables of these parameters 
and the characteristic equation of the closed compensation circuit of the transducer of pressure difference 
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on the control system into an electrical signal as the sum of the numerator and denominator of the transfer 
function of the open compensation system:

Fig. 2. Possible Nyquist hodographs from different values of unknown parameters    and k
1
  

of the compensation electrohydrodynamic gas flowmeter: stability operation  

of the flowmeter (1); at the stability boundary (2); unstable operation of the gas flowmeter (3)

( ) ( ) ( ) 0,Q s P s R sτ +µ − = (7)

(6)( ) ( ) ( )2 4 2 3 2
1 4 2 4 1 4 2 1 2 3 4 5 0.s T T s T T T s T T s s k k k k k∆ = + + + + + + =

2
1T

Taking into account [1], we have the initial data: 

Denoting the variable       , and another unknown parameter k1 = μ, we find the boundary of the os-
cillatory stability of the compensation converter of the pressure difference on the CS into an electric signal 
(see Fig. 1) in the plane of the unknown parameters of the flowmeter.

At the same time, we focus on the Mikhailov frequency stability criterion, assuming at the same time 
that the pressure difference on the control system of the flowmeter changes according to a harmonic law 
with a circular frequency ω. The choice of this stability criterion was based on the fact that it is applicable 
to both open and closed control systems. At the same time, the Mikhailov stability criterion does not limit 
the order of the differential equation describing the control system. To highlight the region of stability of 
the flowmeter, we are interested in the boundary of the oscillatory stability, when the Mikhailov hodo-
graph, the real and imaginary part of the characteristic complex of the compensation scheme (Fig. 1) built 
in the coordinates, passes through the origin (Fig. 2).

The characteristic complex of the closed compensation circuit (Fig. 1) is obtained from the charac-
teristic equation (1) by replacing the Laplace operator s with jω: s = jω, where        , ω is the circular 
frequency of the harmonic input signal of the pressure differential at the ND of the flowmeter. 

Then equation (1) can be represented as

where R(s) is a polynomial, in which neither τ nor μ are included.

1j = −

12 3 3 9
3 4 4 5

V Pa0,2 10 ; 10 ; 1 10 ; 4 10 .
V

k k T s k− −= ⋅ = = ⋅ = ⋅
ϕ

2 12
1 1 2 2?, ?, 0,154 ; 801,6 10 ;

m
k T T s k − ϕ
− − = = ⋅

2
1T = τ

s
s
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From the equations (1), (2) we can find the characteristic complex of a closed system, substituting s =  
= jω into the characteristic equation.

To separate the stability region of the compensation system for measuring the pressure difference on the 
control system (Fig. 1) for two unknown parameters τ and μ, first of all, it is necessary to find the boundary 
of its stability when the Mikhailov hodograph passes through the origin at some frequency, not changing 
its smooth spiral shape. Wherein:

( )
( )

0
.

0
e

m

R j
I j

 ∆ ω =
 ∆ ω =

(8)

Then, taking into account (2), (3) for the oscillation stability boundary, we have:

where, Q
1
(ω), P

1
(ω), R

1
(ω) are the corresponding polynomials with τ, μ, and the constant term in (2) 

with even degrees ω, which corresponds to ReΔ(jω) = 0; Q
2
(ω), P

2
(ω), R

2
(ω) are polynomials with uneven 

degree ω, which corresponds to ImΔ(jω) = 0.
Thus, we have two equations with two variables that are solved for τ and μ using determinants:
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where

Taking into account equation (1) and substituting the numerical values of the parameters, we have:
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( ) ( ) ( ) ( ) ( )

1 2 1 2

1 1 2 1 2

2 1 2 1 2

;

;

.

Q P P Q

R P P R

Q R R Q

∆ ω = ω ⋅ ω − ω ⋅ ω

∆ ω = ω ⋅ ω − ω ⋅ ω
∆ ω = ω ⋅ ω − ω ⋅ ω

( ) ( ) ( )4 3 4 3 8
1 4 2 1 2 3 4 510 ; ; 64128 10 ;Q T Q P k k k k− −ω = ω = ω ω = −ω ω = = ⋅



Computing, Telecommunications and Control                                                  Vol. 13, No. 3, 2020

80

( )2 0;P ω =

( ) ( ) ( )2 3 2 3 6 3
1 4 2 2 2 4155 10 ; 154 10 .R T T R T T− −ω = + ω = ⋅ ω ω = ω −ω = ⋅ ω −ω

Fig. 3. Selection of unknown parameters from the range of stable operation of elec-

trohydrodynamic flowmeter in the plane of parameters    = τ, k
1
 = μ 2

1T

We use the NAG1 program to calculate the values of τ and μ. We introduce the coefficients of poly-
nomials with degrees ω. We consider values of frequencies of possible flowmeter operation from 10–4 to  
104 1/s. A printout fragment of the PC calculation results to build a D-partition curve is shown in Appendix 1.

On the plane of the parameters τ and μ, we plot the corresponding interconnected points. Herewith 
frequencies are not indicated on this curve, but only the direction of the frequency increasing is indicated. 
Moreover, τ is plotted on the abscissa axis, and μ is on the ordinate axis. The geometrical location of these 
points when ω varies is the oscillatory boundary of the stability of a closed system (Fig. 1). Thus, we obtain 
the D curve ‒ the plane partitions of the selected parameters τ, μ (Fig. 3). 

To know which side the stability region of the system is located in the plane of the parameters τ – μ, we 
perform the hatching of the D-partition curve. For this, we indicate the direction of frequency increasing 
ω on the D-partition curve. The hatching is as follows. If one presumably stands on the D-partition curve 
and moves along it in the direction of frequency increasing ω, and if the main determinant Δ(ω) > 0 is 
positive, the curve is dashed with a double hatch to the left, which is the case here. We find special lines that 
are determined by equating the first and last coefficients of the characteristic equation (1) to zero. They 
coincide with the coordinates (Fig. 3). The special straight line along the axis does not hatch, since the 
sign of the determinant does not change at the intersection. The special straight line on the abscissa axis 
is dashed with a single hatching in the direction of the hatching of the D-partition curve, since there is an 
asymptotic convergence.

The area limited by shading inward is the area of stable operation of the flowmeter, which is confirmed 
by further calculations using the NAG2 program. From this area, select a point with coordinates (Fig. 3):

Selection of design parameters of a gas flowmeter based  
on the research results that ensure stable operation of the flowmeter

Based on the unknown parameters found in (12), we developed the design of the EHI-2F with ca-
pacitive output, which combines module transducer of the differential pressure on the flowmeter control 

(12)3 2
1 10, 43 10 ; 0,007 .k T s−= µ = ⋅ = τ = s
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system into the displacement of the working fluid (transformer oil), the EHI-2F as well as CUS electrodes 
(Fig. 4) in the single formation. Here, 1, 2 are high-voltage electrodes EHI-2F; 3,4 are lining CUS.

The design parameters in Fig. 4 are selected on the basis of (12) taking into account the following con-
ditions [1]:

As a result, the following rational parameters were selected to ensure the competitiveness of the develo- 
ped innovative compensatory gas flowmeter on the market: R

1
 = 15.75 mm; R

2
 = 12.85 mm; R

3
 = 11.9 mm;  

r = 10.95 mm; l = 60 mm; l
1
 = L = 55 mm. 

Conclusion

This article considered the use of compensating flowmeters of variable pressure drop with electro-
hydrodynamic pressure compensation to improve the accuracy and sensitivity of measuring the flow of 
transported liquids and gases. In addition, the article discussed the basic construction principles of the 
electrohydrodynamic compensation using the dynamic design methods and automatic control theory. At 
the initial stage, the transfer functions of all the links included in the EHI block diagram were defined. The 
article further identified the transfer functions in an open-loop mode and selected the settings of the two 
unknown parameters of the inertial link electrohydrodynamic system: transmission coefficient k

1
 and time 

constant   . In the plane of flowmeter operability boundary, we identified the range of its stable operation.

Fig. 4. Construction (based on the research results) of EHI-2F and a capacitive  

undercompensation sensor of an electrohydrodynamic gas flowmeter

2
1T
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With the selected design values of the flowmeter parameters, a point with coordinates (0.00043; 
0.00725) was selected. This point is included in the stability area of the compensation scheme. This is the 
novelty and practical significance of the research.

Since in formulas (13, 14) we have interrelated design parameters that can be chosen in various combi-
nations, with the abovementioned design parameters, numerous know-hows that have independent value 
on the market are provided in the developed innovative compensation gas flowmeter. The introduction of 
these flowmeters into the existing channels for the transportation of natural fuels will create a competitive 
advantage for the fuel suppliers by potentially reducing the product cost.

Appendix 1
Printout fragment of the PC calculation results to build a D-partition curve

Nagorny A.I.
System order 4
Coefficients of polynomials 

p1 p2 q1 q2 r1 r2

0  6.41E-0004 0.00E+0000 0.00E+0000 0.00E+0000 0.00E+0000 0.00E+0000

1  0.00E+0000 0.00E+0000 0.00E+0000 0.00E+0000 0.00E+0000 -1.00E+0000

2  0.00E+0000 0.00E+0000 0.00E+0000 0.00E+0000 1.55E-0001 0.00E+0000

3  0.00E+0000 0.00E+0000 0.00E+0000 -1.00E+0000 0.00E+0000 1.54E-0004

4  0.00E+0000 0.00E+0000 1.00E-0003 0.00E+0000 0.00E+0000 0.00E+0000

ω τ μ D

1.0E-0004 1.000000E+0008 2.401447E-0006 6.412800E-0016

5.0E-0004 1.000000E+0007 2.456843E-0004 3.408876E-0014

1.0E-0003 1.000000E+0006 4.301442E-0004 1.348264E-0012

5.0E-0003 4.132412E+0004 6.143256E-0003 5.815066E-0010

1.0E-0002 1.000000E+0004 2.401345E-0002 2.484800E-0009

5.0E-0002 4.001632E+0002 6.133251E-0001 4.412800E-0008

1.0E-0001 5.000371E+0001 4.771442E+0000 2.356800E-0007

2.5E-0001 2.501130E+0001 9.600130E+0000 6.916217E-0006

5.0E-0001 3.998246E+0000 6.006021E+0001 8.020811E-0005

1.0E+0000 9.996460E-0001 2.401930E+0002 6.414724E-0004

1.5E+0000 4.442312E-0001 5.403989E+0002 2.164753E-0003

2.0E+0000 2.498210E-0001 9.606787E+0002 5.131010E-0003

2.5E+0000 1.598332E-0001 1.501034E+0003 1.002120E-0002

3.0E+0000 1.109497E-0001 2.161466E+0003 1.731629E-0002

3.5E+0000 8.147399E-0002 2.941977E+0003 2.749724E-0002

4.0E+0000 6.234288E-0002 3.842569E+0003 4.104500E-0002

4.5E+0000 4.922652E-0002 4.863245E+0003 5.844054E-0002

5.0E+0000 3.984440E-0002 6.004008E+0003 8.016481E-0002

5.5E+0000 3.290265E-0002 7.264861E+0003 1.066988E-0001

6.0E+0000 2.762285E-0002 8.645809E+0003 1.385234E-0001
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6.5E+0000 2.351391E-0002 1.014685E+0004 1.761196E-0001

7.0E+0000 2.025358E-0002 1.176800E+0004 2.199685E-0001

 7.5E+0000 1.762330E-0002 1.350926E+0004 2.705508E-0001

8.0E+0000 1.547061E-0002 1.537063E+0004 3.283477E-0001

8.5E+0000 1.368650E-0002 1.735212E+0004 3.938400E-0001

 9.0E+0000 1.219140E-0002 1.945373E+0004 4.675087E-0001

9.5E+0000 1.092610E-0002 2.167547E+0004 5.498348E-0001

1.0E+0001 9.845800E-0003 2.401735E+0004 6.412992E-0001

1.5E+0001 7.021560E-0003 3.521780E+0004 7.316953E-0001

2.6E+0002 -1.392071E-0004 1.733120E+0007 1.127115E+0004

5.1E+0002 -1.501553E-0004 7.870795E+0007 8.506648E+0004

7.6E+0002 -1.522687E-0004 2.188252E+0008 2.815066E+0005

1.0E+0003 -1.530197E-0004 4.948673E+0008 6.607116E+0005

1.3E+0003 -1.533701E-0004 9.865324E+0008 1.282801E+0006

1.5E+0003 -1.535614E-0004 1.796032E+0009 2.207896E+0006

1.8E+0003 -1.536772E-0004 3.048092E+0009 3.496116E+0006

2.0E+0003 -1.537525E-0004 4.889949E+0009 5.207580E+0006

2.3E+0003 -1.538042E-0004 7.491358E+0009 7.402409E+0006

2.5E+0003 -1.538413E-0004 1.104458E+0010 1.014072E+0007

2.8E+0003 -1.538687E-0004 1.576440E+0010 1.348264E+0007

3.0E+0003 -1.538896E-0004 2.188812E+0010 1.748829E+0007

3.3E+0003 -1.539059E-0004 2.967552E+0010 2.221777E+0007

3.5E+0003 -1.539188E-0004 3.940894E+0010 2.773123E+0007

3.8E+0003 -1.539293E-0004 5.139321E+0010 3.408876E+0007

4.0E+0003 -1.539378E-0004 6.595568E+0010 4.135051E+0007

4.3E+0003 -1.539449E-0004 8.344621E+0010 4.957658E+0007

4.5E+0003 -1.539508E-0004 1.042372E+0011 5.882709E+0007

4.8E+0003 -1.539559E-0004 1.287234E+0011 6.916217E+0007

5.0E+0003 -1.539602E-0004 1.573224E+0011 8.064193E+0007

5.3E+0003 -1.539639E-0004 1.904741E+0011 9.332649E+0007

5.5E+0003 -1.539671E-0004 2.286408E+0011 1.072760E+0008

5.8E+0003 -1.539699E-0004 2.723075E+0011 1.225505E+0008

6.0E+0003 -1.539723E-0004 3.219817E+0011 1.392102E+0008

6.3E+0003 -1.539745E-0004 3.781933E+0011 1.573152E+0008

6.5E+0003 -1.539764E-0004 4.414948E+0011 1.769256E+0008

6.8E+0003 -1.539781E-0004 5.124612E+0011 1.981015E+0008

7.0E+0003 -1.539797E-0004 5.916901E+0011 2.209031E+0008

7.3E+0003 -1.539810E-0004 6.798014E+0011 2.453904E+0008

7.5E+0003 -1.539823E-0004 7.774377E+0011 2.716236E+0008

7.8E+0003 -1.539834E-0004 8.852640E+0011 2.996628E+0008
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