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of PoW block headers. Each block contains links to the last blocks of all layers, determined
by the number of leading hash zeros, which allows you to highlight the sparse skeleton of the
waterfall chain. The properties of the waterfall are investigated: uniqueness, determinism, and
logarithmic growth of average length. The criterion for the safe deletion of blocks not included
in the waterfall is proved, and the possibility of a trustless audit of deleted data is shown. A
consensus mechanism based on a lexicographic comparison of waterfall vectors is proposed,
consistent with the principle of maximum performance. A single security window has been
introduced linking the network hashrate, the minimum mining complexity and the allowable
probability of an attack; an upper bound on this probability has been obtained. The simulation
results confirm the theoretical estimates. The method does not require a trusted installation, has
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Annorammsa. B paGote mpenyioxkeH Oa3upyrolImiicss Ha uaesax Kiaccuueckoro Proof-of-Work
(PoW) Meton moctpoeHust pacrnpeneneHHoro peectpa (Multi-Layer Hash Anchoring, MLHA),
OCHOBaHHBbII Ha M30BITOYHOCTHU 3aroioBKOB 0J10k0oB PoW. Kaxkablil 610K COAEPXKUT CChLIKU
Ha TToCJIeIHNE OJIOKM BCEX CIIOEB, ONpPEACISIeMbIX KOJMYCCTBOM BEIYIIUX HYJIeH Xellla, 4To
ITO3BOJISCT BBIICIUTD Pa3peXeHHBIN CKelIeT MEMOYKA — Bomomnana. VcciaenoBaHbl CBOICTBa BO-
Jomnana: eMMHCTBEHHOCTD, JETEPMUHUPOBAHHOCTD 1 JTOTapU(PMUIECKUN POCT CpeaHei IINHBI.
Jloka3aH KpuTepuii 6€30IacHOro yaajeHus: 0JI0KOB, He BXOISIINUX B BOAOIAMI, U MOKa3aHa BO3-
MOXHOCTh 0€3J0BEpUTENBLHOIO ayAuTa yAaJleHHBIX AaHHBIX. [IpenjiokeH MexaHU3M KOHCEH-
cyca Ha OCHOBE JIEKCUKOTpa(UIecKOro CpaBHECHUS BOJOITaIHBIX BEKTOPOB, COTJIACOBAHHBIN
¢ MPUHIIMIIOM HambOoibIIeil paboTel. BBemeHO emmHOe OKHO 0€30TacHOCTH, CBSI3BIBAIOIICE
XEIIPEUT ceTH, MUHUMAJIPHYIO CIIOXKHOCTh MaifHMHTA M JOITYCTUMYIO BEpOSITHOCTh aTaKW; I10-
JIydeHa BepXHss TpaHMIIa 3TOM BepOSITHOCTU. Pe3ynbTaThl UMUTAIIMOHHOTO MOACIUPOBAHUS
MOATBEPXKIAIOT TeOpEeTUUEeCKUe OlLleHKU. MeToa He TpeOyeT NOBepeHHOM yCTaHOBKM, 00JagaeT
IIOCTKBAHTOBOM CTOMKOCTBIO M MOXET HAWUTU NPUMEHEHUE B JIETKOBECHBIX ICLIEHTPAIM30BAH-
HBIX CUCTEMAX.

Kmouessie ciaoBa: Proof-of-Work, 610k4eifH, cxkaTue JaHHBIX, JIOTapU(GMUUYECKUA POCT, KOH-
ceHcyc, Bomonax, MLHA

Jas nutuposanusa: Razuvaev D.D. Multi-Layer Hash Anchoring method with waterfall con-
sensus for fact-oriented blockchain // Computing, Telecommunications and Control. 2026.
T. 19, Ne 3. C. 130—147. DOI: 10.18721/JCSTCS.19311

Introduction

The object of the study is the Fact-Oriented Blockchain (FOB), a distributed ledger that stores
atomic facts (indivisible, self-sufficient units of information) in a chronological chain of blocks se-
cured under the Proof-of-Work (PoW) concept [1]. Blockchain technologies are used in medicine
[2], agronomy [3], and numerous other sectors of critical importance to government and industry.
Traditional PoW blockchains require full nodes to store the entire block history, a volume that grows
monotonically [4]. This steadily reduces the reach of users with the technical means to maintain a
node, thereby threatening decentralization.

The problem is compounded by critical limitations in existing approaches [5]. For instance, prun-
ing, while widely adopted, results in the irretrievable loss of historical block bodies across the entire
network. Although the header chain preserves cryptographic coherence, the complete erasure of the
source data makes it impossible for nodes to physically prove or verify the authenticity of the history
from the genesis block itself. At the same time, compact proof protocols such as Non-Interactive
Proofs of Proof-of-Work (NiPoPoW) [6] only facilitate synchronization of light clients but do not
reduce storage requirements on full nodes, nor address consensus-level problems, preservation of
auditability for erased data, or node synchronization within the proposed paradigms. Thus, until now,
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the problem of building a PoW blockchain remains open, in which each full node stores data growing
sublinearly (ideally logarithmically) with the total number of blocks created, while retaining the ca-
pacity for a complete trustless audit of any historical fact using only hash functions.

The problem of uncontrolled data growth and auditability attracted the attention of many resear-
chers, giving rise to a variety of methods. Each of them, however, has fundamental limitations [7—9] in
the context of the task at hand.

Classical pruning and sharding methods are designed to reduce the load on individual nodes [10].
Pruning, however, destroys the local completeness of historical data, making it impossible to audit re-
mote transactions offline without re-requesting them again from other network participants. Sharding
distributes data across nodes but does not enable each validator to audit the full history, significantly
complicates cross-shard interaction and reduces the security of individual segments (shards). Neither
approach allows an individual node to maintain complete independence when verifying history with-
out linear accumulation of data.

Compact proof protocols such as NiPoPoW and FlyClient use probabilistic block samples and
Merkle structures to create super-light clients that can verify consensus with a logarithmic amount of
transmitted data. However, these protocols address the problem exclusively for light clients: full nodes
are still required to store the entire linear volume of blocks, and auditing a specific historical trans-
action requires a request to a full node, which does not eliminate the storage problem on the proof
source itself.

Approaches based on zero-knowledge recursive proofs (Incremental Verifiable Computation, IVC)
compress the proof of correctness of the entire history of state transitions to a constant size (for exam-
ple, the Mina blockchain). However, this architecture does not address data availability for independ-
ent audit of historical facts. A mathematical proof guarantees only the validity of the current state of
the network, but to confirm the existence of a particular old block or transaction, an archive node is
still required storing the original transaction history. Without access to these historical block bodies,
a node is unable to extract and audit facts locally. In addition, most compact zk-SNARK systems are
based on elliptic curves vulnerable to quantum attacks [8, 11], which imposes long-term security risks
compared with systems that rely solely on cryptographic hash functions.

Editable blockchains based on chameleon hash functions (for example, PADHA [1]) permit his-
tory modification given a special key. This requires trusted key management, which contradicts the
principles of full decentralization, and does not resolve the problem of complete data deletion without
losing verifiability.

Thus, all known approaches either sacrifice auditability for compression, require trusted parties,
or fail to reduce the load on a full node. None of the existing solutions simultaneously offers the fol-
lowing properties:

 a full node stores data that grows sublinearly or logarithmically with the total number of blocks
created;

 trustless cryptographic audit of any historical fact without external compact proofs;

» complete decentralization of consensus without trusted keys or installations;

* post-quantum persistence based solely on standard hash functions.

The identified gap [12] necessitates the development of a fundamentally new method of organizing
the blockchain, one that exploits the structural redundancy inherent in PoW to construct a sparse, but
cryptographically complete chain skeleton that can replace the full history with minimizing losses in
PoW.

Taking into account the gap identified in the literature review — the lack of a method for organi-
zing a PoW blockchain that simultaneously provides logarithmic growth of stored data on full nodes,
trustless audit of any historical fact, complete decentralization of consensus, and post-quantum sta-
bility based on standard hash functions — the aim of this study is to develop and formally justify a new
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paradigm for building a distributed registry, called the Multi-Layer Hash Anchoring (MLHA) method
with waterfall (skeleton) consensus.

To achieve this aim, the following objectives are addressed:

1. To construct a formal MLHA model that includes:

1.1. A definition of layers based on the number of leading zeros in a block’s PoW hash, together
with an analysis of their probability distribution depending on the base of the number system L;

1.2. A block structure with redundant references prevHash[0...N] and rules for constructing new
blocks that ensure all previous layers remain connected.

2. To introduce the concept of a skeletal waterfall (WF) as a minimal cryptographically connected
chain skeleton and strictly prove its key properties:

2.1. uniqueness;

2.2. determinism;

2.3. logarithmic growth of the average WF length from the total number of blocks created;

2.4. monotonic non-decrease of the lexicographic vector of layers over time.

3. To develop an algorithm for secure block deletion based on the invariant of continuity of neigh-
bors after deletion, and show that, provided the deletion criterion is satisfied, complete auditability is
preserved: any deleted block can be unambiguously verified through a continuous chain of blocks to
the nearest WF block on the right without involving external cryptographic evidence.

4. To design a consensus protocol based on lexicographic comparison of WFs and justify its resis-
tance to attacks of reorganization and forgery of historical references, assuming an honest majority.

5. To perform a simulation to confirm the logarithmic growth of WFE.

The solution of these problems forms the MLHA theory, which is expected to overcome the funda-
mental contradiction between data compression and trustless auditing in decentralized PoW systems.

Materials and methods

Formal MLHA model

The MLHA method is based on using the natural heterogeneity of PoW results to build a distrib-
uted registry with controlled growth. The basic cryptographic primitive is a standard hash function
H:{0,1}*—{0,1}°"? (since Secure Hash Algorithm 512), modeled as a random oracle. The hash length
in hexadecimal representation is 128 characters or 512 bits in binary. For applications that require a
different balance between the compression ratio and the size of service information, an arbitrary base
of the number system L and any cryptographically strong hash function can be used, where L is a power
of two (L = 2, 4, 8, 16, ...). In this paper, all statements are formulated for the general case, and, if
necessary, they are specified, for example, to L. = 2, which corresponds to the binary representation of
the hash, or L = 16, which corresponds to the usual form of hash function results.

Definition 1: Block layer. Let h = H(m) be the hash of the block represented in the number system
with the base L. The block layer € € {0, 1, ..., N} (where N = 512/log,L for SHA-512) is the number
of leading zero digits in this representation:

¢ =max {ke[0,N]|Vie[0...k=1]: h[i]=0}.

In other words, { is the length of the maximum hash prefix consisting of zeros only.
The probability distribution of the layer value £ for a random hash obeys the geometric distribution
law. For the base of the number system L, the probability that the block belongs to layer £ is:

((L-1)/L)-(1/L)", 0<k<N

Flr=h)= (/L)", k=N
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This distribution is a key for subsequent analysis of WF properties and consensus security.
Definition 2: MLHA block structure. Block B in the MLHA system is a tuple:

B = (h, prev, dataa Z n)’

where i = H(prev||t|n||data) is the cryptographic hash of the block; prev = (prev[0], prev[l], ...,
prev[N]) is an array of length N+1 containing references to the last blocks of each layer; the prev]/]
element stores the hash of the block that was the last block of layer j at the time of creating this block
(or null if this block didn’t exist yet); data is the set of atomic facts included in the block; 7 is the
timestamp; 1) is a nonce used to achieve the required PoW complexity.

Constructing a new block. Let Bpm be the last block of the chain at the time of mining. The new
B block is constructed as follows:

1. A copy of the prev array from Bprev is created.

2. In this copy, the element prev[{], where { = layer(BpreV), is replaced with hash(Bpm).

3. The current timestamp ¢ and the initial value n = 0 are set.

4. The hash h = H(prev||t|n||data) is calculated. If the resulting hash satisfies the network com-
plexity (has at least D leading zeros), the block is considered ready; otherwise, 1 changes (for example,
it is incremented) and the hash is recalculated until the condition is reached.

Thus, each new block “remembers” the last blocks of all layers at the time of its creation, while
updating the reference for the layer of its immediate predecessor. Link redundancy is a central element
of MLHA, which provides the ability to restore connectivity later after deleting a part of the history.

Initial block validation. Block B is considered valid if the following conditions are met:

1. h= H(prev||t|n||data) is the hash that matches the calculated one.

2. Hash h satisfies the current PoW complexity requirement (£ > D).

3. If the block is not a genesis block, then it must be constructed based on the specific previous
block BPW immediately preceding it in the chain. For such a block, the equality prev[E(Bprgv)] must
be = hash(Bpm), where E(Bpm) is the layer of the previous block. In other words, each non-genesis
block must explicitly refer to its direct predecessor through the cell of the prev array that corresponds
to the layer of this predecessor.

4. The timestamp in the block is larger than the timestamp in the previous block.

5. If the block is located in the temporary security window and the block is not extreme to the
border of the security window on the left, then it is verified whether all links from the predecessor are
inherited correctly.

6. The content of blocks does not contradict the rules of a specific FOB instance (verified by an
external block validation function. Allows you to customize the FOB for specific use-cases).

These conditions define the protocol for creating and first verifying blocks in MLHA. The next
section is devoted to selecting and analyzing the WF chain skeleton, which is formed based on the
entered layers and validation of the entire chain.

WF concept and properties

The redundant prev link introduced in the MLHA block structure makes it possible to form an
MLHA “skeleton” (WF) in any MLHA chain — a skeleton that preserves cryptographic connectivity
with all blocks that have ever existed while growing at a rate significantly slower than that of the full
history. Conceptually, the WF comprises exactly those blocks that cannot be deleted without losing
the ability to restore the full history, and which at the same time serve as the minimal carrier of PoW
for the entire chain. Formally, whether a block belongs to a WF is determined using the is/ndexInWa-
terflow predicate (WF(i)), which implements a simple rule: a block remains in the skeleton if no later
block has a strictly larger layer.
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Definition 3: WF.
Let us assume a chain of blocks B = (B, B,, ..., B, ) that is valid according to the MLHA rules.
For the index i € {0, ..., m—1}, we define the predicate WF:

true, ﬂj>j:l<Bj)>l(Bi)

WEF (i) = :
() false, 3j> j:1(B;)>1(B,)

where £(B) is the layer of block B.

The WF of the chain B is the set of indices W = {i € [0, m—1]|WF(i)=true}. Blocks with indices
from W are WF blocks (B,).

Lemma 1: WF criteria and properties.

For any blockchain built in accordance with the MLHA protocol, the following statements are
true:

1. WEF criteria. A block B is a WF block if and only if, among all blocks with indices j > i, there is
not a single block with a layer strictly larger than £(B), i.e., WF(i) & max, R (B ) < U(B).

2. Boundary blocks. Genesis-block B and the most recent block B always belong to the WF:
B,e WFand B, € WFE.

3. Uniqueness and determinism. For a fixed chain B, the WF(B) is defined unambiguously and
does not depend on the order in which blocks are checked.

Statement 1 (WF criterion) is a direct consequence of the definition of the predicate WE.

Statement 2 on boundary blocks can be proved by the inverse method:

The genesis block. Let us assume that WF(0) = false — by the WF criterion, there must be an index
j >0, where E(B) > E(B ). However, the genesis block by definition has the maximum possible layer
N (in binary representatlon since its hash is artificially set to /N zeros. No other block can have a layer
greater than NV (exceeding the hash bit limit). Hence, E(Bj) > E(BO) is impossible for any j. Contra-
diction, — WF(0) = true.

The last block. Let us assume that the last block B”kl is not included in the WF, i.e., WF(m—1) =
= false. Then there must exist an index j > m—1 with E(Bj) > ﬁ(Bm—l)' However, the set of indices
J > m—1 is empty, such a j does not exist. Contradiction, —» WF(m—1) = true.

Statement 3 on uniqueness and determinism is also proved by the inverse method:

Let us assume that the WF is not unique, i.e., there are two different sets W1 * Wz, each of which
satisfies the definition of a WF (it consists of indices whose blocks do not have blocks of a strictly
larger layer on the right). Without limiting generality, we find the index i € W \W,. Since i ¢ W, b
definition there is an index j > i such that E(Bj.) > E(Bi). But then the condition “there is no strictly
larger layer on the right” for index i is violated, and i cannot belong to Wl. This contradicts the choice
of i. Similarly, we consider the case i € W )\W  — our assumption about the existence of two different
WEFs is false — WF is defined in a unique way and does not depend on any external factors, except for
an ordered sequence of layers of blocks.

Next, we consider the size of WF and its asymptotic behavior.

Lemma 2: Logarithmic growth of the average WF length.

Let the block chain be built in accordance with the MLHA protocol. T is the total number of blocks
created (including genesis), and L is the base of the hash number system. Then the mathematical expec-
tation of the WF length | IV | satisfies the relation:

E[|W,[]=(L-1)log, T +1+0(1), (T — ).
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In particular, for the binary representation (L = 2) at T — oo, the estimate ]E[|WT]] ~ log,T+1 is
valid, and for the hexadecimal representation (L = 16) — E[| WT|] ~ 15log, T=1.

Consider a probabilistic model in which the hashes of all blocks are independent and evenly dis-
tributed in {0,1}*'2. The layer k € {0, 1, ..., N} appears with probability:

1

L-1 1
Pr =T'F(k<N)a Py

For k < N, the distribution function has the form S, = Pr( < k) = 1— (1/L)**".

Genesis-block B0 has a fixed maximum layer NV and always enters the WF, adding +1 to its length.

Let us now consider the 7—1 subsequent blocks B, ..., B, . A block B(1 <i < T—1) with a layer
k falls into a WF if and only if none of the blocks BM, s BFl has a layer strictly larger than k. For
block B, there are 7—1—i blocks after it. The probability that they all have a layer < kis (S ) =11,

The mathematical expectation of the number of WF blocks in layer £ among non-genesis blocks
in the chain is:

o\ 22 \m 1-s/
Ek:pk;(‘gk) =Pk2)(5k) =D 1—s |
1= m= k

The last block B, is always a WF block, with the multiplier S,? =1.

For layer N, the probability of P, is negligible, and its contribution can be taken into account se-
parately, but it does not change the asymptotes.

Thus, the full mathematical expectation of the WF length is:

E[|WT|]=1+§1fgk (1-57") +e,.

where €, — 0 for 7' — oo. Note that for all k< N-p—g = L —1 holds, since

L-1 1
k
pk — L L =L-1
1-8, 1
Lk+1

For large T, the value of S kT ! decreases exponentially for all k£ for which Sk <1, i.e., for k < N. For
real 7, layers with k& > log LT +c (for a certain constant ¢) give a negligible contribution, and the sum-

mation can be limited to the index K = log, 7' Let us estimate the sum 211:01 (L — 1)(1 -S kT 71) asym-
ptotically.
K = |log,T]. Let us split the sum into two parts:

g(L—l)(l—S[‘):é(L—l)(l—S{l)m(l).

For k< K, we have S, = 1-L~**Y, and (1-S,"") = 1—(1-L-*Y)"=!. For T > L*"', this expression is
close to 1, and for T « L*!, it is close to 0. The boundary of the “maturation” of layer k is at 7'~ L**1,
i.e., k= log, T—1. Hence, the sum (L—1)(1-S ") over k from 0 to K asymptotically behaves as (L—1)
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multiplied by the number of layers for which 7' > L', plus the contribution from the transition layer.
More strictly, using integral estimation, we can show that:

K
Y (1-8/")=log, T+0(1), (T —>).
k=0
The mathematical expectation of the number of records in a sequence of independent random va-
riables with a geometric distribution grows as logLT . Hence:

E[|#,|]=1+(L-1)log, T+0(1)=(L-1)log, T +1+0(1).

This completes the proof.

The above proof assumes that there is no minimum complexity. In a practical protocol with D > 0,
the layer distribution is truncated from below: blocks with layer k£ < D are not created. This leads to the
fact that the mathematical expectation of the WF length is smaller, asymptotically preserving the form
(L—1)log, T +0(1). Thus, the lemma 2 gives an upper bound for the real system, which only strengthens
the statement about logarithmic compression.

This reasoning demonstrates the scalability property of MLHA: the average size of the stored WF
chain grows only logarithmically with the total number of blocks created, which is also confirmed
experimentally.

Secure data deletion and audit

One of the central advantages of MLHA is the ability to selectively delete blocks that are not part of
the WE, without losing the connectivity of the remaining chain and without compromising the ability
to audit deleted data. This section introduces the safe deletion criterion and proves its correctness, as
well as sets the auditability property for deleted blocks.

Let the chain B = (B, B,, ..., B, ) be valid according to the MLHA rules, and let i be the index
of some block that is supposed to be deleted. B Lot = Bi_1 is the immediately preceding block (left),
and BRight = BH1 is the immediately following block (right). We restrict the boundary values i: i # 0 and
1#+m—1.

Definition 4: Secure deletion.

Deleting a B, block is considered safe if all MLHA validation rules are successfully executed for
each remaining block after it is removed from the chain.

Lemma 3: Safe deletion criteria.

Deleting the B[ block is safe if and only if the following conditions are met:

1. Biis not a WF block, i.e., WF(7) = false.

2. B Right block in its reference array in the hash slot of the B Lof block contains the hash of the B Lof
block, i.e., BR[ght'prev[E(BLq/i)] = hash(BLeﬁ).

3. Deletion takes place outside the security windows (it will be considered when determining the
validity of the MLHA chain).

If these conditions B,- are met, the chain remains valid after deleting B;'

Proof:

The proof is carried out using the opposite method, establishing the necessity and sufficiency of
each of the conditions.

Assume that deleting block B, is safe, i.e., after it is excluded, the chain B'=@®B
B ) satisfies all MLHA validation rules.

« If condition 1 was violated, i.e., WF(i) = true, then block B; would belong to the WE. By lem-
ma 1, the WF of a chain is uniquely determined, and removing any element of it would destroy the
uniqueness and determinism property of the WF for the chain, which would mean losing the full au-
ditability property required from safe deletion. Hence, WF(i) = false.

. B

0 o P P o
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» Suppose condition 2 was violated, i.e., B Righ -previt(B Le ﬁ)] # hash(B Le ﬁ), however, after remov-
ing Bl. block, the B Right block must refer to B Lot @ its immediate predecessor. However, according to
the rules of primary block-level validation (see definition 2), each non-genesis block must contain
prev the hash of its direct predecessor in prev[{(predecessor)]. Since BLeﬁ becomes the precursor of
B Right in B, B Rl.ght.prev[E(B Leﬁ)] = hash(B Leﬁ) is necessary for B right 1O be valid, which contradicts the
assumption that the condition is violated. So, condition 2 is true.

» Condition 3 (deletion outside security windows) will be explained later in the article.

Let conditions 1-3 be met. After deleting B, the chain B’ differs from the valid chain B only by the
absence of an element with index i. For each block B/_ € B',j # i+1, the prev reference array and hash
of the previous block have not changed, and each block continues to satisfy the validation rules. It
remains to check the block B, (now immediately following B, ). Condition 2 holds B, prev[l(B, )] =
= hash(BH), i.e., Bm correctly references the new predecessor through the required slot. Therefore, in
the aggregate, B'is valid.

Corollary 1: Neighbor continuity invariant:

If you repeatedly apply safe deletion within the safe deletion criterion in any valid order, the
resulting chain always retains the property: for any of its elements B , (except BO), B , is executed
B, prev[{(B, )] = hash(B,_)), where B,_, is the immediately preceding block in this resulting chain.
In other words, the chain remains continuous in the sense of hash links connecting each block to its
left neighbor through the layer of the latter.

Corollary 2: Auditability of data:

Let the block B,- be safely removed from the network, and let the local node B,- not remove block
Bl.. Then the local node has a sequence B’ of locally preserved blocks, starting with Bl. and ending with
some WF block on the right (the WF of the local node is synchronized with the WF of the network),
such that each subsequent block of the sequence B' contains in its prev array the hash of the previous
one. This sequence can be found by using the optimal prev link traversal mechanism, resulting in a
continuous chain with the beginning at Bi and the end B of the WF block closest to Bi on the right.
Since WF blocks are stored by all full nodes of the network, any node that receives the sequence B' can
independently verify the authenticity of Bl. by sequentially calculating the hashes of the chain B’ from
Bi until the result of the hash is verified with the prev hash of the WF block. No external cryptographic
proofs are required, except for the standard hash function used in the protocol.

Thus, lemma 3 and its consequences form the foundation on which to build: the ability to custom-
ize the cleaning policy (and therefore customize the individually defined data lifecycle at the appli-
cation level) within the criteria of safe cleaning; data audit mechanisms; mechanisms for distributed
storage of specific data blocks in specific MLHA nodes at the level of top-level requirements, etc.

Condition 3 regarding security windows will be integrated into the overall chain validation proce-
dure at the network consensus level, which will complete the holistic definition of the secure deletion
model.

Consensus protocol based on the lexicographic order of WF vectors

The proposed MLHA model provides a unique feature: a complete node stores only a WF chain
skeleton, the size of which grows logarithmically, and yet it is able to independently and reliably select
a canonical chain among several competing candidates. The central element of such a consensus is a
strict lexicographic order relation on the set of WF vectors, which, as will be shown below, is mono-
tonous with respect to adding new blocks and induces a preference equivalent to the classical principle
of “greatest expected performance”.

Definition 5: WF vector.

Let B be a valid MLHA chain, WF(B) = (Bio, - Bis-1) be its WE, where i, = 0 (genesis), i, =

1
= m~1 (last block), and layers of WF blocks £, = £( Bi, ). The WF vector is the ordered set v(B) = ({,,,
,...,0 ).
1? > V-1
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By construction (lemma 1), the genesis always has a maximal layer N, and v(B) is uniquely deter-
mined by the chain.

Definition 6: Lexicographic order.

For two vectors u = (uo, et ua_]) and v = (VO, s vb_]), we set u < v if there exists an index
J < min(a, b) such that u =v foralli<j, and u, < v, or ifa < b and u = v, forall i <a. Accordingly,
usvmeansu <vVoru=v.

The algorithm for selecting the canonical max chain (hereinafter referred to as the max algorithm)
for two valid chains A and B works as follows:

1. Select WF(A4) and WF(B) and plot their vectors v, and v,.

2. Ifv, < v, return B; if v, < v , return 4.

3. If v, = v, (the lengths and layers are exactly the same), to ensure determinism, compare the
numerical values of the hashes of the first different blocks of chains (for example, as 512-bit integers);
return the chain with a larger hash value.

Lemma 4: strict monotony of the WF vector

Let B be a valid MLHA chain, and B’ is obtained from B by adding one new block B, (followed
by implicit updating of the set WF according to definition 3). Denote by v = v(WF(B)) and v' =
= v(WF(B")) layer vectors of WF block chains B and B’, respectively. Then v’ > v.

Proof:

Let K = U(B,, ) be the layer of the new block. Consider how the WF changes after enabling B
and redefining the WF set according to the criterion (no block with a strictly large layer on the right).
There are two possible cases:

1. The new Bnew block does not exclude other blocks from the WF. This means that after updating
the WE, all blocks that were part of WF(B) retain their status. Since WF(B') contains all the elements
of WF(B) and another block B (located to the right of all the previous ones), the vector v'is ob-
tained from v by appending the element K to the end. Thus, [v/| = |v|+1 for all indices i < |v| completed
vi’ = v.. By the definition of lexicographic order (the second condition in definition 6), v >v.

2. The new block excludes m = 1 of the last WF blocks. Let v = (v, v, ..., v _,) be the source
vector, and let 7 be the index of the first of the excluded blocks (0 < » < s—1), so that the blocks

Bi, , B, B, cease to exist be a WE. By construction, all these blocks have layers strictly smaller

U A O |
than K: otherwise, a block with a larger or equal layer could not be excluded, since there would be no
block to the right with a layer larger than its own. Hence, v <K, v _ <K, .., v_, <K. The new WF
vector takes the form v'= (v, v/, ..., v_, K). Compare v and v’ lexicographically. The first 7 elements
match: v,'= v, .., v_ "= v . Atposition 7, we have v '= K > v . Since the vector v' has a higher value
on the first element that differs, the strict inequality v' > v is satisfied.

Both cases exhaust possible changes to the WF when adding a new block. In all cases v’ > v. The
lemma is proved.

Corollary 3: Consistency with the classical PoW principle.

Lemma 4 states that when a new block is added, the WF vector of the chain progresses strictly
lexicographically. Thus, the max algorithm will never prefer a shorter chain. Now we show that such
a lexicographic order is in full agreement with the PoW fundamental principle: the chain representing
the largest amount of computational work is recognized as canonical.

Each WF block of layer k is an objective proof that on average L* hash operations were spent to

create it. Although the specific sum ZL/(Bi ) along the WF does not have to be monotonic (statistical

fluctuations can lead to the fact that a chain of many low layers formally gives a larger sum than a
chain with one very high layer), the lexicographic order on the vectors adequately reflects exactly the
expected costs. The reason is that a higher layer at the first different position means an exponentially
rarer event that requires an exponentially larger number of attempts, and the probability that a chain
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with such a vector was built with less total effort decreases rapidly with the growth of the layer diffe-
rence. Consequently, of the two competing chains, the one with the lexicographically larger WF vector
was overwhelmingly likely to require more computational resources.

Thus, the MLHA consensus inherits the main property of the classic PoW: an honest chain sup-
ported by the majority of computing power will have the lexicographically largest WF vector in the
long run and will therefore be accepted by all nodes of the network.

Hashrate estimation via WF

Since each WF block of layer k requires on average L* hash operations, the value ZLZ(BB" ) cal-
culated from a sufficiently long sliding time window Af, which includes N WF blocks (each block has a
timestamp), can be considered as an estimate of the expected work performed by the network for the
corresponding time interval Af. This estimate, although not strictly unbiased, can serve as an indica-
tor of the current hashrate for the purpose of dynamically adapting the minimum mining complexity,
especially when normalized to the average fraction of WF blocks or when used in relative (differential)
mode. Dividing this amount by Az, we get a practical estimate of the current network hashrate:

This estimate relies exclusively on WEF, does not require storing remote blocks, and naturally ave-
rages random fluctuations, making it a convenient tool for dynamically adapting security parameters.

Threat model and security parameterization

The WF and lexicographic consensus properties set out above ensure that with a fair majority, the
canonical chain accumulates the most expected work. However, in a real decentralized network, it is
necessary to additionally protect against two fundamentally different classes of attacks that exploit the
features of the MLHA architecture: immediate link forgery attacks and deep reorganization attacks.

Attack vector I: link forgery with instant deletion.

The attacker creates a Ba 4, block, in which he intentionally specifies incorrect values in the prev-
Hash fields for low layers, and distributes it over the network. As the last block of the chain, Ba "
temporarily enters the WF and can be accepted by nodes if its layer allows you to win the race. Mali-
cious links are not checked by the consensus protocol, because they belong to layers below the block
layer itself. If a new block that intercepts the WF appears shortly after, the Ba 4 is no longer WF and
can be erased from local storage according to the safe deletion criterion. As a result, history auditing
becomes impossible for some blocks, because links to deleted blocks are invalid.

Attack vector I1: deep reorganization (selfish mining).

The attacker secretly builds an alternative chain, starting with a block located much deeper than
the current tip of the honest chain. Over a long period of time, he can accumulate a WF vector that
exceeds the honest one if he managed to find blocks with abnormally high layers. When publishing
such a fork, nodes that use the max algorithm may be forced to switch to it, rolling back already con-
firmed facts and breaking the stability of the registry.

Solution:

To neutralize attack I, it is necessary that the block remains available for verification by all nodes
for some time before being deleted. During this period, each node of the network, when receiving a can-
didate chain, must check the correctness of prev data within the framework of the prev array copy-
ing principle in window 4. Deleting any block will automatically break the validation of the principle
of copying prev data from block to block.

To neutralize attack II, it is necessary to limit the maximum depth of automatic reorganization: a
node must reject forks that have a common ancestor with the local chain older than a certain thres-
hold T.
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These two solutions, at first glance, contradict each other: for the reliability of the audit, it is de-
sirable to increase A, while to minimize the damage from reorganizations, it is desirable to reduce 7.
However, both defense mechanisms, 4 and 7', regulate the same fundamental parameter: the time dur-
ing which the system remains vulnerable to attacks based on its instability. Auditing requires that the
block is online long enough before it can be deleted; preventing deep reorganizations requires that the
block cannot be undone after it has already been verified. Therefore, it is technically justified to put
A =T = A. The single window A defines the instability horizon: all blocks that go beyond the left
window A are considered finalized — blocks and link validity are verified by the network, and attempts
to cancel them are rejected by the switching policy. Inside the window A, there is a probabilistic con-
sensus, in which a race at the tip of the chain is acceptable, and any damage from it is limited by the
depth A.

We can now formulate a central MLHA security statement linking the network hashrate, the se-
curity window A, and the required mining difficulty D.

Theorem 1: Upper bound on the probability of a successful attack.

Let the attacker control a fraction of g < 0.5 of the total network hashrate, and let the honest net-
work have the hashrate H o Assume that the minimum mining difficulty is D leading zeros, and the
single security window is A. Then the probability that an attacker will be able to carry out an attack of
the first or second type (i.e., replace historical links or impose a deep reorganization) does not exceed

N

—k —k

_ ,Haul ™A . —Hponl ™A

I)attack < z (1 € ) € H
k=D

where H = q'H, / (l1—q) is the attacker’s hashrate, N is the maximum layer, and L is the base of
the number system.

Rationale: Both types of attacks require that the A attacker create at least one block with a suffi-
ciently high layer that will give his fork a lexicographic advantage, while an honest network should not
create any blocks with a comparable or larger layer. The processes of generating layer blocks > &k by an
attacker and an honest network can be approximated by independent Poisson flows with intensities
H, t[L"‘ and H honL"‘, respectively. Summing over all layers k > D the probabilities that an attacker will
get at least one success, and an honest network-none, we get the upper bound of the desired proba-
bility (union bound).

Corollary 4: Parameterization of minimal complexity.

To ensure that the probability of a successful attack of any type does not exceed the specified thres-
hold P_ , the minimum mining difficulty D must satisfy the inequality

H,-A
DZlogL( ;" j,

where H = q-H, /(1—q)is the attacker’s hashrate.

The formula provides a simple and measurable criterion for configuring the protocol: knowing the
current hashrate H o, (Estimated through a WF) and choosing an acceptable risk level Pmax (for exam-
ple, 10—-9-%), the network can dynamically adjust the required number of leading zeros D, maintaining
security even if the attacker uses the optimal strategy of secret mining and timestamp manipulation.

Results and discussion

Comparative analysis with analogs
Table 1 shows that MLHA occupies a unique niche: unlike NiPoPoW/FlyClient, which address the
problem only for light clients, MLHA radically reduces the amount of data stored on each full node.
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Table 1
MLHA comparison with key approaches to blockchain compression and auditing
Criteria MLHA criterion (this paper) NIPoPoW / FlyClient Mina (IVC, zk SNARK)
O(log, T) — logarithmic
Data growth at the full node of the number O(T) (the f'ull npde stores O(1) (constant, ~22KB)
the entire history)
of blocks created
Requires requests to the No, the audit requires
Trustless history audit Yes., through a} WFand a full node and additional an archive node with
continuous chain of headers . .
Merkle-proofs intermediate proofs
. None (based on
Post-quantum persistence Yes (hashes) Yes (hashes) elliptic curves)
Trusted setup No No Universal (requlre
heavy calculations)
WEF consensus
Consensus mechanism mechanism (lexicographic Classic PoW Ouroboros
comparison of skeletons), (longest chain) (Proof of Stake)
equivalent to PoW
Compression Is high (choice of base L Fixed (defined Maximum compression
configuration flexibilit and cleaning policies) by the protocol) (constant), but without
J y ep ythep the ability to store history

Compared to Mina, MLHA does not require heavy calculations, has post-quantum stability, and re-
tains the ability to independently audit history without external archivists. Thus, MLHA provides
simultaneous fulfillment of all four requirements formulated in the introduction: logarithmic growth
of stored data, trustless auditing, decentralization, and post-quantum persistence.

Prototype results

For experimental verification of the developed theoretical propositions, a software prototype of
MLHA in Java was created using the SHA-512 hash function in binary representation (base of the
number system L = 2). The simulation was performed on a machine running Arch Linux with an Intel
i7-10850H processor (12 cores, up to 5.1 GHz) and 32 GB of RAM. All results were averaged over an
ensemble of 1000 independently evolving blockchainchains, which made it possible to almost com-
pletely eliminate random fluctuations and identify stable patterns.

Fig. 1 shows the system’s behavior when using the “no more than 1000 blocks” cleanup policy,
which allows non-WF blocks to accumulate until the total number of blocks in the chain exceeds the
threshold of 1000, after which the safe deletion mechanism (size containment within 1000) is triggered.
The abscissa axis shows the total number of created blocks 7" (from 0 to 11500), and the ordinate axis
shows the chain size in blocks. The four curves reflect, respectively:

1. The actual average (over time and over 1000 implementations) number of blocks in the chain.

2. The actual global maximum of the chain size for the entire history.

3. The actual average length of the WFE.

4. The theoretical updated (adjusted) average length of the WE.

Fig. 1 shows that the average chain size increases monotonically at the initial stage, after which it
asymptotically approaches the 1000 block mark. The global maximum quickly reaches the threshold
value and then does not change, which confirms the correct operation of the cleaning policy and the
correct restriction of unlimited chain growth. Against this background, the behavior of a WF is par-
ticularly remarkable: its average length remains extremely small and does not depend on how many
non-WF blocks are accumulated in the chain. The actual and theoretical curves for the WF merge
into one line, which clearly demonstrates the high accuracy of the refined analytical model even at
relatively short time intervals.
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Fig. 1. Dynamics of the chain size under the “no more than 1000 blocks” restriction policy

Fig. 2 shows in detail the scalability of MLHA over the interval up to 7= 20000 created blocks in

the binary number system. Here, only the WF characteristics are plotted along the ordinate axis:

1. The actual average for all blockchains and all time points.

2. Global maximum WF length among 1000 chains.

3. Theoretical approximate value of log,T.
4. A theoretical refined value that takes into account +1 and the exponentially decaying tail of the

distribution.

The actual average and the refined theoretical curve are indistinguishable; their divergence is tenths
of a block over the entire range studied. This is a direct experimental confirmation of lemma 2 on the
logarithmic growth of a WE. The approximate formula log,7" (removed the tail and 1) gives slightly
lower values (especially at small 7)), which is explained by the neglect of the tail, but with increasing
T, it quickly approaches the value of the exact curve — 1.

Special attention should be paid to the global maximum length of the WE It has a characteristic
step structure: each jump up occurs at the moment when one of the 1000 chains “delays” the appea-
rance of a block with a new, higher layer, which should “displace” part of the chain. This step pattern
is a visual representation of the probabilistic nature of MLHA consensus and is fully consistent with
the predictions of the theory. It is important to note that the global maximum of 1000 chains does not
even exceed 50 blocks with 20000 created, which emphasizes the practical compactness of the WE

Fig. 3 shows the results of the simulation with the “no more than 1000 blocks” policy for the
interval up to T'= 635’000 blocks created. Four curves that characterize both the complete chain and its

WEF skeleton are combined on one field:
1. The actual average number of blocks in the chain.
2. The actual global maximum of the chain size.

3. The actual average number of blocks in the WE.
4. Theoretical refined value of the number of blocks in a WEF, taking into account +1 and the ex-

ponentially decaying tail of the distribution.
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Fig. 2. Logarithmic WF growth and verification of the theoretical estimate
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Fig. 3. Comparison of full chain and WF under controlled growth

The behavior of the complete chain (lines 1 and 2) demonstrates the rapid achievement of a
near-equilibrium state. After a period of initial linear growth, the average number of blocks stabilizes
near the specified threshold of 1000 blocks, and the global maximum, once touching this value, then
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remains unchanged. This clearly demonstrates that the cleanup policy effectively limits the size of the
chain, preventing its uncontrolled expansion.

Against the background of these two almost horizontal lines, the behavior of the WF (lines 3 and
4) looks particularly revealing. Despite the fact that the full chain constantly contains about 1000
blocks, its skeletal skeleton (WF) remains several orders of magnitude smaller. The actual and theo-
retical curves for the WF are indistinguishable, which once again confirms the high accuracy of the
developed analytical model.

The scale of the graph makes this logarithmic growth of the WF visually almost invisible against the
background of the stabilized size of the full chain. And it doesn’t make sense to make a comparison
chart with the classic PoW at this scale. This is the key advantage of MLHA: the main amount of data
stored can be dictated by application policy (in this case, 1000 blocks), but the cryptographic skeleton
that is critical for consensus and audit remains exponentially more compact. Even after more than
half a million blocks have been created, it is enough to store only a few dozen WEF blocks to fully verify
and audit the entire network history. A long simulation horizon (7' = 635°000) and averaging the result
over 1000 parallel runs strongly proves that this property is a stable, not short-term effect, and that the
system does not degrade over time.

Thus, Fig. 3 serves as a clear demonstration of the effectiveness of the proposed method: it demon-
strates how the MLHA architecture allows you to completely separate chain size management from
the fundamental requirements of consensus (WF storage), while ensuring strict mathematical predic-
tability of the latter.

Thus, the experimental part of the work fully confirms the viability and scalability of the proposed
method. The resulting graphs are a clear illustration of how the structural redundancy of PoW provides
an efficient mechanism for controlled chain compression without loss of cryptographic completeness.

Synchronization mechanism and WF block addressing

The proposed WF structure makes it possible to implement an efficient full node bootstrapping
procedure and a unified mechanism for addressing arbitrary blocks without storing the full history.

When a node connects to the network, it performs two actions:

1. Gets the current WF from peers.

2. Requests and receives all blocks located on the network within the security window A and not
included in the WF.

After that, the node is able to independently verify the consensus state and participate in it, storing
only 0(10gLT) WEF blocks and a small amount of data for validation, if the node’s policy does not allow
skipping primary synchronization and compressing the security window A.

WF addressing

Since each block B in MLHA is characterized by a layer £(B) and a position in the chain, it can be
uniquely identified by the vector(c, ,c, ., ..., ¢)), where ¢, is the sequence number of the block
in the sequence of WF blocks of layer £ containing B or associated with it. In other words, the address
specifies the path in the hierarchy of layers from the rarest (genesis) to the most frequent (layer 0).
This method of addressing allows you to search for blocks in logarithmic time, simplifies the work of
decentralized auditing, and is itself a naturally routable unit of the network.

Thus, WF not only provides compact storage, but can also serve as a universal mechanism for na-
vigating the entire history of the blockchain.

Conclusion

MLHA offers a unique combination of properties: it makes the blockchain compact for a regular
node, but at the same time retains security, post-quantum stability, and does not require creating “mas-
ter keys” or performing complex cryptographic ceremonies at launch. In other words, consensus-criti-
cal data now grows logarithmically, and individual archive nodes can be responsible for storing the full
history.
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The key scientific result is the development of a fundamentally new method for organizing the
blockchain, in which the structural redundancy of PoW itself is used to build a sparse but cryptograp-
hically complete chain skeleton that can replace the full history with minimizing losses in PoW. It is
shown that the structural redundancy of PoW-hashes can be effectively used to create optimizations
both within the framework of the blockchain structure and for consensus algorithms. The novelty of
the work is determined by the following main results:

* The concept of WF is introduced. The WF membership criterion, its uniqueness and determi-
nism are proved (lemma 1).

« [t is proved that the mathematical expectation of the WF length grows as 0(10gLT), where L is
the base of the hash number system, and 7 is the total number of blocks created (lemma 2). This re-
sult establishes the fundamental possibility of exponential compression of the blockchain’s history.

* A criterion for secure block deletion (lemma 3) has been developed, which guarantees the pres-
ervation of cryptographic connectivity and the ability to audit any deleted block. It is shown that the
audit does not require external cryptographic proofs or trusted archivists.

* A consensus protocol based on lexicographic comparison of WF vectors is proposed and its
strict monotonicity is proved (lemma 4). This consensus is consistent with the principles of classical
PoW (corollary 3).

* A probabilistic threat model covering different attack vectors is constructed. The concept of a
single security window linking the network hashrate, minimum mining complexity, and acceptable
attack probability is introduced. An upper bound on the probability of a successful attack is obtained
(theorem 1) and the minimum complexity parameterization formula is derived (corollary 4).

* A method for estimating the current network hashrate is developed, based solely on WF blocks,
which does not require storing the full history.

The results obtained are of fundamental importance for the theory of distributed ledgers, as they
demonstrate the possibility of building a PoW blockchain in which each full node stores a sublinear
amount of data, without sacrificing either decentralization, audibility of history, post-quantum stability,
or processor power. The MLHA method opens up a new research area-structural compression of block-
chains based on internal PoW statistics.

From a practical point of view, MLHA can become the basis for creating lightweight decentralized
registries in areas such as the Internet of Things (IoT), distributed document management, certification
and logging systems, where node resources are limited, but the requirements for long-term data verifi-
ability are high. The ability to adjust the base of the L number system allows you to flexibly adjust the
balance between compression ratio and overhead.
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