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Abstract. A method for automatic classification of textual descriptions of emergency risk
incidents based on self-organizing semantic clustering is presented, which does not require prior
data labeling. Unlike traditional approaches, the method involves a two-stage scheme, which
consists of self-organization of a latent taxonomy of incidents through hierarchical thematic
decomposition of the text corpus, as well as continuous classification of new messages according
to their degree of belonging to all automatically selected classes at once. This transition from
rigid assignment to a single class to fuzzy membership allows hybrid incidents to be decomposed
into several risk factors, reflecting their mixed nature. The developed algorithm forms an
interpretable and stable taxonomy of incidents that preserves the structural isolation of clusters
even with a high proportion of hybrid events. Testing on the NRC data corpus showed that
most messages have a dominant risk factor with significant secondary components. The average
semantic consistency of clusters was ~0.62 (cosine measure), and the classification confidence
is distributed around the mean, reflecting the presence of both pure and mixed incidents. The
results confirm that the proposed method provides a mathematically correct decomposition of
complex situations into a set of risk factors and reduces the sensitivity of classification to noise
and inaccuracies in the input text. The methodology is focused on proactive risk analysis in
complex technical systems and can be used for automated decision support in industrial safety
systems.

Keywords: risk incidents, unstructured data, semantic analysis, thematic modeling, clustering,
fuzzy classification, risk taxonomy

Acknowledgements: The resecarch was financially supported by the Ministry of Science and
Higher Education of the Russian Federation within the framework of the state assignment
“Development of methodology for the formation of a tool base for analysis and modeling of
spatial socio-economic development of systems in the conditions of digitalization with reliance
on internal reserves” (FSEG-2023-0008).

Citation: Shkodyrev V.P., Rodionov D.G., Konnikov E.A. Method for classifying risk incidents
based on self-organization of semantic clusters. Computing, Telecommunications and Control,
2026, Vol. 19, No. 1, Pp. 91—102. DOI: 10.18721/JCSTCS.19109

© Shkodyrev V.P., Rodionov D.G., Konnikov E.A., 2026. Published by Peter the Great St. Petersburg Polytechnic University


https://orcid.org/0000-0002-1254-0464
https://orcid.org/0000-0002-4685-8569

4CI/ICTeMHbII7I aHanu3 u ynpasfeHue

>
I
Hay4dHas cTaTbs @ oIS
DOI: https://doi.org/10.18721/]JCSTCS.19109 o

YK 004.91:005.334

METO4 KNACCUDPUKAUUU PUCK-UHLUUAEHTOB
HA OCHOBE CAMOOPIAHU3ALUU CEMAHTUYECKUX KJTACTEPOB

B.M. UIkodvipeB, [.I. PoduoHoB © , E.A. KOHHUKOG &

CaHKT-lMeTepbyprckmii MoAUTEXHUYECKMI yHMBepcUTeT MeTpa Beankoro,
CaHKT-MeTepbypr, Poccuitickan dPenepaums

= konnikov.evgeniy@gmail.com

Annoramus. IIpencraBieH MeTon aBTOMAaTUYECKOW KilacCU(PUKALIMU TEKCTOBBIX OMUCAHUN
aBapUIHBIX PUCK-UHLUUACHTOB HAa OCHOBE CaMOOPTaHU3YIOIIEHCS CEMaHTUYECKOW KJacTe-
pu3annu, He TPeOYIOINi apUOPHON pa3MeTKN AaHHBIX. B oTan4ue oT TpagulIMOHHBIX MO~
XOJIOB, METOJl MIPEAIIOJIAracT ABYXATAIHYIO CXEMY, KOTOPAsS 3aKJIIOYAETCS B CAMOOpPraHU3aluu
JIATEHTHOW TAaKCOHOMMWMW WHIIMAEHTOB IOCPEACTBOM MEPAPXUUYECKOr0 TEMAaTUYEeCKOro pasjio-
JKEeHUSI TEKCTOBOTO KOpITyca, a TakxKe HEeMpPEepbIBHON KiacCU(MUKAIIMM HOBBIX COOOIIECHUIA IO
CTEeTNEHU MPUHAIIEXKHOCTU KO BCEM aBTOMATUUYECKU BBIIEJEHHBIM KjaccaM cpa3sy. Takoi me-
pexoll OT XXECTKOro MPUCBAMBAHUS OMHOTO KJIacca K HEYETKOUW MPUHAMJIEXKHOCTU MO3BOJISIET
JIEKOMIIO3MPOBATh TMOPUIHBIE MHIIMIEHTHI HA HECKOJIBKO (DAKTOPOB pUCKa, OTpaxasi UX cMe-
aHHyio npupoay. PazpaboraHHblit aaroputM GopMUpyeT MHTEPIPETUPYEMYIO U YCTOMUUBYIO
TaKCOHOMMIO MHLUACHTOB, COXPAHSIOUIYI0O CTPYKTYPHYIO 000COOJIEHHOCTh KJIAaCTEpOB Aaxe
MpU BBICOKOW J0Jie TUOPUAHBIX COOBITHIA. B pamkax ampobanuu Ha koprnyce maHHbIX NRC
MOKa3aHo, YTO OOJBIIMHCTBO COOOIIEHUI UMEIOT TOMUHUPYIOIIUI (haKTOp pucKka Mpu HaIu-
YUM 3HAYUMBIX BTOPUYHBIX KOMIOHEHTOB. CpeaHsisi ceMaHTHYecKasl COrJIaCOBAaHHOCTh KJla-
crepoB coctaBuia ~0.62 (KOCMHYCHasi Mepa), a YBEpeHHOCTh KilacCU(UKAILUKM pacrpeaesieHa
BOKPYT CPEeHEro 3Ha4eHUsl, OTpaxasi HaJTuyue KakK YUCTBIX, TaK U CMEIIaHHBIX UHIIUJACHTOB.
PesynbraThl MOATBEPXKIAIOT, YTO MPENJIOXEHHbI METOJ OOecreuyrBaeT MaTeMaTUYeCKU KOp-
PEKTHYIO I€KOMITO3UIIUIO CJIOKHBIX CUTyallMidi Ha COBOKYMHOCTh (PAKTOPOB PUCKA U CHUXKAET
YyBCTBUTEJIBHOCTh KJacCUPUKALINU K IIYMY U HETOYHOCTSIM BXOJHOTO TeKcTa. MeToaoa0Tus
OPUEHTUPOBAHA HA MPOAKTUBHBINM aHAINU3 PUCKA B CIOXHBIX TEXHUYECKUX CUCTEMAX U MOXET
MPUMEHSTBCS [IJIsI aBTOMAaTU3WPOBAHHOW MOMIEPXKKYU MPUHSITUSI PEIIEHUI B paMKax CUCTEM
NPOMBILLJIEHHOM 0€30MacHOCTH.

KnroueBble ciioBa: PUCK-MHIONUACHTBI, HCCTPYKTYPUPOBAHHBLIC JAHHLIC, CEMaHTUYECKUU aHa-
JIN3, TEMATUYCCKOC MOICIMNPOBAHUEC, KIAaCTCpHU3alnd, HCUYECTKAA K)'Ia.CCI/I(bI/IKa]_[I/ISI, TaKCOHO-
MU puCKOB

®unancupoBanue: McciaegoBaHue BBHITTOJHEHO NMpPU (PUHAHCOBON TMomaepkKe MHWHHCTEPCTBA
HayK1 M BBICIIEro odpaszoBaHus Poccmiickoit Memepanm B paMKaxX TOCyIapCTBEHHOTO 3ama-
Hust «Pa3paborka mMetomosoruu (OPMUPOBAHUS MHCTPYMEHTAIbHOM 0a3bl aHAIM3a U MOJIE-
JIMPOBAaHUSI MPOCTPAHCTBEHHOTO COLIMAIbHO-3KOHOMUYECKOTO Pa3BUTHUS CHUCTEM B YCIOBUSIX
HudpoBU3aLIMK ¢ OTTIOpoit Ha BHYTpeHHUE pe3epBbl» (FSEG-2023-0008).
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Introduction

Ensuring industrial safety of complex technical systems requires systematic accounting of diverse
operational information, including text reports on incidents and accidents. Analysis of such weakly
structured data allows extracting hidden patterns of accidents and identifying risk factors for taking
preventive measures. Traditional methods of probabilistic risk and reliability analysis rely on failure
and event statistics presented in a strictly structured form [1, 2]. Classical models are difficult to apply
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directly to text descriptions that do not contain formalized markup of the causes and consequences
of accidents. In real operating logs, a single incident report often combines several aspects: the cause,
development, and outcome of the event. Rigidly assigning such a report to a single category leads to
a loss of information about the mixed nature of the incident and artificially inflates the number of
classes.

The problem of automated interpretation of weakly structured data in the security management
loop is interdisciplinary in nature, combining information theory, cybernetics, linguistics, and relia-
bility theory. The foundations of the infometric approach — the study of statistical patterns in infor-
mation flows (messages) in complex systems — were laid as early as the mid-20"" century. C. Shannon
introduced quantitative measures of information and uncertainty, laying the foundation for commu-
nication theory [3]. N. Wiener and his followers developed a cybernetic approach to management
and communication in technology and organisms [4]. The laws of information distribution were em-
pirically discovered, in particular Zipf’s and Lotka’s laws, which describe the frequency distribution
of terms and messages [5]. These classic works showed that even unstructured data contains hidden
statistical structures.

The current stage is characterized by rapid development of natural language processing (NLP)
and machine learning methods, which opens up new opportunities for analyzing text data in the field
of industrial safety. Most known studies focus on the automatic classification of reports according to
predetermined categories or risk attributes. For example, models based on image recognition methods
and deep neural networks have been proposed, trained to assign incident descriptions to one of several
fixed classes [6—8]. The practical application of such approaches has been demonstrated using data
from the construction industry and other fields [9—11]. However, experts note that simple categori-
zation is insufficient for a complete understanding of the causes and trends of accidents. A classifier
that assigns a single label to a report does not reveal the internal relationships between risk factors and
does not reflect the “hybrid” nature of incidents involving multiple cause-and-effect components.

An alternative to rigid classification is semantic text analysis, in which hidden topics or features are
automatically extracted from the corpus. Classic methods here are latent semantic analysis and prob-
abilistic topic modeling (Latent Dirichlet Allocation, LDA) [12]. Topical modeling has been success-
fully used to identify common accident and incident scenarios without manual annotation [13]. For
example, in [14], the BERTopic thematic model (based on BERT contextual embeddings) was used to
automatically identify key themes and trends in occupational injuries from 22623 OSHA reports. This
approach made it possible to detect hidden accident scenarios and predisposing factors that were dif-
ficult to identify using keyword methods. The advantage of thematic models is their ability to analyze
large amounts of text data and dynamically update the taxonomy as new information becomes availa-
ble. However, this approach also has limitations. First, standard algorithms such as LDA do not work
well on short technical records due to data sparsity. Second, many modern deep models are “black
boxes” — they improve the metric representation of text but lose transparency and interpretability,
which is unacceptable for critical system security tasks. In addition, topics obtained automatically do
not have unambiguous names, requiring expert interpretation. Accordingly, thematic analysis of inci-
dent data must be supplemented with structuring and decomposition steps so that the extracted topics
acquire the meaning of risk factors and can be used in assessing and mitigating that risk.

A separate area is related to the ontological approach and semantic-categorical analysis of texts
based on specified thesauri. Systems have been created where expert-developed hazard ontologies
are used to tag incident reports before they are analyzed [15]. Such solutions allow for highly accu-
rate interpretation, but require a lot of effort to maintain the knowledge base and do not scale well
to new types of threats. In dynamically changing operating conditions, this makes it difficult to use
ontological systems for accident prediction. Thus, there is a contradiction. On the one hand, loosely
structured text information needs to be taken into account to improve proactive risk management; on
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the other hand, there is no single set of methods capable of automatically converting raw text into a
metric space of threats while preserving their structure, causal relationships, and the ability to inter-
pretably track changes in risk.

In recent years, there has been an increasing number of studies devoted to the analysis of unstruc-
tured accident descriptions using NLP. Most of them address the task of classifying incidents by type
or factor, which is similar to our approach. For example, one study proposes an approach based on
gradient boosting and text processing methods for the automatic classification of construction acci-
dent records into predefined risk categories [16]. Another study developed a comprehensive machine
learning framework for extracting hazardous factors from report texts and analyzing their trends over
time [17]. OSHA reports were processed using classification and clustering methods, which made it
possible to identify the growth of certain risks and vulnerable groups of workers. In other areas, vari-
ous authors have applied the GPT-4 model (large language model) to automatically categorize textual
descriptions of risks in construction [18—20]. It has been shown that modern Large Language Models
(LLMs) are capable of achieving accuracy comparable to classical algorithms on structured features.
However, LLM models require careful prompt engineering, their output is difficult to verify, and the
use of commercial APIs in critical systems is undesirable for data security reasons. In addition, all of
the above approaches involve discrete classification — assigning a single class to each message. This
approach does not reflect the full scope of information if the incident is of a mixed nature.

Against this backdrop, an uncontrolled multi-class division of incident space with the possibility
of soft, diverse classification of each event looks promising. Thematic modeling approaches indicate
that such a taxonomy can self-organize directly from the data, without pre-assigning classes. The
question of structuring the obtained themes into risk factors and classifying new messages according
to all factors at once remains open. In our work, we have attempted to solve this problem. At the first
stage, a method of contextual regularization of the feature space was developed, which eliminates the
effect of sparsity and increases the connectivity of the semantic space of documents. Heterogeneous
messages became geometrically comparable, forming the basis for the selection of taxonomy. Next, a
scenario-optimization method for semantic processing of accident data was proposed, which allows
ranking risks in the text according to the degree of controllability [21]. Nevertheless, these solutions
left the problem of systematic classification of incidents unresolved. It is necessary to combine the
identified latent themes into a stable taxonomy and describe each message with a profile of its belon-
ging to this structure.

The goal of this work is to develop a teacherless risk incident classification method that allows
for the automatic construction of a hierarchical semantic taxonomy of emergency situations and the
fuzzy classification of each incident across a set of selected classes. The scientific novelty of the meth-
od lies in the transition from traditional discrete classification logic to continuous assessment of the
degree to which an event belongs to all potential classes simultaneously. This ensures the correct de-
composition of complex, combined incidents into constituent risk factors and reduces the sensitivity
of classification to local changes in the message text.

Methods

The proposed method treats the classification task as a two-stage process, which is represented in
the block diagram below. In the first stage, a taxonomy — a set of semantic classes without markup —
is automatically self-organized from the corpus of incident descriptions. This is achieved through hier-
archical thematic modeling of the latent feature space. In the second stage, new events are continuously
marked up relative to the resulting taxonomy — each message is assigned not one tag, but a vector of
memberships across all classes at once.

Let there be a corpus of N documents (incident descriptions) represented as non-negative feature
vectors X, € RM dimension M. All documents form a matrix of characteristics X = [xdm] e RVM,
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Fig. 1. Method for classifying risk incidents based on self-organization of semantic clusters and soft labeling

To build a semantic taxonomy, the number of large thematic clusters is specified at the top level K.
A probabilistic model of thematic decomposition is applied, resulting in the calculation of a matrix
of document distribution by topic ® = [Gdk] e RVX, where 0, = P(Z = k|d) — posterior proba-

bility (weight) of topic k in document d, matrix of topic profiles B = [Bkm] e R, where Bin =
= P(w: m|Z = k) — probabilities of terms in the topic. Thus, at the first level, each document is

characterized by a vector 0, = (9 Jis-es 0 dK). To fix the discrete taxonomy, we perform a strict as-
signment of the document to one of the upper classes according to the Maximum A Posteriori (MAP)
rule:

¢, (d)=arg max 9
1 (d) =argmax 6,

In other words, the document relates to the topic that carries the most weight 6 4 After that, sub-
topics are locally identified within each obtained top cluster k. For each k the number of subclusters
is specified L, and by subset of documents d : ¢, (d ) =k a thematic model with L themes is being

built again. Thus, local distributions are formed ®(k) = [O(k)dj} and profile matrices B(k) = [B(k)]
forj =1 ... L inside class k. Document d, related to the top topic k, at the second level is characterized

by the vector eg") = (fol), ey 92’?) by subtopics of this topic. Applying a similar MAP rule, we fix the
sheet cluster:

¢,(d)= argrnj%g@ , k=c (d).

The pair (k, j) defines the final leaf cluster of the taxonomy: C, ; = =d:c (d) =k, c, (d) =J.
Thus, taxonomy C= C is extracted from the data structure rather than from predefined expert
classes. Each cluster C . corresponds to a certain set of incidents that are similar in meaning, selected
automatically.

In the next step of the developed method, discrete taxonomy is transformed into a continuous
classification model. The idea is not to limit oneself to a single label Ck,,- to the document, but to
calculate the degrees of belonging of the document to all clusters at once. To do this, each cluster is
assigned a short semantic name l The set of all tags forms a set L = [, i in size K! x L. Then, a com-
mon metric space of features is constructed in which documents and cluster labels are represented as
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embedding vectors of unit length. For this purpose, one can use, for example, normalized vectors of
rows of matrix X after contextual regularization. They contain distributed semantic representations of
documents. Labels / 4 can be represented in the same vector space, for example, by their characteristic
words. Let us denote by u 4 the normalized vector of document d, and through u , — normalized label
vector [ € L. Then, naturally, a fuzzy membership matrix is introduced F' = [fd,l] dimensions N x |L],
whose elements are calculated as the cosine similarity between the document and the cluster label:

>

Jas= Cos(ud’ul) € [0’1]'

Each row of the matrix F, f, = ( Sais-s [y P ), is a continuous profile of document d's member-
ship in all taxonomy classes simultaneously. If necessary, this profile can be interpreted probabilisti-
cally by performing normalization. Let us introduce a normalized measure:

(f,) |
o for)

where A > 0 is the parameter that controls the “stiffness” of the distribution. The resulting vector
P, = ( pd,])l € L is a generalized (fuzzy) classification of incident d. If the text contains several inde-
pendent semantic components, their corresponding values p will be relatively large, and the document
will be described by a mixture of classes rather than a single label.

The transition from a discrete label to a membership vector is fundamentally important not only
conceptually, but also mathematically. Function fd,z proves to be resistant to minor disturbances in
the semantic representation of the document. Indeed, consider a fixed cluster / and two documents
i and ;. For the difference between their attributes, the following inequality holds true:

Pai=

|f;—,z —f_,-,1| :|cos(u,.,ul)—cos(uj,u, )| < |ul. —uj|.

Since the vectors are normalized, a small change in the text results in a small change in the embed-
ding u. This leads only to a slight change in the overall profile. fw whereas classical discrete classifica-
tion could change the label abruptly. Thus, the transition from single labels to continuous membership
scores not only enables multi-class decomposition, but also reduces the model's sensitivity to noise,
which is inevitable in text data. This is particularly relevant for technical journals, where incident
descriptions may contain inaccuracies and variable wording.

Results

The developed method was tested on a corpus of U.S. Nuclear Regulatory Commission (NRC) re-
ports on operational events at nuclear power plants. N = 10000 text records were used, covering a wide
range of incidents, from equipment failures to human errors and natural phenomena. A standard NLP
pipeline was used to convert the texts into matrix form X: cleaning, tokenization, lemmatization of
terms, and TF—IDF weighting. Next, contextual regularization of matrix X was performed, namely,
the construction of a graph of joint term co-occurrence followed by diffusion reordering of features.
As a result, the feature space dimension was M = 5000, and the semantic coherence of the data in-
creased significantly. The taxonomy parameters were selected structurally. K = 5 top-level topics and
L = 3 subtopics were set for each, resulting in K x L = 15 final clusters. These values are consistent
with expert opinion — the corpus is expected to contain about a dozen broad categories of incidents.

The figure below shows the distribution of classification confidence values &, = maX Py, ac-
cording to all documents. The amount & reflects how clearly the incident is associated W1th a single
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Fig. 2. Distribution of soft classification confidence

category in the model. When éd = 1 the document strictly belongs to one cluster, with smaller & , Seve-
ral classes have comparable weights. The histogram shows the concentration of values around the mean
E ~ (0.64. This means that for most events, the model identifies a pronounced dominant risk com-
ponent, but there is still room for hybridization. The “tails” of the distribution correspond to cases
where two or more labels receive similar values p e it is precisely these entries that can be interpreted
as mixed incidents requiring special attention from analysts.

Next, the consistency of each semantic tag is calculated. At the same time, the size of each cluster
is estimated |C k,j|‘ The figure below shows the relationship between cluster sizes and their average se-
mantic consistency. It can be seen that the resulting clusters vary greatly in size, which is natural for
real operational data. Some incidents are routine events and occur frequently, while others are rare
emergencies. Nevertheless, it is important to emphasize that the semantic consistency of the clusters
remains at a sufficiently high level for all groups. This indicates that the selected taxonomy reflects
objectively similar incident patterns and is not a random division. In other words, even small classes
have semantic unity, which is extremely important for practical interpretation — such clusters corre-
spond to specific but stable risk factors.

The resulting taxonomy of 15 classes can be interpreted as a hierarchy of risk incident categories.
For clarity, here is a brief list of the semantic classes identified (the names assigned are based on an
analysis of the top terms in each cluster):

* Inoperable System Performance Issues;

* Part 21 Reporting Issues;

* Generator Trip and Isolation;

* Plant Systems Maintenance & Response;

* Nuclear Regulatory Notifications;

* Nuclear Event Notifications;

* Fire Incident Notification;

* Hurricane-Related Plant Events;

* Seismic Event Response;

* Unusual Facility Atmosphere Events;

* Y-90 Treatment Dose Issues;

» Radiography Equipment Issues;
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Fig. 3. Cluster sizes and their semantic consistency

» Lost Radioactive Gauge Reports;

» Radioactive Shipment Contamination;

* Missing or Lost Equipment.

This list reflects a cross-section of the latent structure of the corpus obtained by self-organization.
It is crucial that the categories were not predetermined but emerged from the data. For example, the
Hurricane-Related Events cluster grouped all messages related to hurricanes, even though they were
not marked with a special tag in the original reports. Similarly, separate classes were formed around
specific procedures (Part 21) or problems (loss of sensors), demonstrating the method's ability to de-
tect implicit thematic associations in log entries.

The proposed method does not assume the existence of “correct” markup, so traditional metrics
of accuracy and completeness are not directly applicable. Instead, the quality and usefulness of the
resulting classification were evaluated according to three criteria: confidence distribution structure
& " semantic consistency of clusters and topological isolation of clusters in feature space. The latter
criterion quantitatively characterizes how geometrically separated clusters are and is calculated using
the silhouette coefficient S:

__b-a
max(a,b) ’

where a is the average distance (I — cosine proximity) between documents within a single cluster,
b is the the smallest average distance from the documents in a given cluster to the documents in a
neighboring cluster. In our experiment, we obtained the value S = 0.02, that is, formally S > 0. The
small positive value of the silhouette is explained by the presence of many hybrid messages that create
“bridges” between clusters and reduce intercluster distances. Nevertheless, S > 0 means non-zero
isolation of the structure — the taxonomy has a certain stability despite the complexity of the data. It is
important to note that discrete classification with this type of data would be methodologically incor-
rect. Many documents lie on the boundaries of classes and contain characteristics of several groups at
the same time. That is why soft classification here is not a side effect, but a necessary way of describing
reality. It recognizes the multi-causal nature of incidents and reflects it quantitatively.

It has been experimentally confirmed that the proposed method successfully solves the task of
classifying risk incidents without a teacher. An interpretable taxonomy of 15 semantic categories is
formed, and the classification confidence has a stable structure. The semantic consistency of clusters
is maintained at a practical level of ~0.6, the cluster separation criterion S is positive, which indicates
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non-zero structural stability of the obtained taxonomy even with a significant proportion of hybrid
events.

Discussion

The results obtained demonstrate the high effectiveness of the self-organizing risk incident clas-
sification method for analyzing large arrays of operational data. In traditional safety monitoring sys-
tems, each event is recorded under a single category, such as “operator error”, “equipment failure”,
or “natural impact”. This simplification can lead to an underestimation of complex situations where
several factors act together [22]. The proposed method allows, for the first time, an incident to be de-
scribed by a set of risk factors with a quantitative assessment of each factor's contribution. The hybrid
characterization of an incident provides more complete information for subsequent risk analysis. It is
also consistent with the principles of Learning from Incidents (LFI) methodologies, which empha-
size the need to consider the combination of causes and conditions of accidents [23]. Our method
automates the multifactorial analysis of each case, which previously could only be achieved through
labor-intensive expert analysis.

In practical deployment, the membership vector should be used as an operational risk profile for
each incoming report. The largest component identifies the dominant factor, while the next com-
ponents show secondary drivers that may escalate the event. A warning can be generated when the
dominant score is at least 0.60 or when the sum of the two largest scores is at least 0.80, because this
pattern indicates either a strong single threat or a stable hybrid case. Analysts can rank reports by these
scores to prioritize response actions and investigation depth. Hybrid profiles are especially useful for
root cause analysis, since they reveal interacting mechanisms such as equipment issues combined with
procedural deviation. The same profiles support preventive planning, because recurring factor combi-
nations can be tracked over time and mapped to targeted mitigation measures.

Unlike the “black boxes” of deep neural network models, the cluster-thematic taxonomy obtained
by our method is interpretable by humans. Each class corresponds to an understandable semantic
label (name), and the coefficients p,, can be interpreted as the degree of influence of the relevant
factors on the event d. This opens up the possibility of model validation by security experts. More-
over, the matrix F' = fd,z can be considered as a normalized factor profile of incidents. Essentially, the
method solves the problem of automatically forming a knowledge base about latent risk factors and
their manifestations in real events. This result is directly relevant for proactive risk management — it
allows you to build “threat maps” that show which combinations of factors occur most often and how
they are interrelated. Similar ideas are embedded in ontological risk analysis systems, but there the
factors are set manually. Here, they are extracted from the data, which confirms the thesis about the
possibility of self-organization of the semantic structure of threats without a teacher.

Semantic class labels should be formed from the most representative terms of each leaf cluster and
then embedded in the same normalized vector space as documents. A robust label can be built from
top weighted terms that pass frequency and exclusivity filters, followed by expert screening to remove
ambiguous tokens. To keep names stable after corpus updates, the previous label vector should be
retained as an anchor and updated only when cosine similarity between old and new prototypes drops
below a fixed threshold, for example 0.85. This rule prevents unnecessary renaming and preserves
continuity of monitoring dashboards. The quality of label representation can be checked by measur-
ing the gap between in cluster and out of cluster similarity to the label vector. Better label vectors im-
prove the membership matrix because they increase contrast between dominant and secondary factors
without forcing hard assignment.

Conclusion

The paper solves the problem of classifying risk incidents in the absence of prior labeling by means
of self-organization of semantic clusters and soft classification of events according to them. A method
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for constructing a taxonomy of risk events directly from a text corpus has been developed. The taxon-
omy is a hierarchical structure of classes (topics and subtopics) identified without a teacher based on
latent semantic analysis of data.

An approach to fuzzy classification of incidents is proposed, in which each message is assigned
a vector of degrees of membership to all classes of the taxonomy. It is shown that such a continuous
profile is resistant to minor text distortions and adequately reflects cases of hybrid incidents.

The interpretability and practical significance of the method has been experimentally confirmed
using 10000 reports of events at nuclear power plants. An interpretable taxonomy of 15 categories has
been constructed, which is consistent with expert opinions and complements them by identifying
new combinations of factors. It has been shown that soft classification allows complex incidents to be
broken down into several risk factors, which expands the information base for proactive risk manage-
ment. This approach surpasses traditional single-class classification in terms of informativeness and
flexibility.

Quality analysis was performed: semantic clusters have an average consistency of ~0.6, and the
silhouette coefficient S > 0 confirms the preservation of the topological structure of clusters even with
multiple intersections. This means that the selected classes are not random and can serve as a reliable
basis for further monitoring and forecasting.

The method is fully automated and does not require labor-intensive data preparation. This is im-
portant for practical implementation in security monitoring systems, where the volume of unstruc-
tured data is constantly growing. The proposed algorithm can be integrated into problem-oriented
decision support systems for filtering incident streams, early identification of dangerous trends, and
developing risk management recommendations [24].

>
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