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Abstract. Currently, quantum technologies are the driving force behind technological progress
(Industry 4.0/5.0/6.0 or Society 6.0). The development of quantum information technologies
gives rise to new quantum threats to information security. The requirements of the federal project
“Personnel for the Digital Economy or the Data Economy” for the key information technology
— “Quantum Technologies” (Priority 1) — can be fulfilled only by developing an appropriate
training system for engineering and scientific personnel in the fields of quantum information
technologies, quantum robust artificial intelligence and quantum resilience. The creation of
a vertically integrated education system, which includes not only basic higher education, but
also the training of scientific personnel and upskilling for already employed professionals, will
contribute to the development of innovative technologies in general. The paper presents the
results of joint efforts of the Sirius University of Science and Technology together with the
Quantum Consortium of Business and Universities to train personnel in the sphere of quantum
information technologies for the development of such an education system.
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AnHoTamms. B HacTosIIIee BpeMsl KBAHTOBBIC TEXHOJIOTUHU SIBJISIFOTCST IBUTATEIEM TEXHUYE-
ckoro mporpecca (nmpombinieHHoctn 4.0/5.0/6.0 unu ob6iecta 6.0). PazBuTue KBaHTOBBIX
MH(OPMALIMOHHBIX TEXHOJIOTUI TOPOXIAEeT HOBYI0O KBAHTOBYIO yrpo3y WHGOPMAIMOHHOMN
6e3omacHocTu. TpedboBaHus deaepanbHoOro npoekra «Kamapol 1isg nndpoBoit 5KOHOMUKU WU
9KOHOMUKM JAHHBIX» K KIIOYEBOU MHGOPMAIIMOHHOUN TeXxHOIOTUU — «KBaHTOBBIM TEXHOJIO-
TUSIM» (TPUOPUTET 1) MOTYT OBITh BBIMTOJTHEHBI TOJIBKO MyTEM pa3pabOTKU COOTBETCTBYIOIICH
CHCTEeMBbI TIOATOTOBKY WHXEHEPHBIX M HAyYHBIX KalPOB B 00J1aCTU KBAHTOBBIX MH(MOPMAIIMOH-
HBIX TEXHOJIOTHI, KBAHTOBO-CUJILHOTO MCKYCCTBEHHOTO MHTEJIJIEKTa Y KBAHTOBOU yCTONYMBO-
ctu. Co3nanue BepTUKAJIbHO MHTETPUPOBAHHON CHCTeMbI 00pa3oBaHUs, MPEAyCcMaTPUBAIOIICH
He TOJIbKO TMOoJy4eHrue 0a30BOro BBICILIET0 00pa3oBaHUsl, HO U MOJATOTOBKY HAyYHbBIX KaJpOB U
MOBBILLIEHNE KOMITETEHIIMI yXe pabdoTarouiux CreuuairucToB, OyneT crocoOCTBOBATh pa3BU-
THIO MHHOBAIIMOHHBIX TEXHOJIOTUIA B 11eJIOM. B cTaThe mpeacTaBiaeHbl pe3yIbTaThl COBMECTHOM
JEeSITEJIbHOCTU HAayYHO-TEXHOJOTUYECKOTO yHUBepcutTeTa «Cupuyc» coBMeCTHO ¢ KBaHTOBBIM
KOHCOPIIMYMOM OM3HECa U YHUBEPCUTETOB 10 MOJATOTOBKE KaJPOB B 001aCTU KBAHTOBBIX UH-
(bopMalIMOHHBIX TEXHOJIOTU [IJIs1 pa3BUTHS TAKOW CUCTEMbI 00pa30BaHUSI.

KiioueBble €j10Ba: KBAHTOBBLIE BLIUMCIEHUS, KBAHTOBBIE MH(GOPMALMOHHBIE TEXHOJIOTUN, WH-
dbopmanroHHast 6e30MacHOCTh, 0Opa3oBaTeabHasl MporpaMMa, HOBBIE YTpO3bl KBAHTOBOM 6e3-
OTIACHOCTH, KBAaHTOBAsI ¥ TTOCTKBAHTOBasI KPUIITOTpadust, KBAHTOBO-CHIBHBIA MCKYCCTBEHHBIIA
MHTEIIEKT

®unancupoBanne: Pe3ynbTaThl TOMYyYeHBI TIPU (PUHAHCOBOM MOIEpKKe MpoeKTa « [eXHOIOrnu
TIPOTUBOICUCTBUS paHee HEM3BECTHBIM KBAHTOBBIM KMOEPYTpo3aM», Pealn3yeMoro B paMKax To-
CYIapCTBEHHOI MporpaMMsl ¢eaepanbHoil Teppuropun «Crupuyc» «HaydHo-TexHUYECKOe pa3BU-
e dpenepanbHoii Tepputopun “Cupuyc”» (Cornamenne Ne 23-03 ot 27 ceHtsi0pst 2024 1).

Jna murupoBanus: Skiba VY., Petrenko S.A., Abakumov E.M. Education system of engineers and
scientific personnel in the sphere of quantum information technologies, quantum robust artificial
intelligence and quantum resilience // Computing, Telecommunications and Control. 2025. T. 18,
Ne 4. C. 44-52. DOI: 10.18721/JCSTCS.18404

Introduction

Currently, quantum technologies are the driving force behind technological progress (Industry
4.0/5.0/6.0 or Society 6.0). They have already irreversibly changed the world and have spread not only
in the scientific community, but also in various fields of human activity, including manufacturing, the
military-industrial complex, ecology, medicine and information security [1—11].

The development of quantum information technologies gives rise to new quantum threats to infor-
mation security [10].

In the Russian Federation, the development of quantum technologies is receiving the closest at-
tention [10, 11]. For instance, in early 2024, the government roadmap for the development of the
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high-tech field of Quantum Computing, prepared by the Rosatom State Corporation for 2020, was
updated as part of the new federal project “Quantum Technologies as a component of the National
Project Data Economics”. This federal project replaced the “quantum roadmap”, which was set to
run until the end of 2024 and was coordinated by Rosatom. The strategic goal of the new policy doc-
ument is to create a quantum industry by 2030, involving not only scientists and specialists, but also
entrepreneurs and a wide range of future consumers of quantum technologies as active participants.

The study [11] examines initiatives to develop a new educational program — “Quantum infor-
matics: Information security”. It proposes directing the training of specialists in this field toward two
categories of students:

1) developers of core technologies: students will acquire fundamental systems knowledge and a
deep understanding of the core technologies in the field, will be capable to develop system compo-
nents for the technology stack and will be competent enough to contribute to international projects;

2) developers of applied solutions: this category will unite “applied engineers” who will be able to
create trusted and secure solutions for various domains (fintech, telecommunications, defense, med-
ical technologies, management, retail, logistics etc.), will have knowledge about existing technology
stacks and will be capable to design and develop applied solutions based on them.

The implementation of this initiative in 2024—2025 at the Sirius University of Science and Tech-
nology (Sirius University) together with the Quantum Consortium of Enterprises and Universities
for training personnel in Quantum Information Technology (Quantum Consortium), has highlighted
the need to establish vertically integrated education system for engineers and researchers in quantum
information technology, quantum robust artificial intelligence (Al) and quantum resilience of infor-
mation systems.

Related work and background

According to [11], quantum informatics and information security is a relatively new and rapidly
developing field of scientific research that arose at the intersection of quantum mechanics, infor-
mation theory, programming and information security. Its main branches are quantum computing,
quantum communication and quantum information theory.

A bibliometric analysis of academic literature on quantum technologies for 1990—2020 revealed
[2, 12] the dynamic growth of the field, high degree of concentration of research and international
scientific relations, as well as the involvement of not only universities and academic institutions, but
also large corporations (especially from Japan) and military research structures (primarily from the
USA). At the same time, Russia exhibits the following characteristics:

» high concentration of research in metropolitan areas and significant international collabora-
tion;

» leading contribution of the Russian Academy of Sciences (RAS), which ranks sixth among sci-
entific organizations in the world in terms of the number of publications in the field of quantum tech-
nologies for 1990—2020 [1];

» growing role of universities in the development of the scientific base of quantum and quantum
information technologies;

+ still limited involvement of the Russian commercial sector in research.

In accordance with the conclusion made in [12], since 2020, the number of scientific publications
on the research results in quantum and quantum information technologies has increased exponen-
tially, partly driven by efforts to address information security challenges arising from new quantum
threats.

At the same time, the broader landscape is characterized by the absence of mass-production tech-
nology for quantum chips and the fact that a dominant physical platform for quantum computers
has yet to be established. In parallel, development efforts are underway to create quantum computers
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based on more than 10 platforms, the main ones being superconductors, ions, neutral atoms and
photons [12].

In Russia, scientific research and engineering studies are also being conducted to create the first
domestic quantum computers [3, 4, 10, 12]. Cooperation and consortia are being formed on the basis
of domestic centers of competence in quantum technologies, quantum information technologies and
quantum communications [12]. Quantum processors with 2—10 qubits and quantum simulators with
10—20 qubits have been developed, and the first domestic quantum processors with 50—100 qubits are
expected to appear by the end of 2025.

In order to fulfill the directive of the President of the Russian Federation to create a fundamentally
new University of Quantum Technologies dedicated to studying advanced developments in quantum
computing and quantum information technologies, as well as to engage school students in the edu-
cational process, a new research group “Technologies for Countering Previously Unknown Quantum
Cyber Threats” (research group) was established in 2024 at Sirius University under the supervision of
prof. S.A. Petrenko (Grand PhD in Engineering).

The main objective of the research group is to create a promising world-class technology to en-
sure quantum resilience of leading national digital platforms and blockchain ecosystems of the dig-
ital economy of Russia, which, unlike existing technologies, will prevent significant or catastrophic
consequences in the face of previously unknown cyberattacks carried out by malicious actors using
quantum computer [12].

Task statement

From its inception, the research group began to implement the initiatives outlined in [11]. Con-
sequently, in the drafted Concept of ensuring the resilience of operation of national digital platforms
and blockchain ecosystems under the new quantum threat to security [12], one of the key tasks is
the development of a set of interrelated training programs in quantum information technologies and
quantum resilience of national digital platforms and blockchain ecosystems, including supplementary
professional education and/or upskilling.

Representatives of the research group participated in the final panel discussion at the 3 All-Rus-
sian Forum “Trusted Quantum Technologies and Communications (Quantum-2025)”, dedicated to
the specialists training and human resources potential of the industry, on January 30, 2025. The dis-
cussion also included representatives of leading universities and training centers — ANO “NTC CC”,
MISIS, NIO “Quantum Center” MTUSI, TUSUR and the Quantum Consortium, who highlighted
the critical shortage of specialists trained in quantum information technologies and quantum robust Al.

In early 2025, Sirius University joined the Quantum Consortium alongside prof. S.V. Ulyanov
(Grand PhD in Physics and Mathematics) and A.G. Reshetnikov (PhD in Engineering), the co-au-
thors of a number of works on quantum robust Al and cognitive robotics [8, 9]. This collaboration led
to the formulation of the task of developing educational programs spanning from school students to top
manager and/or qualified end-users for work in quantum computer science and quantum robust Al.

The jointly defined objective is to establish a vertically integrated education system for engineers
and research personnel in quantum information technologies, quantum robust Al and quantum rsil-
ience. This system will range from organizing introductory career guidance events in educational insti-
tutions to providing advanced training for existing I'T professionals and/or systems engineers in robotics.

In other words, the task entails integrating the educational system (universities) with industry
(business) to create a university-based scientific and industrial complex. This complex will serve as
the foundation for implementing the innovative “education—science—production” project. At the
same time, the vertical integration spans from foundational education systems to specialized retrain-
ing centers ans research institutions in active cooperation with production companies implementing
quantum information technologies in the product life cycle.
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Currently, the task of developing quantum processors or quantum information technologies de-
pends not only on a shortage of engineering personnel with the requisite competencies, but also on
the absence of specialists trained to serve as qualified end-users in industry, who could form a request
for the development and/or implementation of such technologies in production and their further
practical application.

Establishing a vertically integrated education system, which provides not only foundational higher
education, but also research training and upskilling for current professionals, enables meeting the
requirements of the federal project “Personnel for the Digital Economy or Data Economy” for the
key information technology “Quantum Technologies” (priority 1), and will contribute to the devel-
opment of innovative technologies in general. It is noteworthy that upon acquiring the necessary skills
and competencies for solving complex trans-computational problems, the next significant step would
be the emergence of quantum Al, that is, Al created on the basis of a quantum computer.

Components of a vertically integrated system and the main stages of its implementation

The first component of the vertically integrated system (Fig. 1) is the implementation of introducto-
ry career guidance activities for educational institutions of the “Sirius” federal territory, implementing
educational programs of basic general and secondary general education.

The core of this component is the educational and outreach program “New threats to information
security using Al technology and quantum computers”, which includes the following set of lectures:

* Blockchain ecosystems and their role in the digital economy of Russia;

» Challenges to the resilience of national blockchain ecosystems in the context of emerging quan-
tum security threat;

* Methods and algorithms for the synthesis of quantum-resilient blockchain ecosystems and plat-
forms of the digital economy of Russia;

* Methodology for addressing the synthesis of technologies and programs to ensure quantum re-
silience of national blockchain ecosystems and platforms of the digital economy of Russia;

* Models for ensuring quantum resilience of national blockchain ecosystems and platforms of the
digital economy of Russia.

Holding these events on a regular basis will help engage school students during their studies and
attract their interest in pursuing relevant specializations at Sirius University (Fig. 2).

The next component of the vertically integrated system in terms of importance is the training of
research and teaching staff, which will enable the recruitment of specialists with higher education in

Vertically integrated education system

o = 1
General Conducting events of career guidance minimum for | Education |
education educational organizations of the federal territory "Sirius”, — o
implementing educational programs oftbasic general and
secondary general education
3
Higher Implementation of higher education programs. 4
education .," at Sirius University of Science and Technology
| Science
Pns?::;ua“ Implementation of programs for training scientific and ~
A ientific-pedagogical 11 tgraduate studi JL
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Additional
professional Advanced training in additional professional programs s
% Bisness
education

Fig. 1. Vertically integrated education system
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other related IT fields to work in quantum information technologies. Taking into account the impor-
tance of ensuring the quantum resilience for digital platforms and blockchain ecosystems, the first
program for training research and teaching staff was developed in specialization 2.3.6 “Methods and
systems of information protection, information security”.

Also of significant importance is accelerated retraining through additional professional programs
for professionals and end-users of information technologies. Six additional professional training pro-
grams have been developed for the following specialist profiles:

» information security specialist in telecommunication systems and networks (requirements ap-
proved by Order No. 536n of the Ministry of Labor and Social Protection of the Russian Federation,
dated September 14, 2022);

* computer systems and network security specialist (requirements approved by Order No. 533n of
the Ministry of Labor and Social Protection of the Russian Federation, dated September 14, 2022);

» information security specialist in automated systems (requirements approved by Order No. 525n
of the Ministry of Labor and Social Protection of the Russian Federation, dated September 14, 2022).

» design engineer/systems engineer (qualification outlined in Decree No. 37 of the Ministry of
Labor and Social Protection of the Russian Federation, dated August 21, 1998);

« information systems specialist (requirements approved by Order No. 586n of the Ministry of
Labor and Social Protection of the Russian Federation, dated July 13, 2023);

» research and development specialist in quantum communications (requirements approved by
Order No. 327n of the Ministry of Labor and Social Protection of the Russian Federation, dated April
25,2023).

The list of additional professional programs is given in Fig 3.

The final and key component of the vertically integrated system is necessarily a program for training
qualified specialists in quantum information technologies to fully and adequately meet the demand for
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Fig. 3. List of programs of additional professional education and acquired competencies

experts among end-users and manufacturers. Such training is planned to be carried out in accordance
with the higher education program “Quantum Information Technologies”.

Graduates of this program will be qualified specialists in the fields and with the qualifications previous-
ly outlined for additional professional training programs.

First results

At a meeting of the Quantum Consortium held at the Russian Union of Industrialists and Entre-
preneurs on April 24, 2025, its President, Alexander Shokhin, noted in his welcoming speech that the
field of quantum technologies has been developing in Russia for several decades:

“We have formed an expert consensus on key issues and clearly understand that in the coming
years, the field of quantum technologies, alongside Al, will be one of the main drivers of development
of industry and the Russian economy. There is a lot of work ahead. Together with universities, we need
to train teachers and engineers and create favorable conditions for the development of the industry”.

During the meeting, Sirius University presented educational programs for targeted training of per-
sonnel in quantum engineering and quantum industrial Al (Fig. 3).

The discussion focused on cultivating demand among industrial companies for highly qualified
personnel capable of developing and implementing innovative solutions, including industrial ones,
based on end-to-end quantum information technologies.

The participants of the discussion explored the possibilities of training a new generation of engi-
neering personnel to meet the needs of industrial customers on the basis of technical universities in
problem-oriented areas, taking into account international practice. Particular attention was paid to
the potential for establishing new specialized profiles in quantum information technologies under the
umbrella of “Quantum Engineering”.

The presentation of these programs aroused great interest among members of the Quantum Con-
sortium.

In July 2025, the first cohort of postgraduate students was enrolled in specialty 2.3.6 with dis-
sertation research aimed at applying quantum information technologies, quantum algorithms and
post-quantum algorithms to address the problem of ensuring the resilience of national digital plat-
forms and blockchain ecosystems.
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The enrollment and training of students for the higher education programs are scheduled to com-
mence in the summer of 2026.

Conclusion

The development and most importantly, the implementation of the proposed vertically integrated
education system for engineers and research personnel will meet the requirements of the federal pro-
ject “Personnel for the Digital Economy or Data Economy”) concerning key information technology
— “Quantum Technologies” (priority 1), and will also contribute to the development of innovative
information security technologies and the use of quantum robust Al in industry and robotics.

The postgraduate, master's and additional professional education programs included in the system
are aimed primarily at training specialists in developing universal libraries of quantum algorithms
regardless of quantum platforms and chips used. Quantum algorithms can be created without deep
understanding of quantum physics. It is significant that developers who have the skills to program
quantum computers will gain a competitive advantage as “quantum hardware” technology matures.
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