Computing, Telecommunication and Control, 2024, Vol. 17, No. 4, Pp. 16-34.
4 MHdopMaTurKa, TeENEKOMMYHUKaummK 1 ynpasnerme. 2024. Tom 17, N2 4. C. 16-34.

Review article @ 018
DOI: https://doi.org/10.18721/]JCSTCS.17402 T
UDC 004.03

NEW TYPES OF THREATS AND ASSESSMENT
OF QUANTUM STABILITY OF INFORMATION SYSTEMS
IN THE FIELD OF FOREIGN TRADE ACTIVITY

V.Yu. Skiba'? = , S.A. Petrenko’,
A.A. Murzina', K.R. Popova’

1 Sirius University of Science and Technology,
Sirius Federal Territory, Krasnodar region, Russian Federation;

2 Bauman Moscow State Technical University,
Moscow, Russian Federation

B yskiba69@mail.ru

Abstract. The introduction of technologies for performing customs operations through
information systems without the direct participation of customs officials, as well as the evolving
political situation and the adoption of sanctions against the Russian Federation by the United
Stated and its allied states, significantly increase the importance of ensuring information security of
customs authorities. The results obtained in the field of quantum informatics clearly demonstrate
the high technological potential of quantum technologies. A cryptanalytically relevant or
significant quantum computer can threaten civil and military communication systems, including
information systems of customs authorities and individual participants in foreign trade activity.
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necessary measures to protect against the mentioned quantum threat, including developing a plan
for relevant priority measures.
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Introduction

One of the key goals of the creation of the Eurasian Economic Union (EAEU) is “comprehensive
modernisation and improving competitiveness of national economies within the framework of the global
economy”!. The creation of competitive conditions directly depends on the reduction of time costs on the
route of goods from the manufacturer to the end consumer [1].

The rate of technological change is constantly increasing, which leads to the need to master new
skills and knowledge that allow taking into account such factors as instability, uncertainty, complexity

! Treaty on the Eurasian Economic Union, Available: https://docs.cacunion.org/ru-ru/Pages/DisplayDocument.aspx?s=bef9c798-3978-4213-
9ef2-d0fb3d53b75f&w=632c7868-4ee2-4b21-bc64-1995328e6ef3&1=540294ae-c3¢9-4511-9bf8-aaf5d6e0d169& EntityID=3610  (Accessed:
28.01.2025)

© Ckuba B.1O., NetpeHko C.A., MypauHa A.A., Monosa K.P., 2024. N3paTenb: CaHKT-MeTepbyprckuii NOIUTEXHUYECKUI YHUBEPCUTET MeTpa
Benukoro
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and ambiguity in the economic models used. The concept of economic development in the context of
VUCA (volatility, uncertainty, complexity and ambiguity) conditions is becoming increasingly popular [2],
which has a direct impact on the processes of foreign trade activities (FTA) management.

In these conditions, FTA acquires new specifics, which was proposed in [3] to consider from the
standpoint of reducing the time costs of information and logistics operations by eliminating “false disa-
greements” by creating services for implementing trade operations in the format of smart contracts; for
forming indicators that directly characterize the integrative aspects of trade transactions within FTA.

Information systems that directly support FTA have begun to actively develop in the direction of cre-
ating platform solutions that involve the implementation of smart contracts and blockchain technologies.

In the context of growing volumes of cross-border trade, the Federal Customs Service of Russian
Federation was one of the first customs services in the world to take a course on reducing the time it
takes to complete customs formalities through the digitalization of its activities and the introduction
of innovative technologies for interaction with all participants involved in the process of international
movement of goods [4]. In the current conditions, there was an urgent need to develop and implement
fundamentally new approaches, technologies and means of performing customs operations through in-
formation systems and information and communication technologies without the participation of cus-
toms officials, i.e. in automatic mode.

At the same time, the global information space (GIS) and its main component — the Internet — is
used and will be used in the foreseeable future in the interests of the functioning of critical infrastruc-
ture facilities of customs authorities and individual participants in FTA, expanding citizens’ access to
information. On the other hand, it is already being used by criminal structures, international terrorist
organizations and unfriendly states to disrupt the functioning of these facilities and create centers of
social tension [5].

The results obtained in the field of quantum information science clearly demonstrate the high tech-
nological potential of quantum technologies. At the same time, it becomes clear that a cryptanalytically
relevant or significant quantum computer could threaten civil and military communications systems and
undermine the combat capability of strategic control and management systems of the Russian Federation's
critical information infrastructure [6], including critical information infrastructure facilities of customs
authorities and individual participants in FTA.

In these conditions, the relevance of conducting research in the field of quantum technologies and
information security, the creation of safe quantum-resistant ecosystems and platforms for conducting
FTA is beyond doubt.

>

GIS and modern threats to international information security

It is necessary to conduct a permanent detailed analysis of the current situation in the GIS, primarily
an analysis of the quantity and quality of threats from states, criminals and terrorists using information
and communication technologies for destructive purposes. It is also necessary to constantly clarify and
classify threats to international information security (IIS), make a detailed assessment of these threats,
clarify plans and the format of activities to counter threats to the I1S for the future.

The main basic concepts of IIS, the classification of IIS threats, their types and mechanisms (or
channels) for their implementation are defined in [6] and subsequently clarified>? in a series of works
devoted to modern IIS threats. It should be noted that with the adoption of sanctions against the Russian
Federation by the United States and its allied states, the number of attempts to violate the information
security of various critical information infrastructure facilities, including customs authorities, has in-
creased significantly.

2 Updated concept of the convention of the United Nations on ensuring international information security, Available: http://www.scrf.gov.ru/
security/information/Inf conc/ (Accessed: 29.01.2025)

3 Decree of the President of the Russian Federation on approval of the Fundamentals of the state policy of the Russian Federation in the field
of international information security, Available: http://pravo.gov.ru/proxy/ips/?docbody=&firstDoc=1&lastDoc=1&nd=602148302 (Accessed:
29.01.2025)
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Over the past decades, the scale of IIS threats has increased significantly under the influence of such
a complex and contradictory phenomenon as globalization. On the one hand, in the context of globali-
zation, the interdependence of states has increased sharply and conflicts in the GIS seriously threaten
global security and stability. On the other hand, by deepening the unevenness of economic development
of states, globalization creates a fertile ground for the accumulation of crisis potential in many countries
of the world. It is on this basis that new types of IIS threats arise and grow, various new actors of the GIS
appear, who have made violence and lawlessness their weapon in it [5].

Over the past three decades, so many threats to information security have emerged that it would seem
that there is no room for new ones. Examples of the ingenuity and resourcefulness of manufacturers and
developers of new means of conducting cyberattacks and hostile use of content (new mechanisms of
information-technical and/or information-humanitarian influence) and, accordingly, the emergence
of new threats [5].

Since 2022, many Russian services have been subjected to cyberattacks: Gosuslugi — the Unified
Portal of State and Municipal Services (Functions), websites of Russian banks, courts, media, federal
companies, electronic document management systems, as well as Android-based equipment. Over the
past two years, there have been large-scale leaks of personal data of Russians. In the spring of 2024, on
the eve of the admissions campaign, university websites were attacked, as well as TV channels, where the
broadcast of the Victory Parade was interrupted.

It is now clear that cyber operations against transport infrastructure, power grids, dams, chemi-
cal plants, nuclear power plants, customs authorities, and other critical infrastructures are technically
possible. Such operations can have far-reaching consequences, causing significant damage and large
numbers of civilian casualties [5].

In accordance with the passport of the national program “Digital Economy of the Russian Federa-
tion”*, ensuring the integral, sustainable and secure functioning of critical information infrastructure
and services for the transmission, processing and storage of large volumes of data in the context of the
growth of both classical and previously unknown (and, accordingly, poorly studied) security threats is
one of the key goals of the “Information Security” project.

In the current geopolitical situation and in accordance with the Concept of ensuring information
security of customs authorities, the priority areas for ensuring information security and technical pro-
tection of information of customs authorities are:

* ensuring resistance to deliberate destructive impacts on the information and telecommunications
infrastructure of customs authorities;

* ensuring trust in the processes implemented (including without human participation) by auto-
mated information systems of customs authorities and the generated electronic documents;

* unconditional compliance with the requirements for ensuring information security at all stages of
the creation, development, operation, use and decommissioning of components of the information and
telecommunications infrastructure of customs authorities.

At the same time, the destructive impact is exerted not only on the information systems of customs
authorities, but also on the information systems of participants in FTA [7] and other interested parties,
information interaction with whom is ensured in accordance with the legislation of the EAEU and the
Russian Federation.

There are a number of IIS threats arising within the framework of the activities of international
(regional) economic organizations. Thus, in the scheme of exchanging electronic documents during
cross-border interaction of government bodies of the EAEU member states with each other and with
the Eurasian Economic Commission with the participation of a trusted third party, collisions arise.
They are associated with the emergence of a situation in which the subject of interaction (legal entity or

4 Passport of the national program “Digital Economy of the Russian Federation”, Available: https://digital.gov.ru/uploaded/files/tsifrovaya-ekono-
mika-rossijskoj-federatsii.pdf (Accessed: 29.01.2025)
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individual) can potentially submit to the government body an electronic document that it received from
another subject located in a jurisdiction different from the government body of submission. In this case,
the government body will not be able to correctly verify such an electronic document.

Another type of threat in case of violation of the cross-border transfer of electronic documents is as-
sociated with an electronic document with uncertain legal force that has already entered the recipient's
jurisdiction, but its legal force has not yet been confirmed using receipts from a trusted third party. For
example, it is possible that an electronic document was signed with an electronic signature and sent to
the recipient, but before the recipient initiated the procedure for generating receipts, the public key cer-
tificate for verifying the signature was compromised. Obviously, such an electronic document will have
no legal force in the recipient's jurisdiction. At the same time, at the time of the electronic document’s
formation and during its transfer from the sender to the recipient, the document had all the properties
that allow it to be considered legally significant [5].

The achievements of IBM, as well as a number of other high-tech manufacturers of quantum com-
puters, convincingly demonstrate the reality of the so-called “quantum threat”. For this reason, a num-
ber of technological countries in the world have already begun preparations to counter future quantum
cyberattacks. For example, the administration of former US President Joe Biden has issued two new
directives to prepare the state and business for future quantum cyberattacks.

Thus, it should be considered that computer attacks and impacts using specially prepared content
(information-technical and information-humanitarian impacts) would constantly develop, and their
number would grow. Therefore, it is necessary to systematically update the existing lists of information
security threats and conduct predictive research in this area in order to counter them in the near and
medium term.

Automated information systems in the customs sphere

Currently, the customs sphere not only ensures 100% electronic declaration’ [1, 4], but also various
customs technologies for carrying out customs operations through information systems without the par-
ticipation of customs officials are actively used.

Thus, for the first time, self-regulating mathematical methods, algorithms and software for for-
mat-logical control, interdepartmental exchange and verification of permits, as well as decision-making
by information systems without the participation of customs officials have been developed and imple-
mented.

In this case, electronic signature mechanisms are used to ensure the legal significance of decisions
made by information systems. The proposed system-technical and information-technological solutions
ensured the implementation of technologies for automatic registration of customs declarations, auto-
matic verification of the risks of violation of the customs law of the EAEU and automatic release of
goods in accordance with the declared customs procedure, as well as writing off customs duties and
payments from the single personal accounts of participants in FEA [1].

Information systems of the customs authorities of the Russian Federation ensure the implementa-
tion of information and communication technologies used in the performance of customs operations
and customs control of goods and vehicles, the use of the risk management system, accounting and
control of the completeness and timeliness of receipt of customs payments and their payment, the
maintenance and analysis of customs statistics of foreign trade, currency control, the analysis and
assessment of the effectiveness of the activities of customs authorities, the implementation of other
functions assigned to customs authorities in the field of customs affairs in accordance with the current
EAEU Customs Code.

The basis for the implementation of various customs technologies was the creation, since 1998, of in-
formation systems of customs authorities in a secure design [1], first of all, Unified automated information

5 The first electronic declaration was submitted to customs authorities on 25.11.2002.
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system of customs authorities (UAIS CA)®. This system is designed to ensure automation of the activities
of customs authorities and the implementation of information customs technologies in accordance with
the legislation of the EAEU, the legislation of the Russian Federation in the customs sphere, as well as
other relevant regulatory legal and acts of the Russian Federation and international treaties. The UAIS
CA is a hierarchical multi-level information system corresponding to the organizational and staff struc-
ture of the customs authorities of the Russian Federation.

The set of components (objects) of the UAIS CA is operated in the central office of the Federal Cus-
toms Service of Russian Federation, specialized and regional customs departments, customs offices, at
customs posts and checkpoints on the external border of the EAEU.

Information interaction between customs authorities is carried out using the Departmental Integrat-
ed Telecommunications Network (DITN) of the Federal Customs Service of Russian Federation, which
is a system of telecommunications nodes of customs authorities that are interconnected according to the
hierarchical principle.

Since 2002, when the first departmental certification center of the State Customs Committee of Rus-
sian Federation was created and the first electronic declaration of goods was filed, customs authorities have
consistently created, put into operation and developed a system of departmental certification centers of
customs authorities and automated information system for external access of customs authorities’.

The automated information system for external access of customs authorities ensures secure infor-
mation interaction between the information and software systems of the UAIS CA and external infor-
mation systems (information systems of FTA participants, federal executive authorities, customs au-
thorities of foreign states, including members of the EAEU, international organizations, etc.).

The system of departmental certification centers of customs authorities ensures the issuance of qual-
ified certificates of electronic signature verification keys to customs officials and server components of
the UAIS CA. Qualified certificates of the electronic signature key are required to create electronic doc-
uments within the framework of the procedures for automatic registration of declarations and automatic
release of goods, as well as to check the status of a document at various stages of customs clearance and
customs control, including after the release of goods within five years.

Since 2002, information interaction with the information systems of FTA participants and other
interested parties has developed in the direction of a complete transition to the use of legally significant
electronic documents.

Since 2018, the implementation of customs technologies has begun, which provide for the adoption of
legally significant decisions when carrying out customs operations through information systems without
the participation of customs officials.

Since November 2021, the process of automatic processing of goods declarations has been carried out by
the customs authorities' information system around the clock. If a decision on the automatic release of goods
in accordance with the declared customs procedure is not made by the information system, then such a dec-
laration is automatically sent to the customs authority (electronic declaration center), whose officials make
the final decision on the submitted declaration “manually”. Simultaneously with the goods declaration, the
official receives the results of inspections carried out by the information system, which he uses to make deci-
sions. In this case, the decision is made by officials during the working hours of a specific customs authority
where the declaration was received (most electronic declaration centers work daily in a 12-hour mode).

Along with this, work was carried out to develop the information and software tools of the UAIS CA,
implementing in automatic mode the verification of format-logical control, algorithms for automatic reg-
istration of customs declarations and algorithms for the automatic release of goods.

¢ Order of the Federal Customs Service of Russia dated 17.06.2010 No. 1154 “On approval of the Regulation on the Unified Automated Informa-
tion System of Customs Authorities”, Available: https://www.alta.ru/tamdoc/10pr1154/?ysclid=m6izdrt2k 5240885086 (Accessed: 30.01.2025)
7 In 2002, the Departmental Certification Center of the State Customs Committee of Russia began its work, on the basis of which a system of
departmental certification centers of customs authorities was subsequently created, which was put into operation on 11.03.2005. On 06.04.2009,
an automated information system for external access of customs authorities was created and put into operation.
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The digitalization of customs authorities' activities was accompanied by changes in international and
national legislation. For example, the Customs Code of the Customs Union established the priority of
using paper documents, and all customs operations were provided for only by customs officials. Since
2014, the electronic form of declaration has become mandatory in the Russian Federation, with the ex-
ception of cases determined by the Government of the Russian Federation or supranational legislation.
Since 01.01.2018, the Customs Code of the EAEU has already entered into force, which established
the priority of the electronic form of documents and the possibility of carrying out customs operations
through an information system without the direct participation of customs officials.

Thus, currently developed technologies for performing customs operations through the information
systems without the participation of customs officials (in automatic mode) involve the use, together with
the UAIS CA, of the System of Departmental Certification Centers of Customs Authorities and the Au-
tomated System of External Access of Customs Authorities, ensuring interaction with the information
systems of FTA participants and other interested parties, as well as the System of Interdepartmental
Electronic Interaction, ensuring interaction with the information systems of more than 40 other federal
executive authorities).

The transition of the customs authorities of the Russian Federation to the use of digital technologies
served as the basis for the use of electronic documents by other federal executive authorities whose pow-
ers include the issuance of permits necessary for the movement of goods and vehicles across the customs
border of the EAEU.

The introduction of an electronic form for submitting documents, the organization of obtaining
permits in electronic form directly from the agency that issued them, and a number of other measures
related to the organization of electronic document flow between participants in the cross-border move-
ment of goods, made it possible for FTA participants to submit an electronic declaration for goods from
any point in the Russian Federation and, as a result, eliminate the need for the personal presence of a
representative of a participant in FTA at the customs authority when declaring goods.

The development of information systems of FTA participants took place, although the development
and implementation of the CUCA interaction model scheme [3], which ensures increased management
efficiency based on the processing of data on goods and thereby minimizing the impact of the so-called
VUCA processes, had a greater influence on the development of information systems in the sphere of FTA.

When creating a digital information and logistics platform under VUCA conditions, it becomes pos-
sible to control all routine operations: from concluding a contract to successfully closing a deal, subse-
quent warranty service and compliance with the rights to the intellectual property used, processing and
storage in distributed ledgers in the format of smart contracts. Automatic execution of smart contracts
reduces the risk of logistical errors, unifies the document flow process, visualizes in real time the pro-
cesses of movement of goods and the status of customs documents [3].

This model scheme consists of coordinating operations: data transfer during the implementation of
business processes, defining the goal, in terms of knowledge of laws and regulations of FTA, observa-
bility of the current state of resources and controlled distribution of decision-making powers (Fig. 1).

The CUCA model scheme allows for a radical increase in the reliability and security of the chain of
foreign trade transactions, the level of automation of accounting and control systems, a reduction in
the time and financial costs of exporting enterprises, and the introduction of the principle of one-time
provision of data (the “single window” principle) [8, 9].

The use of CUCA significantly reduces the potential for fraud, violation of liability regulations, cer-
tification rules and the use of false information. Thanks to the peer-to-peer architecture of the CUCA
database, the FTA information space is endowed with new functions, which allows the exporter and
importer to directly exchange legally significant documents organized in the form of a cryptographically
protected chain of blocks (blockchain). The correctness of the information update is confirmed by all
nodes of the blockchain network, and specially organized chains of records (sidechain) allow customs
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Fig. 1. CUCA model scheme

and currency control authorities to automatically receive the necessary information, which reduces ad-
ministrative costs and speeds up all FTA processes.

Considering that distributed ledgers are decentralized network-centric technology for storing and
processing data that includes meta-information about previous operations, a new addition operation us-
ing ledgers is executed taking into account the context of previous operations. This ensures verification
of new operations in the future.

Each result of a successful operation is called “smart contract” and stored in a distributed ledger and
is duplicated multiple times in the system, which ensures automated control of its correctness, radically
reducing the number of violations in the preparation of documentation and customs clearance, reducing
logistics costs due to:

* processing of all transactions in a common cryptographically protected information space of
manufacturing enterprises, licensed exporting enterprises, customers of high-tech products, financial
organizations and state customs control authorities;

» creating a distributed cross-border digital infrastructure for operational management and plan-
ning of FTA;

* integrating production and logistics capabilities for export-import operations, typical for enter-
prises engaged in high-tech production.

In the context under consideration, the essence of digital transformation of FTA comes down to
using the capabilities of end-to-end information and computing systems and IoT networks to stimulate
the activities of industrial enterprises to dramatically increase the volume of exports of high-tech prod-
ucts, including changes in business models of relationships with partners and competitors through the
introduction of smart contracts.

An information and logistics model of FTA (using the example of transportation between Russia and
China) with transaction control technology using distributed ledgers and smart contracts, is presented
in Fig. 2.

All regulatory financial and logistical operations, up to the successful closing of a deal and subse-
quent warranty service, are proposed to be recorded and stored in distributed secure ledgers. In this case,
the basis of FTA is smart contracts (application, description, letter of credit etc.), which automatical-
ly guarantee the regulatory correct settlement of requirements in accordance with the model of FTA
adopted by the company and approved by the customs authorities (smart contract FTA).
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Fig. 2. Information and logistics model

It should be noted that a smart contract implements an algorithm executed in a local or cloud com-
puting environment, which describes the sequence of fulfillment of contractual obligations agreed upon
by the supplier and customer. When creating an information platform for the implementation of Rus-
sian-Chinese FTA, it must be taken into account that the processed data used, for example, to certify
goods in accordance with national quality standards, are in “constant motion” [10], the trajectory of
which can be clearly displayed on a multi-layer telematics map.

In modern conditions, the formation of a register of “obligations plus regulations”, which charac-
terizes the time sequence of fulfillment of contractual obligations, using traditional paper declarations
significantly reduces the speed of trade transactions and at the same time increases the amount of in-
accurate information associated with the influence of the “human factor”. That is why the considered
information and logistics model of foreign trade operations is based on digital technologies that allow
the creation of a new class of network infrastructure for the implementation of FTA or the “Internet” of
economically significant values. Such infrastructure can be created on the basis of an intelligent digital
information and logistics platform that implements and controls material and information flows formed
during the implementation of export contractual obligations and customs control regulations.

As noted above, business processes occurring during the implementation of FTA can be used to
design smart contracts at the normative-algorithmic level regulating the sequence of both preparatory
and customs-logistics operations [11, 12]. In this case, preparatory operations include the processes of
selling and purchasing finished products or materials, drawing up relevant foreign trade contracts and
carrying out banking transactions. Customs and logistics processes include the processes of obtaining
permits (certificates of conformity, etc.), passing customs formalities, handling cargo along the entire
route or transferring goods using information carriers through computer networks.

In the digital information and logistics platform, the distributed ledger actually functions as an in-
formation integrator, which receives information from both participants in export transactions and from
equipment that forms the IoT class transport infrastructure used by the logistics operator or IaaS service
provider. RFID sensors, digital video cameras, temperature and humidity sensors, GPS navigators and
other telematic devices that transmit information about the current state, route, and location in the
warehouse or other logistic attributes of the goods being transported can be used as sources of data pro-
cessed during customs support of the smart contract.
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At the same time, the technology of distributed ledgers at the algorithmic level fixes the list of re-
quirements for the goods, their transportation and storage, which is mandatory for the supplier and the
logistics operator company. Subsequently, the smart contract automatically prepares financial flows and
forms a neutral account, where the recipient of the goods transfers payment for the completed goods
transaction. At the same time, the funds are in this account until the goods cross the customs border and
become the object of control of the smart contract.

An analysis of the structure of the digital information and logistics platform shows that the infor-
mation used in it, being a carrier of events and facts, forms a distributed ledger or a set of data ordered
according to certain rules, which are endowed with attributes that characterize how both rights and
fact their ownership. These attributes ensure “high accuracy” of data accounting and management,
which opens up fundamentally new possibilities for the use of distributed ledgers for the implemen-
tation and control of foreign trade transactions. Increasing the accuracy of data accounting reduces
uncertainty in the planning process and economic risks of logistics transactions, which creates the
preconditions for a radical change in business models based on the fulfillment of mutual obligations.
This is especially important in the implementation of FTA, as it allows for the automation of the
processes of control over the fulfillment of obligations, analyzing the ledgers of financial resourc-
es of suppliers, clients, intellectual property and applicable standards based on agreed algorithms.
Considering that contract ledgers or smart contracts can be complete (take into account any possible
situations) or open (can be supplemented or changed depending on the situation), the operational
management of economic processes within the framework of FTA can be considered as a collective
and non-authoritarian technology that allows for immediate and public confirmation of the accuracy
and authenticity of the data provided.

The CUCA model scheme that forms the basis of the digital information and logistics platform al-
lows for increasing the efficiency of operational management of logistics operations and automating
the processes of FTA control by customs authorities. At the same time, enterprises exporting high-tech
products have the opportunity to use new business models of FTA that increase the reliability, security
and speed of trade operations.

Using similar approaches, the information system of the Russian Export Center is being developed.
The digital platform “My Export” (state information system “Single Window”) and the National digital
transport and logistics platform (DTLP) are being created.

My Export platform was created within the framework of the national project “International co-
operation and export”, which is aimed at increasing the export of non-resource non-energy goods.
Eleven relevant ministries, federal executive bodies and business associations worked together with
the Russian Export Center to create the platform, including the Ministry of Industry and Trade of
Russian Federation, the Ministry of Agriculture of Russian Federation, Rosselkhoznadzor, the Fed-
eral Customs Service of Russian Federation and the Federal Tax Service of Russian Federation. The
digital platform “My Export” provides online access to government and business services that support
companies' export activities. The platform's services provide solutions to key tasks at each stage of the
export cycle?.

The National DTLP is being created as a state information system that defines uniform standards of
digital interaction for all participants in transport and logistics activities and government agencies. It is
designed to unite digital logistics services on one platform and become a kind of a “single window” for
interaction between the state and carriers. One of the goals is to implement electronic document man-
agement at all stages of cargo transportation by road, sea, river, rail and air®.

8 Over 115 thousand services rendered and over 23 thousand users. Digital platform "My export" is three years old. News of Russian export.
Available:  https://www.exportcenter.ru/press_center/svyshe-115-tysyach-okazannykh-uslug-i-bolee-23-tysyach-polzovateley-tsifrovoy-plat-
forme-moy-eksport-/?ysclid=m6jdtzaob1137958268 (Accessed: 30.01.2025)

° National Digital Transport and Logistics Platform | Ministry of Transport of the Russian Federation, Available: https://mintrans.gov.ru/activi-
ties/297/367?ysclid=m6je31weyh694738446 (Accessed: 30.01.2025)
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Threats to the information infrastructure of customs authorities associated
with the development of quantum computing technologies

The creation of secure quantum-resistant ecosystems and platforms for the digital economy of Rus-
sia, including the FTA sphere, is a long-term challenge due to the current lack of unified scientific,
methodological and technical base for creating the aforementioned systems. In particular, there are
no technologies to counter the new quantum threat to cybersecurity. This is a fundamental scientific
problem, without solving which it is impossible to talk about achieving the goals of the national project
“Data Economy”.

According to [6], today we are in the so-called era of noisy intermediate-size quantum devices
(NISQ) [13—19].

Quantum computers are capable of solving some computational problems much more efficiently
than any modern classical computer (fifth-generation supercomputer) of the von Neumann architecture
[20, 21].

The components of a quantum computer that can be implemented in practice are imperfect in terms
of accuracy and are highly susceptible to interference and errors. However, if these components are used
in combination with classical computers and fifth-generation supercomputers, it is possible to achieve
significant acceleration in calculations in the field of solving a wide class of multidimensional optimi-
zation problems. It should be noted that these problems include the problems of ensuring information
security for critical infrastructure and problems associated with information impact (primarily unfriend-
ly) on this infrastructure.

Here the question of “price vs quality” arises: how much more expensive is such a quantum compo-
nent of a computing system than a classical one, capable of doing the same work, but in a longer time?

The results obtained in the field of quantum information scince clearly demonstrate the high tech-
nological potential of quantum technologies. At the same time, it becomes clear that a cryptanalytically
relevant or significant quantum computer can threaten civil and military communication systems and
undermine the combat capability of strategic control and management systems of critical information
infrastructure [6], including critical information infrastructure facilities of customs authorities and in-
dividual participants in FTA.

In this situation, there is a growing need to carry out all necessary measures to protect against the
aforementioned quantum threat, including developing a plan of relevant priority measures at the state
and military levels.

Touching upon the task of ensuring the security of critical information infrastructure in the context
of the introduction (full-scale or limited) of quantum computing systems and quantum computing based
on them, one can try to identify two main “scenarios” for the development of events [21].

The first scenario assumes the direct use of quantum technologies in computing facilities that provide
control, processing of all types of information and modeling of all levels in the elements of the critical
information infrastructure facility. It is obvious that quantum computing will be used in this case in par-
allel with calculations and control operations implemented on classical computing facilities (modern
supercomputers in this approach will also be considered classical facilities).

The second scenario assumes that quantum technologies in the near future will not find wide appli-
cation in critical information infrastructure due to insufficient reliability and maturity, and will most
likely be used outside the real control and information processing circuits to solve individual local com-
putationally intensive tasks. In this case, the processes of forming “hostile” information impacts can
be implemented using quantum technologies outside the real control and computing circuits with sub-
sequent “introduction” into structures related to critical information infrastructure facilities that are
potential targets of impact.

It should be noted that the second scenario may become feasible in the near future, while the first one
is associated with the need to master the serial production of basic elements that are (by analogy with
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Fig. 4. The first quantum computing systems

microelectronic chips) the basis for hardware solutions for quantum computers (so-called “quantum
chips”). The general situation here is that, despite active research in the field of quantum computers,
there are still no technologies for the mass production of “quantum chips”. Moreover, a physical plat-
form for the creation and production (at least small-scale) of quantum computers has not been selected.

Currently, researchers around the world are working on the creation of quantum computers on four
main platforms (Fig. 3 and 4): superconductors, ions, neutral atoms and photons.

The main features of these platforms are studied in [6]. The first prototypes of quantum computers
do not differ fundamentally from each other in performance and are practically at the same stage of
development. At the same time, if we talk about specific models of quantum computers, then at present,
computing devices on superconductors have become more widespread.

The situation in the field of quantum computing is characterized by a kind of “technological race”
between leading companies. Periodically, there are reports of achieving “quantum supremacy”, i.e. the
ability to solve problems that are impossible for classical von Neumann supercomputers.

Thus, in 2019, Google claimed to have achieved quantum supremacy on a 54-qubit array'®.

" Arute F., Arya K., Babbush R. et al. Quantum supremacy using a programmable superconducting processor. Nature, 2019, Vol. 574,
505-510. DOI: 10.1038/s41586-019-1666-5
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In 2021, Chinese scientists reported'' achieving quantum supremacy with the Jiuzhang 2 quantum
computer on photons (the problem of sampling Gaussian bosons was solved 107 times faster than on
classical supercomputers).

At the IBM Quantum Summit 2022'2, the Osprey quantum processor was presented, consisting of
433 qubits. Google, IBM, and D-Wave have provided access to their prototypes of cloud quantum com-
puters under the Iaas and PaaS models. IBM plans to develop a quantum system with more than 4000
qubits by 2025. Google plans to introduce a cloud quantum computer with 1 million qubits by 2029.
For comparison, the current leader among cloud computers is the Canadian company D-Wave with
a 7000-qubit D-Wave Advantage 2 processor based on quantum annealing technology. An open cloud
service Leap has been developed to work with this computer, which allows you to create and run various
quantum applications (Fig. 5 and 6).

In Russian Federation, scientific research is also being conducted aimed at creating the first domestic
quantum computers. For example, scientists from the Russian Quantum Center and the P.N. Lebedev
Physical Institute of the Russian Academy of Sciences have developed a prototype of a quantum com-
puter based on ytterbium ions'?.

The emergence of a relevant quantum computer capable of cracking traditional cryptographic algo-
rithms is expected in the period 2026—2030.

In the context of the emergence of a new quantum security threat, it is necessary to set and solve the
problem of ensuring the stability of customs authorities’ information systems in such a way that quantum
stability is ensured for technologies for performing customs operations through information systems
without the participation of customs officials when making the following decisions:

 registration of goods declarations;

» release of goods and vehicles;

 registration of transit declaration;

* issue of transit declarations;

« risk level category of FTA participants;

 results of format-logical control of goods declarations;

' The Jiuzhang 2.0 Photonic Quantum Computer, Available: https://www.youtube.com/watch?v=R57MOSmTPHI (Accessed: 31.01.2025)

12 The Next Wave — IBM Quantum Summit 2022 Keynote, Available: https://www.youtube.com/watch?v=8ySjHqfioJM (Accessed: 31.01.2025)
> Dorohova I. Sozdan prototip kvantovogo komp'yutera na ionah itterbiya. 2022, Available: https:/strana-rosatom.ru/2022/02/25/sozdan-pro-
totip-kvantovogo-kompjute/ (Accessed: 31.01.2025)

28



4 Information Technologies >

Quantum Simulators

QuTech
Atos Nvidia ProjectQ QuEST Quantum

1 Inspi
prASM e Qiskit

Frameworks GoogleCirq ProjectQ :
cQASM

OpenQ

Container
: ._._ Modular
Architectures AQASM compiler cQASM xxx
: Starmon-5

QX-26

NVIDIA _
QLM pGx || ProietQ | | QuesT

QX-31

Fig. 6. First models of quantum simulators

+ results of reconciliation of permits with the information declared in goods declarations;

» accrual and write-off of customs duties and fees.

At the same time, the main problematic issues of ensuring quantum stability of critical information
infrastructure facilities of customs authorities include:

 insufficient level of readiness for the growth of quantum cyberattacks by intruders;

» growing complexity of the structure and behavior of critical information infrastructure facilities of
customs authorities in the context of unfinished import substitution and technological security;

« difficulty of identifying quantitative patterns that allow us to study the cyber-resilience of cus-
toms authorities’ critical information infrastructure facilities in the context of classical and quantum
cyber-attacks by intruders.

Ignorance of the above-mentioned problematic issues leads to a decrease in the efficiency of the
functioning of the critical information infrastructure facilities of customs authorities.

Moreover, this problem is significantly aggravated by the growth in the number of classical and quan-
tum cyberattacks by intruders. Of particular concern are the so-called quantum attacks or attacks using
a quantum computer. The fact is that most of the crypto primitives used in modern information systems
(including hash functions, electronic signatures, asymmetric cryptographic algorithms and correspond-
ing protocols) are no longer resistant to such attacks.

Today, effective quantum algorithms are known, in particular, Shor's algorithm for factorization and
discrete logarithm, which can be successfully used to hack the listed crypto primitives [22—24].

The functioning of critical information infrastructure facilities are also strongly influenced by factors
of the external and internal environment, which are either fundamentally impossible to manage, or can
be controlled with an unacceptable delay. In addition, the external and internal environments have in-
complete certainty of their possible states in the future.

That is, the factors influencing the behavior of critical information infrastructure facilities of the
Russian Federation undergo changes over time that can radically change their functioning algorithms
or make the set goals unattainable. Changes in the external and internal environment occur regularly
and randomly, therefore generally they cannot be accurately predicted, resulting in uncertainty in their
values. These facilities have a certain “safety margin” — features that allow achieving the set goals with
certain deviations in the influencing factors of the external and internal environment.

Until recently, two main approaches were used to identify the above-mentioned patterns of function-
ing of critical information infrastructure facilities: experimental (for example, methods of mathematical
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statistics and experimental design) and analytical (for example, analytical verification methods). Unlike
experimental methods, which make it possible to study the individual behavior of a critical information
infrastructure facility, analytical methods allow us to consider the most general properties of the behav-
ior of this facility, characteristic of the class of functioning processes as a whole. These approaches have
significant shortcomings.

For experimental methods, this is the impossibility of extending the results obtained during the ex-
periment to other behavior of a critical information infrastructure facility that differs from the one stud-
ied, and for analytical verification methods, this is the difficulty of moving from a class of processes of
functioning of a critical information infrastructure facility, characterized by the derivation of generally
significant properties, to a single process that is additionally characterized by corresponding conditions
of functioning (in particular, specific values of the behavioral parameters of this facility under conditions
of classical and quantum cyberattacks by intruders).

Consequently, each of the named approaches separately is insufficient for effective research of quan-
tum stability of customs authorities' critical information infrastructure facilities. The necessary mathe-
matical apparatus for identifying the required quantitative patterns of behavior and ensuring quantum
stability of critical information infrastructure facilities can be obtained only by using the strengths of
both approaches and combining them.

Thus, the practice of operating and maintaining critical information infrastructure facilities both
in customs authorities and in other areas indicates the following. The conditions of modern confron-
tation in cyberspace impart to the mentioned facilities features that exclude the possibility of creating
quantum-resistant facilities of critical information infrastructure of customs authorities by traditional
methods.

At present, three main directions can be identified for resolving the scientific problem of ensuring
quantum stability of information systems.

The first direction is the justification and preparation for the transition to the emerging domes-
tic post-quantum crypto-primitives of blockchain and electronic signature. For example, to the
post-quantum electronic signature “Rosehip” (2022), the stability of which is based on the math-
ematical problem of decoding a random linear code, which is computationally complex, and to the
protocol for generating a common key based on the apparatus of isogenies of supersingular elliptic
curves “Forsythia” (2022).

The second direction is the justification of the application of the first quantum-resistant solutions
of quantum cryptography on physical principles and laws of quantum mechanics with mathematically
provable stability. Including data transfer protocols that cannot be intercepted and decrypted unno-
ticed, quantum key distribution systems, quantum generators of truly random numbers, etc.

The third direction is the creation of a fully quantum model of customs authorities' information
systems. It is clear that such an approach will require the creation of a full-fledged quantum (physical)
infrastructure of customs authorities, which is a distant prospect.

Note that before this, information theory and information security dealt exclusively with attacks by
intruders using traditional von Neumann computers. For example, using the recommendations and
corresponding Threat Models of domestic regulators'“.

In practice, a number of interesting results have already been obtained. For example, high-speed
hardware symmetric key encoders and quantum key distribution devices, which provided these encoders
with secret keys, were integrated into highly loaded communication channels. A dedicated fiber optic
core was used to transmit single photons. Since networks are often overloaded, scientists are working to
ensure that quantum and classical signals can coexist in one fiber optic at different wavelengths. Thus,
a pilot project of the Rosatom state corporation connected two offices of the organization in Moscow.

14 Methodology paper dated February 5, 2021, Available: https:/fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/
metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=m6kmwynfo0336914156 (Accessed: 31.01.2025); MITRE ATT&CK®, Available:
https://attack.mitre.org (Accessed: 31.01.2025)
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This project is a pilot fiber-optic communication line using quantum key distribution technology and
was implemented with the support of Rostelecom PJSC on equipment from the QRate research and
production company.

It is interesting that during the testing, a quantum channel rupture was simulated, during which the
secret key storage buffer worked. Successful testing confirmed the required level of reliability for the
implementation of the current solution in the network infrastructure. Another project is being imple-
mented by Russian Railways, which is responsible for the implementation of the roadmap for the de-
velopment of the high-tech field of Quantum Communications in the Russian Federation. The project
involves the creation of an 800 km long quantum network, based on domestic solutions ViPNet Quan-
tum Trusted System from InfoTeKS. At present, the largest backbone quantum network in Europe from
Moscow to St. Petersburg has already been created.

At the same time, the following must be taken into account. Firstly:

 relative youth of the field, and therefore insufficient study and trust in post-quantum crypto prim-
itives (performance and security issues). For example, in 2023, researchers from the Royal Institute of
Technology in Sweden discovered a vulnerability in the post-quantum algorithm CRYSTALS-Kyber,
one of the finalists of the well-known NIS competition;

+ emergence of quantum algorithms that effectively solve “new” mathematical complex problems,
i.e. “new” post-quantum crypto-primitives immediately become unstable. The sensational story of a
new algorithm by Chinese scientists based on the Schnorr method, which used quantum acceleration to
obtain approximate results for one of its stages — solving the problem of finding a short vector in a lattice
of small dimension;

* emergence of a large number of open and commercial libraries for developers of digital platforms,
SDKSs implementing new cryptographic schemes, and, consequently, a high probability of the presence
of so-called undeclared capabilities and software backdoors (up to 95% of the software code of open
libraries contains the aforementioned backdoors);

+ lower efficiency of post-quantum cryptographic schemes compared to classical ones: large sizes of
keys, ciphertexts and signatures, low productivity etc.;

» practical complexity of a mass transition to post-quantum schemes and the unclear timeframe for
implementing such a transition, etc.

Secondly, the creation and transition to quantum-resistant solutions and components of the RF
CII facilities based on quantum cryptography with mathematically provable resistance. Including data
transfer protocols that cannot be intercepted and decrypted unnoticed, quantum key distribution sys-
tems, quantum generators of truly random numbers.

Well-known Russian mathematicians have made significant contributions to this area of knowledge,
for example, employees of the Steklov Mathematical Institute of the Russian Academy of Sciences:

* Volovich I.V., PhD, — head of the Department of Mathematical Physics, corresponding member
of the Russian Academy of Sciences;

+ Kholevo A.S., PhD, — head of the Department of Probability Theory and Mathematical Sta-
tistics, laureate of the Claude E. Shannon Prize for outstanding achievements in information theory,
academician of the Russian Academy of Sciences.

Conclusion

An analysis of the information and software tools, technologies and information resources of the
customs authorities of the Russian Federation has shown that they are currently the only complex in the
Russian Federation that ensures the performance of legally significant actions electronically around the
clock without human participation (registration of customs declarations, automatic verification of risks
of violation of the customs legislation of the EAEU and automatic release of goods in accordance with
the declared customs procedure).
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In the future, the implementation of automatic customs operations will be transformed into a new
vector — automatic business processes, for example, automatic intelligent control at checkpoints (using
elements of artificial intelligence). One of the elements of such an intelligent business process is already
a qualitatively new project of the Federal Customs Service — analysis of images of inspection and screen-
ing complexes using machine learning technology.

The results obtained in the field of quantum information science clearly demonstrate the high tech-
nological potential of quantum technologies. A cryptanalytically relevant or significant quantum com-
puter can threaten civil and military communication systems and undermine the combat capability of
strategic control and management systems of critical information infrastructure.

It has been shown that critical information infrastructure facilities, including those of customs au-
thorities, do not have the required stability for their intended functioning in the face of previously un-
known quantum attacks by intruders.

In this situation, there is a growing need to prepare in advance for possible collisions and carry out all
necessary measures to protect against the aforementioned quantum threat, including developing a plan
for relevant priority measures at the level of the Federal Customs Service of Russian Federation and,
possibly, at the level of FTA participants who ensure the largest volume of customs operations or carry
them out in the interests of critical information infrastructure facilities in other areas.
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