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Abstract. In modern society, the problem of electricity is becoming more and more acute. Until 
now, most of the electricity has been produced from non-renewable sources: oil, gas, coal and 
the like. Moreover, the use of such resources leads to environmental pollution and depletion of 
the Earth's interior. Despite the lack and finiteness of non-renewable energy resources, we can 
still face excessive energy production. This problem arises due to the fact that it is impossible 
to accurately predict in advance the amount of electricity that the consumer will need. This, in 
turn, entails obtaining a significant amount of unused electricity. The use of virtual power plant 
technology will help to solve this problem. Nowadays, mobile technologies that allow you to solve 
important issues and problems from anywhere in the world are becoming increasingly popular. 
These portable technologies, along with the technology of a virtual power plant, will simplify the 
control of electricity production and costs.
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Аннотация. В современном обществе всё более остро встаёт проблема электроэнергии. 
До сих пор большая часть электроэнергии производится за счёт невозобновляемых источ-
ников: нефть, газ, уголь и подобных. Более того, использование некоторых подобных ре-
сурсов влечёт за собой загрязнение окружающей среды и истощение недр земли. Несмо-
тря на недостаток и конечность невозобновляемых энергоресурсов, мы до сих пор можем 
столкнуться с избыточным энергопроизводством. Данная проблема возникает вследствие 
того, что заранее нельзя точно предсказать объем электроэнергии, который потребуется 
потребителю. Это, в свою очередь, влечёт за собой получение довольно значительного 
объема неиспользуемой электроэнергии. Использование технологии виртуальной элек-
тростанции позволит помочь с решением данной проблемы. В наше время всё большую 
популярность получают мобильные технологии, которые позволяют решать важные во-
просы и проблемы из любой точки планеты. Данные портативные технологии в сочетании 
с технологией виртуальной электростанции позволят упростить контроль производства и 
затрат электроэнергии.
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Introduction

The Fourth Industrial Revolution, also known as the Digital Revolution or Industry 4.0, aims at im-
proving the quality of life for all segments of society by integrating accessible digital technologies into 
everyone's daily life [1–3].

The digital revolution includes various aspects based on various systems: physical systems (CPS), Inter-
net systems (iOS) and the Internet of Things (IOT) familiar to many [4–6].

This industrial revolution can be characterized by the introduction of more flexible technologies for 
mass-demand goods, which entailed a transition to a new, qualitatively different level of production au-
tomation. In turn, more competent and economical energy consumption and the transition to renewable 
sources of electricity are also important. 

Industry 4.0 covers many areas of scientific, industrial and information activities, such as additive man-
ufacturing, the Internet of Things, cloud computing, modeling and much more.

In general, the mathematical formulation of the optimization problem consists in determining the larg-
est or smallest value of the objective function f(x1, …, xn) under the conditions gi (x1, …, xn) ≤ bi (i = 1, 
…, m),where f and gi are set functions, bi are some real numbers. If all f and gi are linear, then the corre-
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Fig. 1. The trend of renewable energy generation [10]

sponding problem is a linear programming problem. If at least one of these functions is nonlinear, then the 
corresponding problem is a nonlinear programming problem. Let z = f (x1, x2, …, xn). Then we can write: 
z*max (min) and gi (x1, …, xn) £ bi, i = 1, …, m.

This model can be interpreted as follows to the problems of choosing the best options for economic 
behavior: z is the optimization goal of the economic system; f (x1, …, xn) is the corresponding objective 
function; x1, x2, …, xn are indicators of the degree of using the means to achieve the goal, which can char-
acterize the output of different types of products, equipment utilization, resource use, etc.

gi (x1, …, xn) is a function of the total cost of funds of the i-th group used to achieve goals;
bi are the marginal limits of the total cost of funds of the i-th group, are fixed by a restriction on gi (x) 

above.
The best results are shown by a model using various concepts of the Industry 4.0.

Alternative energy

The main aspect of the Fourth Industrial Revolution is the receipt and proper use of electricity and the 
transition from non-renewable sources of its production to renewable ones.

Renewable energy or, as it is also called, alternative energy is obtained from natural sources that do not 
deplete the environment (solar, wind, water, etc.). This type of energy is becoming increasingly popular, 
because within the framework of Industry 4.0, environmental protection plays an important role if it is 
necessary to obtain a fairly large amount of electricity [7–9].

In the future, it is assumed that over the next two to three decades, more than two-thirds of the electric-
ity received will be produced from renewable sources.

However, it is worth noting that one of the most important problems is not only obtaining the vast 
majority of energy resources from renewable sources, but also their competent distribution. This problem 
arises because of the distance between clean energy sources and the distribution and storage centers of 
energy resources.

As a solution to this problem, it is possible to introduce a digitized energy network in which all routes 
of energy resources, places of their shortage and excess will be most transparent. Of course, for a more 
flexible and accurate management of this network, it would be necessary to involve the consumer in it, but 
already in the intermediary role in the transfer of energy resources.

Gradually, consumers will be able not only to use and transmit electricity, but also to store, produce, 
purchase, sale, and manage the course of stored electricity. New scientific developments are already head-
ing in the direction of the most effective ways for users to carry out all these operations [10–12].
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As part of all this, new virtual environment markets and various intelligent platforms will gain even 
more weight. They will facilitate and accompany the emergence of new business models that allow indi-
viduals or different communities to control energy consumption and utilization.

Based on all this, according to forecasts, the formation of an energy system in which the consumer will 
be able to sell his excess energy will begin by 2030. Within the framework of Industry 4.0, everyone will be 
able to contribute to the development and change of the entire society and economy.

Using the Internet of Things in the energy sector

The reduction of economic problems to optimization models of solutions, which are a concretization 
of the general problem of mathematical programming, is based on a number of initial assumptions about 
the nature of the analyzed economic processes and the choice of the best solutions.

One of these optimization models may be a model for the exchange of excess electricity using the In-
ternet of Things.

The Internet of Things (IoT) is a sector of progressive information technologies, which includes many 
different aspects.

Various consumer solutions can be attributed to IoT, such as "smart home", intelligent and interactive 
personal gadgets and various types of intelligent technology. Also, various business and industrial solutions 
can be attributed to the Internet of Things.

Various devices with their own built-in module or IoT chip are best suited for creating a common net-
work in which various operations will be transmitted in real time. If we add data exchange and two-way 
communication, we can get a solution for data monitoring and processing, as well as the ability to remotely 
monitor various operations [13–15].

Smart meters based on IoT can be perceived as intelligent systems for the consumer segment that will 
help in creating a common network. After all, IoT is a network of physical carriers that have the ability 
to exchange data. If we apply this concept to utility meters, we will be able to integrate various utility and 
energy companies into the smart grid that contribute to the distribution, storage and control of energy 
resources.

Smart meters, which will form the basis of the power grid, will allow utilities to receive and provide 
complete information about electricity flows. This, in turn, will allow end-users to have better control over 
their investments in the energy network.

However, this approach requires some solutions from telecommunications and electrical networks. Af-
ter all, reliable and convenient data transmission technology is necessary for the correct operation of the 
entire IoT meter infrastructure. For example, it would be quite difficult to use power lines in an intelligent 
network for communication, even though it is used in Europe. The use of wired telephone networks for  

Fig. 2. Share of renewable energy for 2021 [10]
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Fig. 3. LoRaWAN

the purpose of transmitting meter data is also often difficult. In this regard, for the counter to work on the 
IoT platform, a reliable connection is necessary, which cannot always be provided [16–18].

A broadband Wide Area Network (LoRaWAN) can be used as one of the possible solutions to this prob-
lem. It was specially designed to support devices on the IoT platform. This modern network solution uses 
several ISM band frequencies, which depend on the region of application.

Although this technology can only support some specific bandwidth for each device, but this approach 
is much more deterministic and systematic. For example, meters for the disposal of gas emissions can be 
mounted independently of the main source of energy supply.

In addition, the service life can reach up to 15 years, thanks to the low power consumption functionali-
ty of the LoRaWAN network. The range of such a network can vary from 4 to 20 km, which is a significant 
advantage for creating a complete infrastructure of meters on this basis.

As an example, one of these networks, which is currently considered the largest LoRaWAN network, 
is being built by Tata Communications in India. Such a large network on the open IoT platform can be 
used not only for smart meters, but also as one of the most important components of smart cities [19–21].

The following points can serve as criteria for choosing the Internet of Things for optimization and 
management:

Cost reduction. The Internet of Things allows you to reduce financial costs when managing energy 
consumption. Enterprises and individuals reduce energy consumption by controlling and optimizing it 
using Industry 4.0 concepts. Energy storage technologies and the use of renewable energy sources can help 
reduce energy consumption.

Improving efficiency. The Internet of Things and cloud solutions can improve energy efficiency by au-
tomating energy-intensive processes and optimizing energy consumption. This can help businesses and 
individuals reduce energy consumption and increase productivity.

Processing large amounts of data. By collecting and analyzing energy consumption data, IoT and cloud 
solutions enable businesses and individuals to make data-driven energy use decisions. This can help them 
identify areas where energy is being wasted and make informed decisions about energy use, resulting in 
cost savings and increased sustainability.

Smart buildings. IoT and cloud-based energy management solutions are also evident in smart buildings. 
With automation and sensors, smart buildings can optimize energy consumption and reduce costs. Smart 
building solutions include smart thermostats, lighting, and energy-efficient HVAC systems.

Virtual Power Plant Technologies

Due to the high demand for electricity, there is also a need for clear control over the activities of each 
power plant. The virtual power plant technology copes with this very well. Virtual power plants are software 
and hardware complexes that allow managing numerous power generation plants, as if they were a single 
power plant.
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Special software distributes electricity between end users, as well as allows you to store "surpluses" that 
can be used in the future to compensate for deficiencies during daily production declines. An important 
and responsible part is precisely the dynamic (and real-time) distribution of power supplies between con-
sumers. This is a rather complex process in which many different factors have to be taken into account: the 
number of consumers, their relative location (their coordinates), the location of adjacent and responsible 
energy sources, the parameter of terrain variability and the scale factor. Depending on all this, load centers 
will be calculated. They are calculated using the method of potential functions and the formula:

where n is the number of consumers; x and y are the coordinates of these consumers; P is the power of the 
consumer; and a is the parameter of terrain variability.

The extremes of this function will be the optimal locations of power sources. In turn, consumers are 
divided into groups corresponding to the coordinates of power sources. The distribution is made according 
to the formulas:

where X and Y are the coordinate vectors of consumers of the i-th group; Pi is the power vector of consum-
ers of the i-th groupv; and k is the group number.

Another important aspect of such software is the presence of self-learning artificial intelligence, which 
allows you to predict production declines and excessive peaks in advance. By optimizing traffic within a 
single power grid, such software allows you to smooth out unnecessary deviations, which, in turn, has a 
positive effect on the performance of the entire power grid. As the power grid can include such units as 
various energy producers (solar power plants, thermal power plants, hydroelectric power plants), virtual 
power plants, therefore, figuratively speaking, there can be an exchange between sellers and buyers of elec-
tricity [22–24].

One of the goals of the virtual power plant is the possibility of joint energy trading and the flexibility 
to manipulate the production of this very energy. In turn, any decentralized unit for the production, con-
sumption or exchange of electricity can be integrated into the public network of a Virtual Power Plant.

This system structure includes:
1. Energy producer
2. The consumer 
3. Accumulators for energy storage 
4. VoIP gateways
5. Software for managing the overall operation of the network
Since virtual power plants consist of network assets that produce energy from alternative (renewable) 

sources, the total capacity of such a station can constantly change. In order to reduce fluctuations in the 
production capacity, assets of a different nature of energy generation should be used as part of such a 
station. For example, if there was a sunless season, wind generators or hydroelectric power plants could 
compensate for this shortage. Rapid adaptability to environmental conditions and consumption volume is 
one of the main distinguishing features of a virtual power plant relative to conventional power plants.
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A large amount of different data and commands is transmitted inside the virtual power plant. For this 
purpose, a highly secure bidirectional connection is used. Such a connection between each individual 
asset and the power plant allows for a constant data exchange in real time, which in turn allows for timely 
monitoring of the free capacity of the assets, and hence the entire virtual power plant. This kind of data 
also allows you to forecast electricity costs in a timely manner and control pricing in the electricity market 
[25–27].

Within the framework of Industry 4.0, of which Virtual Power Plants are a part, the digitization of 
electricity is an irreversible process. In modern realities, electricity production is increasingly moving from 
large power plants powered by fossil fuels to smaller decentralized power plants using alternative energy 
sources, which are already combined into a common Virtual power plant. 

Like various intermediary platforms, such as hotel booking platforms that do not own a single hotel or 
various car rental services that do not have their own fleet of vehicles, virtual power plants will be a kind of 
a management tool for interconnected energy assets.

Such an approach to the distribution of electricity can be much more profitable than the one we are 
used to, because the number of electricity consumers is increasing every day. The number of electric mo-
tors and electric vehicles is growing, the number of network hubs and distributed computing centers is 
increasing. In order to meet all the growing needs for electricity, the decentralization of energy supply and 
a hybrid approach to obtaining electricity can become key tools in providing the electricity market with all 
the necessary assets.

Prepayment system

For full-fledged decentralization and the formation of a full-fledged electricity market, reliable and 
convenient ways to pay for this energy and some currencies that will embody a certain amount of energy 
being bought or sold are needed.

If we take a living example from European countries, the UK has taken a big step forward in this matter 
and introduced prepaid meters.

But in this particular example there are some disadvantages:
1. The operation of their counters is based on smart cards, the balance of which can be replenished and 

from which funds are debited for a certain amount of energy spent. This approach implies some physical 
medium, the use of which is not always convenient and cost-effective.

2. Such smart cards are not convenient because in order to replenish them, you need to contact special 
replenishment points, which, in turn, entails time and sometimes financial costs.

3. One of the main problems is the renewal of meter tariffs. On older samples, this happens manually, 
which can take quite a long time. This entails situations when the new tariff becomes less profitable, but 
the consumers lack this information and fail to calculate the costs properly, with inadequate funds debited 
from the smart cards at the end of the month.

4. There is no bidirectional energy exchange channel in this system. This does not allow end users to 
act as an energy supplier.

5. Finally, the problem lies in the fact that the tariff payment is monthly. This eliminates the opportu-
nity to save on energy and build a correct plan for its consumption.

Some of these problems can be solved by implementing a token-based prepayment system. For exam-
ple, we can introduce some equivalent transfer from rubles to a unit of energy exchange and call it Watt 
(Wt). These will be conditional virtual units of payment for physical energy. For example, you can open a 
personal account in your name and store a certain amount of Wt on it. Since this currency is not physical, 
then the costs of its production, maintenance and storage are minimal [28–30].

This approach can be compared to the work of the banking system, in which a separate virtual power 
plant can act as a bank. The introduction of various mobile applications allowed banks to reduce their 
financial costs for maintaining the system and at the same time allowed users to manage their financial 



Моделирование вычислительных, телекоммуникационных,  
управляющих и социально-экономических систем

44

affairs from anywhere in the world, at any time and transparently monitor all transactions with their ac-
counts [31–33].

In the concept of Virtual Power Plants, it is possible to create a system similar to a banking system, 
where Wt will be the single currency. The storage of this currency on the account allows the consumer 
to secure the right to receive the appropriate amount of electricity. End users will be able to buy, sell and 
replenish the amount of Wt that they have on their accounts, and it will also be possible to exchange this 
virtual currency in a ratio of 1 to 1 for real electricity [34–35]. As an example, the beGateway organization 
uses this system and provides it to various organizations. In addition, some of the cryptocurrencies (Bit-
coin, Ethereum etc.) can also be taken as tokens.

Results

To demonstrate the advantages of the virtual power plant operation, a simulation was carried out based 
on the indicators of the Dutch power plant with and without the use of virtual power plant technology. The 
simulation results can be seen on the graph (Fig. 4).

As can be seen from the graph, using the technology of a Virtual Power Plant (VPP), it is possible to 
obtain the released power within 20 MW. Of course, these indicators may vary depending on the terrain 
and related technologies. The released capacity can be transferred to other areas where there is a shortage.

For greater convenience and universal use of these systems, convenient mobile applications are being 
developed. It is necessary that this application is available for any type of installation: both through the 
APK file and through the built-in applications of Play Market, Apple Store and others. We have developed 
a blank mobile application that will provide the most understandable user interaction with the virtual pow-
er plant service.

Authorization can be done by phone number using the method of double authentication (Fig. 5).
The main page should be as clear as possible for the user and should not overload them with a large 

amount of information (Fig. 6).
The Kotlin language was used to develop the mobile application. Development was carried out ac-

cording to the MVP pattern and the CRUD paradigm. Since the application is under development, at the 
moment its functionality is limited to several functions:

1) User authorization
2) Balance monitoring
3) Linking bank cards to your account
4) Security Settings
5) Display usage statistics
At the moment, there are no applications aimed at solving this problem on the market.

Fig. 4. Modeling of a system with and without VPP
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Fig. 5. Authentication screen

Fig. 6. The main application screen

Conclusion

The approach to obtaining and distributing electricity using virtual power plant technology is advanced 
and promising. It has many advantages:

1. Reduction of electricity tariffs. This solution allows each individual to regulate the required amount 
of electricity received, which allows optimizing the consumption of excess capacity.

2. Improved forecasting of electricity generation. Thanks to information from users' electronic ac-
counts, it is possible to predict the consumption and the required amount of energy produced.

3. Consumer convenience. Mobile applications and a convenient format of interaction with the system 
of virtual power plants will allow us to form the most convenient way to exchange the existing data.
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