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In the modern world of IT technologies, there is a trend of ever-increasing flow of network
traffic, network connections and, consequently, a growing number of vulnerabilities of centralized
and decentralized systems. The urgency of the research lies in the necessity to modernize and
improve existing mechanisms for better malicious traffic detection and enhanced security of the
entire network infrastructure. The paper presents a new approach to network traffic research. The
advantages of the proposed techniques are given in comparison with modern intrusion detection
system based on standard algorithms and intelligent methods. The article indicates the direction
in the area of modernization and improvement of algorithms for detection of network anomalies
and network intrusions. The main features of the network traffic classification subsystem and
the logic of work of each stage are displayed, the results of the system research and testing are
presented, recommendations on the application and practical significance of the developed
algorithm are described.

Keywords: IDS, IPS, security, network anomalies, intelligent methods.

Citation: Chumakov V.E. Techniques for hybridization of intelligent methods for detecting
malicious traffic. Computing, Telecommunications and Control, 2020, Vol. 13, No. 3, Pp. 31—-43.
DOI: 10.18721/JCSTCS.13303

This is an open access article under the CC BY-NC 4.0 license (https://creativecommons.org/
licenses/by-nc/4.0/).

METOAUKA TUBPUAUSALUN UHTENNEKTYAJIbHbIX
METOAOB A1 PACITO3HABAHUA 310OBPEAHOIO TPA®UKA

B.E. Yymako6

JOHCKOM rocyaapcTBeHHbI TEXHUYECKNI YHUBEPCUTET,
PoctoB-Ha-[loHy, Poccuitckan ®epepaumsa

B coBpemeHHoM Mupe IT-TexHojoruii HaGAOgAETCS TEHACHIMSI MOCTOSIHHO PACTYILEro
MOTOKa CEeTEeBOTO TpaduKa, CETEBbIX MOAKIIOUYEHU U COOTBETCTBEHHO MOCTOSTHHO PACTYIIETO
KOJIMYECTBA YSI3BUMOCTEN LIEHTPATU30BAHHbBIX U € LEHTPATIU30BAHHBIX CUCTEM. AKTYaJIbHOCTh
TeMBbI 3aKJII0YAETCS B HEOOXOAUMOCTU MOAEPHU3ALNY U YCOBEPILICHCTBOBAHUS YK€ CYLIECTBY-
IOIIMX MEXaHU3MOB [JIs1 0oJiee TOUHOTO PAacIliO3HaBaHUS 3JI0BPEIHOTO TpaduKa U TMOBBIIIE-
HUSI YPOBHS 3alllMIIEHHOCTU Bcelt ceTeBoii MHPpacTpykTyphl. [IpeacTaBieH HOBBIN MOAXO,
K UcclienoBaHuI0 ceTeBoro Tpadguka. OnucaHbl MpeuMylllecTBa MpeajiaraeMoil MeTOIUKM 10
CPaBHEHUIO C COBPEMEHHBIMU CUCTEMaMU OOHAPYXKeHUsI BTOPXKEHUI, OCHOBAHHBIMU Ha CTaH-
MApTHBIX aJrOPUTMAaxX U UHTEJUIEKTYaJbHbIX MeTogax. OO03HauYeHbl HApaBJeHUs B 00JlacTU
MOJIEPHU3ALIMU U YCOBEPLICHCTBOBAHUS AJITOPUTMOB IO OOHAPYKEHUIO CETEBBIX AHOMAU U
ceTeBbIX BTOpxKeHU. OTOOpakeHbl OCHOBHBIE MOMEHTBI PA0OTHI MOACUCTEMBI Kilaccuduka-
LIMU CETeBOTO TpadrKa 1 JIoOTuKa paboThl KaXI0r0 3Tara, MpeacTaBIeHbl pe3yIbTaThl UCCIEI0-
BaHUS U TECTUPOBAHUS CUCTEMbI, OITMCaHbl PEKOMEHAALIMU MO TPUMEHEHUIO U MPaKTUYeCKO
3HAYMMOCTU Pa3pabOTaHHOIO AJITOPUTMA.
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Introduction

At present, the quality of commercial information provides the required economic benefits for any line
of business of modern company, so it becomes important to find methods to protect mission-critical data
from malfeasance. This allows companies to compete successfully in the labor market.

However, the methods applied in modern systems are not sufficiently effective and use outdated al-
gorithms, provided that the exact characteristics of the attacks are known [2—5, 11—15]. Consequently,
network attacks are constantly changing, and network traffic has become imperfect information, which
includes data that is not completely reliable, inaccurate, or uncertain.

In view of this, it can be concluded that nowadays to provide an adequate level of network security the
use of intrusion and anomaly detection systems (IDS/ADS) is a priority in the construction of network
infrastructure of any company.

The aim of the developed method is to increase the efficiency of the IDSs through the proposed tech-
niques for hybridization of intelligent methods.

Scientific novelty lies in the developed method of combined attack detection with the help of a two-
level algorithm for detecting contention mechanisms when classifying mixed network traffic and the possi-
bility of assigning arbitrary nesting of data about a network connection, thereby making it possible to work
with “raw” data rather than using a well-structured signature base structure, which means that hardware
attachment disappears when network anomalies are detected.

Existing methods of operation with the IDS/ADS

Modern IDS and ADS are modular architectures and typically consist of three modules, as follows:

1) The information gathering subsystem module, which serves to accumulate primary information on
the network infrastructure portion protected and collects information both on the circulating network flow
of the enterprise and on the services in operation, and software on protected workstations [1].

2) The module of the analysis subsystem assumes all the functions of detecting intrusion into the net-
work infrastructure by using the existing analyzers which at the system output either confirm the fact of a
host being hacked or a penetration into the enterprise network occurring, or disprove the existence of these
actions by detecting the response of several types, such as false positive or false negative discoveries. As a
rule, such a module works according to the Bayesian statistics rule, using the following common formula:

P(I|A,A,, ..A,)=P(A.A,, . A |I) PU) , (1)
P(ALA,, ...,A)
where I is responsible for detected intrusions, A , ..., A is a recorded sequence of events, while each indi-

vidual event of Am is a feature accumulation for calculating the estimate of the protected infrastructure,
and P(I|A, A, ..., A ) is the empirical probability of the intrusion into the network infrastructure.

3) The event alert subsystem module which is recorded by the IDS/ADS, in some cases with the possi-
bility of access rights differentiation as several information security officers responsible for monitoring the
various parts of the network infrastructure often work in the same enterprise.
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In addition to the conventional and constantly modernized IDSs, there are also developments similar
to the system proposed by the author based on the use of neural networks or fuzzy logic [2—5] used. In the
next section, we will present the advantages of the proposed system as compared to the IDS/ADS and the
systems being developed based on intelligent methods.

Advantages of the proposed system

After analysis and empirical research, it can be concluded that the existing IDSs have the malfunction
module algorithm shown in Fig. 1 and the following drawbacks.

Modern IDS/ADS work on the principle of previously developed antivirus solutions, but to detect in-
trusions instead of malicious section of the code, the malicious section of the record in the header of the
resulting frame is used, which is compared with the available IDS/IPS signature base. Thus, all the above
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mentioned solutions start their activities when a section of the network infrastructure has already become
contaminated. The signature base must be constantly updated as well, otherwise the system can miss mali-
cious traffic due to outdated information. Thus, the flow of network traffic is exposed to zero-day attacks.

Existing systems based on the use of intelligent methods have other disadvantages. The systems devel-
oped on the basis of neural networks are not used in the branch under consideration due to the prolonged
model training and the inflexible structure of work. This causes some difficulties in operation with network
traffic, due to the constantly updated protocols, services and service quality elements (QoS) [6]. Systems
developed on the basis of fuzzy logic have a very complex business logic of the work of the whole system,
due to the constantly upgradable mathematical model of the system operation, which in its turn increases
the malicious traffic detection time, and have a rule base too large to trigger the activation function, there-
by increasing the number of false-negative responses [7].

The hybridization method proposed by the author is primarily aimed at work with input traffic. The
first step of the proposed system is to pre-process raw data through the machine-learning algorithms. This
reduces the load on the fuzzy logic module and the number of rules in the rule base by a several-fold factor,
thereby reducing the operating time of the accumulative apparatus of the activation function triggering.

Research methodology

Currently, network traffic is standardized under different protocols of the common OSI model, which
consists of seven levels and allows different network devices to interact with each other [8]. However, for
an intelligent IDS, the input network flow is raw data and a heap about incoming frame, with introductory
information such as flags, window sizes, packet length and various headers.

The empirical investigation involved the Friday DDos array, which contains a classified set of weekly
network traffic with a number of attacks of different type [9]. The array used consists of 80 columns indi-
cating criteria and 215000 rows indicating the number of network connections received.

As discussed earlier, the standard criteria selection methods have very complex business logic, consist-
ing of different triggers for a positive response to one of the parameters, such as whether the last packet is
used in a session, whether the batch total is correct, which protocol is used. Therefore, all these parameters
slow down the system, which in its turn destabilizes the flexibility, modularity and the operating principle
of the system in real time.

The method of using machine-learning algorithms proposed by the author makes it possible to correct
the deficiencies described above. Thus, machine-learning algorithms to recognize already classified at-
tacks in the Friday DDos set were compared, the results of comparisons are presented in Table 1.

Table 1
Results of comparison of machine-learning algorithms

Accuracy, %
Principal Components Analysis (PCA) 76
Logistic regression 99.7
Support vector machine (SVM) 99.2
K-mean method 99.5
Feedforward neural networks (FF) 89
Decision trees 99

Based on the above table, it can be concluded that four algorithms have shown the highest recognition
accuracy, but only one algorithm, namely the decision tree algorithm, allows for the informative visualiza-
tion of distribution of the recognition weights. This algorithm was chosen, because the visualization gives
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the information security officer a great idea of the stability of the recognition system and the absence of
false positive and negative responses.

Because the data set used consists of multiple features, the task of identifying the main attribute that will
be located in the root tree is a complex process. To solve this problem, the algorithm uses several additional
operations. Consider each of them.

Entropy is used as a definition of the coefficient dimensionality of the information to be analyzed. It is
worth noting that the higher the indicator, the more difficult it is to draw conclusions when collecting data.
This parameter is defined by the formula:

E(T,X)=>Y P(c)E(c), ()

ceX

where T shows the state of the object, X describes the selected criterion, ¢ is one of the notations in the term
set, and E is the probability of the object belonging to a process.
IG is a process that reduces the value of entropy, which is calculated by the following formula:

K
IG = Entropy (before) — z Entropy ( 7 aﬁer), 3)

=

where (before) is a state of the dataset before the partition, (j, after) is respectively a state after partition, K
is a number of criteria that are generated for the further partition.

Gini is a specialized index that determines the value of each element in which the dataset is divided. It
is calculated by the formula:

Gini=1-3 ()" @

i=1

where ¢ is also one of the elements of the state and p is defined by the target variable of success.

GR is defined by a gain factor that helps to solve the problem of data increase during the dataset par-
tition, taking into account the number of branches that will grow as the most significant coefficients are
determined. The formula is as follows:

k
Entropy (before) - Z Entropy ( 7 aﬁer)
GR="—= = : (5)

k
2w, log, w,
j=1

where (before) is a dataset before the partition by criteria, k is a number of the selected parameters for the
partition, (j, after) is a subset obtained after the partition of the dataset.

As a result of the operation of the selected algorithm of 80 indicators, the input data is reduced to 4,
as shown in Fig. 2. Thus, we have 3 levels of immersion and only 4 indicators by which we can classify the
traffic as malicious, by means of the following piece of code shown in Listing 1.

After an analytical review of the existing classification methods, it can be concluded that modern solu-
tions have a number of shortcomings, namely:

— The input data of such systems is a crisp set like {X, u*4 (x)}, where p*4 (x) is an ownership function,
which in its turn forces the systems to standardize their solutions to a certain traffic array, thereby skipping
and not identifying zero-day threats.
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dot data = StringIO()

dt feature names = list (X)

export graphviz(clf, out file=dot data,

filled=True, rounded=True,

special characters=True,class names=['Benign', 'Ddos'],max depth=3,
feature names=dt feature names)

graph = pydotplus.graph from dot data(dot data.getvalue())

Image (graph.create png())

Listing 1. Start of the Decision Trees algorithm

Fwd Packet Length Max =21
gini = 0.491
samplies = 180696
value = [78024, 102572]

—

Total Length of Fwd Packets < 19.0
gini = 0.301
samplies = 125749
value = [23177, 102572]

gini=0.0
samples = 54847

value = [54847, 0]
class = Begins

class = Attack
Bwd Packet Length Min < 1180.0 Init Win bytes Forward < 255.5
gini = 0.017 gini = 0.002
samplies = 23278 samplies = 102475
value = [23073, 205] value = [104, 102367]
class = Begins class = Affack
gini = 0.014 gini = 0.231 gini = 0.083 qgini = 0.0
samples = 23233 samples = 45 samples = 92 samples = 102379
value = [23067, 166] value =[&, 39] value = [68, 4] value = [16, 102363]
class = Begins class = Affack class = Begins class = Attack

Fig. 2. Result of the algorithm operation

— As an activation function, a condition of compliance with a signature base within the standard solu-
tions and a set of several activation functions with fuzzy logic to partition a strongly expanding rule base
are used.

— The size of the rule base is hundreds of thousands of conditions for different protocols, various levels
of interaction, and distinct scenarios of potential penetrations into the network infrastructure.

The solution for hybridization of machine-learning algorithms and fuzzy logic proposed by the author
makes it possible to eliminate the listed disadvantages. It is proposed to use the Mamdani architecture as
a fuzzy logic model, which in our case consists of 4 input functions obtained after the operation of the
machine-learning algorithm, the module of calculation and activation of the activation function, and 1
output function, which is responsible for the classification of traffic as legitimized, malicious or mixed.
The structure of this model is shown in Fig. 3.

As an activation function, we use a triangular function that has three points (a, b, c), two of which
determine the position on the X-axis and one which is the vertex of the triangular function determining
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Fig. 3. Mamdani model structure

the position on the Y-axis [10]. According to this function, its value F (x) is calculated by the following
formula:

1- x, a<x<b,
—-a
F(X): l—x_b, b<x<c, (6)
c—b
0, x¢(a;d)

After processing raw data as incoming network traffic and identifying markers through machine-learn-
ing algorithms, fuzzy logic model identification and activation function construction, direct recognition
of incoming network connections is carried out in several steps, namely:

1. The first step is a procedure of fuzzification. At this stage, the degree of ownership of the function
for the extremities of each input variable was determined. To do this, the following code fragment, shown
in Listing 2, must be executed:

Fwd lo = fuzz.trimf (Fwd Packet Length Max, [0, 0, 211])

Fwd md = fuzz.trimf (Fwd Packet Length Max, [17, 20, 25])

Fwd hi = fuzz.trimf (Fwd Packet Length Max, [22, 27, 27])
Total lo = fuzz.trimf (Total Length of Fwd Packets, [0, 0, 19])
Total md = fuzz.trimf (Total Length of Fwd Packets, [10, 18, 22])
Total hi = fuzz.trimf (Total Length of Fwd Packets, [21, 27, 27])
Init lo=fuzz.trimf (Init Win bytes forward, [0,0,255])

Init md=fuzz.trimf (Init Win bytes forward, [220,250,3007])

Init hi=fuzz.trimf (Init Win bytes forward, [260,300,3007])

Bwd lo = fuzz.trimf (Bwd Packet Length Min, [0,0,1180])

Bwd md=fuzz.trimf (Bwd Packet Length Min, [900,1180,1300])
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Bwd hi=fuzz.trimf (Bwd Packet Length Min, [1190,1300,13007])
tip lo = fuzz.trimf(x tip, [0, 0.2, 0.5])

tip md = fuzz.trimf(x tip, [0.5, 0.65, 0.79])

tip hi = fuzz.trimf(x tip, [0.8, 0.89, 11])

Listing 2. Start of the procedure of fuzzification

2. This was followed by a cut off procedure for one part of a separate rule and ownership function. To
do this, the following code fragment shown in Listing 3 must be executed:

tip activation lo = np.fmin(active rule6, tip 1lo)
tip activation md = np.fmin(serv level md, tip md)

tip_activation hi = np.fmin(active rule7, tip_ hi)

Listing 3. Start of the cut off procedure

3. Then the truncations of the function obtained at the second stage were accumulated by calculating
the maximum value from the presented fuzzy sets. To do this, the following code fragment shown in List-
ing 4 must be executed:

active rulel = np.fmax(qual level lo, serv level 1lo)
active ruled=np.fmax (active rulel,Init level 1lo0)
active rule6=np.fmax (active rule4,bwd level lo)
active rule3 = np.fmax(qual level hi, serv level hi)
active ruleb=np.fmax (active rule3,Init level hi)

active rule7=np.fmax (active rule5,bwd level hi)

Listing 4. Start of the accumulation procedure of the truncated functions

4. The final step is a defuzzification procedure. That is, at this stage, fuzzy procedures were brought
to crisp sets in order to obtain a crisp classification of traffic according to one of the indicators contained
in the term set. The centroid method and the following fragment of the code shown in Listing 5 were used
for defuzzification:

aggregated = np.fmax (tip activation lo,
np.fmax (tip activation md, tip activation hi))
tip = fuzz.defuzz(x tip, aggregated, 'centroid')

tip activation = fuzz.interp membership(x tip, aggregated, tip)

Listing 5. Start of the defuzzification procedure

After the completed stages, the system was tested for recognition of the legitimacy of traffic, potential
attack, zero-day attack and the actual state of the system during the penetration.

Thus, when the values of the attributes selected by the machine-learning algorithm are like presented
in the figure below the operation of the algorithm is tested.
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Fig. 4. Recognition testing on the potential penetration into the network infrastructure
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Fig. 5. System testing to classify network legitimate traffic

Fwd Packet Length Max

15
a - Attention! Attack

b - Warning! Potential attack

C - Legitimate traffic
Total Length of Fwd Packets

16

Untitled 0.8

Bwd Packet Length Min (mamdani) 06

0.4
0.2

260

0.0

0.0 0.2 0.4 0.8 0.8 1.0

Init Win bytes Forward

AL

900

Fig. 6. Recognition testing on zero-day vulnerability
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Fig. 7. System testing for current attack recognition

After a series of experiments, it can be concluded that the system performs its task and classifies net-
work traffic as a potential attack (Fig. 4), legitimate traffic (Fig. 5), a zero-day attack (Fig. 6) or a current
attack (Fig.7).

Conclusion

In conclusion we can say that the developed technique for hybridization of intelligent methods based
on the preprocessing of network traffic, through the machine-learning algorithm and subsystem operation
of fuzzy logic for recognition of malicious traffic, enables a reduction of a number of false responses and
improves the efficiency of detecting network anomalies by an average of 15-17 % compared to the standard
methods in the field under consideration.

The advantages of the developed technique include the possibility to reduce the rule base for fuzzy logic
subsystem by 16 % compared to the existing IDS developments based on fuzzy logic, due to the preproc-
essing of raw data and reducing key parameters by a several-fold factor, on the basis of which the network
traffic classification is carried out. As a result of system testing for 215000 connections after data preproc-
essing, only 4 parameters have been selected and the rule base has only 6 rules.

Thus, a technique for combined searching of attacks based on the detecting of abuse and network
anomalies has been developed during the study. A new approach to network traffic processing is presented,
which consists in predicting the target variable value on the basis of several variables at the input rather than
on the use of known signature bases. The advantages of the proposed anomaly detection system architec-
ture are shown and the results of the testing on weekly network traffic are given.

It can be concluded that the developed approach completely fulfils the given tasks and can be used both
to detect the known, previously encountered attacks and to detect the new ones. The algorithm makes it
possible to reduce the number of questionable and controversial responses and can also be used in the de-
velopment of new solutions for detecting network anomalies and malicious network traffic.
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